21ST THEATER SUPPORT COMMAND 

COMMAND INSPECTION PROGRAM 

BRIGADE / BATTALION

EVALUATION CRITERIA

A.  EVALUATION CRITERIA                                                                        06092000

1.  The criteria used in determining a staff section or a subordinate unit to be either satisfactory /unsatisfactory as a result of the Command Inspection Program is as follows:

     a.  The following criteria are used to determine a rating of satisfactory:

(1) No more then 7 findings, of which no more then 1 are recurring.

          (2) No findings of a serious nature (judgment call of the inspector) that could lead to a compromise.

      b.  The following criteria are used to determine a rating of unsatisfactory:

          (1)  8 or more existing findings.

                               -or-

          (2)  2 or more recurring findings.

                               -or-

          (3)  Any deficiency of a serious nature (judgment call of the inspector) that could lead to a compromise.

2.  The number of allowable findings is justified by the extensive scope of the Command Inspection Program.  Minor observations noted, but corrected during the inspection, will not be included in the determination of a rating.

3.  Security Managers at all levels will inspect their activities at least once a year, keep a written record of inspection and send a copy of the inspection record to the security manager of their next higher headquarters within 7 days of the end of the fiscal year IAW UR Supp 1 to AR 380-5, para, 13-304c1(h).  Higher headquarters of subordinate units will add the following statement to the report:  "Reports of inspections from all subordinate units have been received and reviewed by this headquarters and assistance rendered if necessary."  

B.   REQUIRED REGULATIONS AND DOCUMENTS:   


1.  Does activity hold a current edition of:

a.  21ST TSC Security Check List.

b.  AR 380-67, DA Personnel Security Program Regulation, 09 SEP 88.

c.  AR 380-5, DA Information Security Program Regulation, 25 FEB 88.

d.  AR 381-12, Subversion and Espionage Directed Against the U.S. Army, 15 JAN 93. (SAEDA).

e.  USAREUR Suppl 1, to AR 380-67, 20 JAN 94.

f.  USAREUR Suppl 1, to AR 380-5,  18 JUL 89 with CHGS.

g.  Commanding Generals Memorandum, Subject: Reporting Credible Derogatory Information, 19 Sep 95.

h.  HQDA, DAMI-POC MSG 101800Z ,OCT 95 Subject: Change to Security Classification Markings.

i.  AR 190-51, Security of Unclassified Army Property, 30 SEP 93.

j.  AR 25-400-2, Modern Army Record Keeping System (MARKS) 25 FEB 93.

k.  AR 380-53, Information Systems Security Monitoring,  29 APR 98.

l.  UR 604-1, Foreign National Screening Program, 27 JAN 94.

1.  SECURITY MANAGERS & DOCUMENT CUSTODIANS:

 a.  Has the Commander appointed a Security Manager in writing? 

     (AR 380-5, para 13-304)  



 b.  Is the security manager in the grade of E-7/GS09 or above?

           (USAREUR Supp 1, to AR 380-5 para 13-304 a1)

       c.  Has the Commander appointed, in writing, a Document Custodian and Alternate?  

           (USAREUR Supp 1, to AR 380-5, para 5-200a.)

d. Does the security manager have documented annual evaluations on file of his/her    

      unit?  (USAREUR Supp 1 to AR 380-5,  para 13-304, c1(h))

      e.   Does the security manager have inspections of subordinate unit security managers  

           on file?  (USAREUR Supp 1 to AR 380-5, para 13-304 c 1(h)

2.  ENTRY EXIT INSPECTION PROGRAM:

       a.  Has the security manager implemented an Entry / Exit Inspection Program ? 

          (USAREUR Supp1 to AR 380-5, para 5-300g, 5-300g1, 5-300g1, 5-300g1(h), 

           5-300g2, and 5-301f)


 b.   Are inspections being conducted at least once every 3 months for 1 hour?

             (USAREUR Supp 1 to AR 380-5, para 5-300e)                                                                                        


c.  Is the intent of the Entry and Exit Inspection Program addressed?                    (AR 380-5. para  5-00, USAREUR Supp 1 to AR 380-5, para 5-300a)

d. Are procedures addressed that inspectors should follow if individuals attempt to remove classified material without authorization?  (AR 380-5, para 5-300)


e.   Are quarterly records of Entry / Exit Inspections maintained on file

            and forwarded  to higher Headquarters in a timely manner?

            (AR 380-5. para 5-300)

       f

Are the results from the last security manager evaluation on file? (AR 380-5, para   

            5-301)

 g.  Are there any recurring deficiencies? (AR 380-5, para 5-301)

3.  REPRODUCTION:

a. Are specific individuals designated, in writing, to reproduce classified            material? (AR 380-5, para 7-305)

b. Has specific reproduction equipment been designated for copying classified  

      material? (AR 380-5, para 7-305)

       c.  Are the rules for reproduction of classified material posted in plain view of 

            reproduction equipment?  (AR 380 -5, para 7-305 c)

d. Are notices prohibiting classified reproduction posted on equipment that is not  

      approved for reproduction of classified material? (AR 380-5, para 7-305 d)

e. Is a Copy Machine Production Log (DA Form 4575-R) being maintained for

      each copier reproducing classified material?   

             (USAREUR Supp 1 to AR 380-5, para 7-305c)

4.
  SAFEKEEPING AND STORAGE OF CLASSIFIED INFORMATION:
 

a. Do security containers for storage and protection of classified material meet

     GSA  standards? (AR 380-5, App 1).

b. Are reversible “OPEN - CLOSED”  signs being used on each security container

      or vault in which classified information is stored? (AR 380-5, para 5-202, 5,b)

c. Are records of combinations recorded on the SF 700, assigned a security

      classification equal to the highest category of information stored in the   

      container? (AR 380-5, para 5-104)

d. Has the combination to the security containers been changed when:

        (1)  When placed in use.

(2) When ever an individual knowing the combination no longer requires

 access.

        (3)  At least annually, NATO every 6 months.

(4)  When ever the container is taken out of service.  Built in combination locks 

will be re-set to the standard combination of 50-25-50.

        (AR 380-5, para 5-104, b,1. (a) thru (f) ) 

e. Is the SF 700 containing the combination to the security container assigned a 

      security classification equal to the highest category of stored classified  

      information? (AR 380-5, para 5-104, 2)



f.  Are the unit’s SF 700s stored at the next higher HQ, S2 or G2?

        g.  Are subordinate unit SF 700s kept at the next higher HQ?

       h.  Are procedures for end-of-day security checks, SF 701 & SF 702,

            established in offices handling classified material? (AR 380-5, para 5-202)

  i.  Is the SF 702 being used each time the security container is

     opened or closed? (AR 380-5, para 5-202 a.)

  j.  Is the SF 702 checked on a daily basis even if the container is not opened? 

      (AR 380-5, para 5-202 a)

        k.  Have emergency evacuation and destruction plans been developed and posted? 

            ( USAREUR Supp 1, to AR 380-5, para 5-203)

        l.  Are emergency destruction plans tested once a year?  

            (USAREUR Supp 1, to AR 380-5, para 5-203).

m.   Do all personnel having access to security containers know the emergency  

      evacuation procedures for the containers?  

            (USAREUR Supp 1, to AR 380-5, para 5-203)

n.  Are field safes or one-drawer security containers fixed to a solid, permanent

      fixture when used to store classified information? (AR 380-5, para 5-102)

o. Are all classified records up to and including Secret files and documents, set up  

            according to the Modern Army Record Keeping System (MARKS) ?  

            (AR 25-400-2,  para 1-6 (2))

5. PROPERLY MARKED CLASSIFIED MATERIAL:

a. Are documents, to include working papers, contained in GSA approved containers? (AR 380-5, para 102, a 1).

b. Are documents properly marked with classification markings, warning notices, etc? (AR 380-5, para 4-200 and USAREUR Supp 1 to AR 380-5, para 4-200, DA MSG101800Z, OCT 95, SUB:Change to Security Classification Markings).

c. Are markings applied to special types of classified materials such as diskettes, charts, maps, drawings, photographs, films, slides, recordings and transparencies, microfilm, and microfiche?  (AR 380-5, para 4-301)

6.
 SECURITY EDUCATION / BRIEFINGS:

 a.  Has a program been established for administering an initial (in processing)  

      security indoctrination briefing for individuals new to the command?  Is a record   

      kept in the individuals security file?  (AR 380-67, para 9-201,a)  

 b.  Has a security education program been established? (AR 380-5, para 10-101).

 c.  Is SAEDA incorporated into unit training programs? (AR 381-12, para 1-8, c).

 d.  Is a copy of the AE Form 381-12 A (Initial SAEDA Briefing Form ) on file in the  

     individuals security file?  (USAREUR Supp 1 to AR 380-67 , para 10-106 a, (1))

d. Upon out processing, administrative withdrawal, revocation of security clearance or absence from duty in excess of 60 days are all personnel given a termination briefing and a security termination briefing statement, 

      DA Form 2962?  (AR 380-67, para 9-204, a)

  
f.
Is the Security Termination Certificate, DA Form 2962 retained for a period of two years? (DA Circular 380-19-1, para 4-1 & 4-2. & 

7.
PERSONNEL SECURITY:

a.  Does the unit have on hand an updated security clearance access roster (SCAR)?  

            (USAREUR Supp 1 to AR 380-67, para 7-104).

 b.  IAW USAREUR Supp 1, to AR 380-67, Appen Q,  does the SCAR address the 

     following areas:

(1)  Name

(2)  Rank

(3)  SSN

(4)  Type of clearance

(5)  level of access

(6)  PSI

(7)  PSI date

(8)  PR

(9)  Date of expiration

c.  Is credible derogatory information, applicable to the criteria found in para 2-200,  

    AR 380-67, reported to the unit Security Manager? (IAW  Commanding   

    Generals Memorandum, 19 SEP 95, SUB: Reporting Credible Derogatory 

    Information)

d.  Is there proof that credible derogatory information is properly reported to 

    Commander Central Clearance Facility on all personnel in the form of DA 5248-R?  

    (AR 380-67, para 8-101)

e.  Does the security manager maintain a current listing of sensitive civilian positions    

          by position number, job title, sensitivity, and level of access required?  

          (AR 380-67,  para 3-101)

f.  Are sensitivity levels included on SF-52B (Request for Personnel Action) and  

     verified by the security manager before a civilian recruitment action is started?   

    (USAREUR Supp 1 to AR 380-67 para 3-101)

g.  Are “Waivers for Investigative Requirements” prepared and submitted to CPO by  

     the unit/organization security manager prior to entry on duty for Emergency  

     Interim Security Clearance (EISC)?  (AR 380-67, para 3-204 and USAREUR   

     Supp 1 to AR 380-67 para 3-204)

h.   Does the security manager submit and monitor requests for Limited Access  

           Authorizations (LAA)?  (AR 380-67, para 3-403 and USAREUR Supp 1 to AR  

          380-67, and App N.)

     
i.   Does the security manager maintain a record of all Limited Access Authorization  

          (LAA) personnel to include level of access, date granted and expiration date?   

          (AR 380-67, para 3-403, b and USAREUR Supp 1 to AR 380-67, and Appendix N)

      j.   Have ADP positions been designated as category I, II or III? 

           (AR 380-67, para 3-614 and Appendix K)

k. Is the NAC portion of the ANACI / NACIC completed prior to appointment to  

      non- critical  sensitive positions? (AR 380-67,  para 3-202)

      l.  Are SSBI’s completed prior to appointment to critical sensitive positions? 

            (AR 380-67, para 3-203)

m.   Do any personnel have an interim Top Secret based on  

      submission of an SSBI and whose NAC, ENTNAC, or ANACI is over five years  

      old? (AR 380-67, para 3-401)

n.
Are all requirements being met prior to issuance of an Interim Security      

      Clearance?  (AR 380-67, para 3-401 and USAREUR Suppl 1 to AR 380-67)


o.  Does the Security Manager understand the up-dated PR program?  Have the  

  
individuals been identified who need to have PR’s submitted? 

     (AR 380-5, & USAREUR Suppl 1 to AR380-5 & DAMI-CH Memorandum dated  

     01 Jan 1991)


p.
Is the organization ensuring that all requests for SSBI and SSBI PR’s have the   

     
 identifying data of former spouses entered on the SF 86? (HQ DA, DAMI-CIS 

     
 policy Message  02-90)


q.
Are correct procedures being used to verify US. Citizenship of military and 

       
civilian clearance holders? (AR 380-67, Appendix  B, B-4,d)


r.
The inspector  will check at least 10% of the unit's files.  Does the folder you are  

      
checking contain the following?

(1)  A copy of the DA Form 873, certificate of clearance.

(2)  A clearance control record.

(3)  Local records checks MP, CPO, PAC, MED, SECTY.

(4)  SF 312 Nondisclosure Agreement.

(5)  On going investigative forms.

(6)  Copy of document(s) to establish citizenship.

(7)  Documents relating to on going security actions.

(8)  NATO Briefing, DA Form 2543.

(9)  SAEDA Briefing, AE Form 381-12A.


s.
Is the NATO Briefing (DA Form 2543) filled out correctly?  Have non applicable items been crossed out?  Have the required annual briefings been conducted and annotated on the  DA Form 2543? (UR 380-15, Appendix A, A-10, C)


t.
Does the command conduct personnel security oversight evaluations of subordinate units/activities, and maintain a record? (AR 380-67, para 11-103)

u.  
Is the security manager aware of KAWOL reporting requirements?  

      Are KAWOL’s  submitted to USAREUR within the required timeframe and in the  

      correct format? (USAREUR Suppl 1 to AR 380-5)

v.
Are correct procedures being used to verify  US. Citizenship of both military and 

            civilian clearance holders? (AR 380-67, Appendix  B, B-4,d)

w. Are investigative reports and security determination information properly marked,            

      stored and controlled to preclude unauthorized access? (AR 380-67, 

      para 10-102 & 10-103)

8.   KEY CONTROL:
a. Has a key control custodian and alternate been appointed in writing and listed on  

      an access roster?  (AR 190-51, App D, D-2, a and d)

b. Are there individuals designated to issue, receive, and account for keys in the  

      absence of the custodian and alternate and do they clearly understand the local 

      key control procedures? (AR 190-51,  App D, D-2.b)

c. Does the key custodian maintain a Key Control Register (DA Form 5513-R) to ensure continuous accountability for keys and locks? (AR 190-51,  App D. D-2.c)

      d.  Is the key control register kept in a locked container that does not store classified  

           material?  (AR 190-51, AppD,  D-3)

      e.  Are keys signed out to authorized personnel on a key register (DA Form 5513-R)?  

           (AR 190-51, App D, D-3)

      f.  Is a lockable container such as a safe, filing cabinet, or a key depository made of  

          at least 26-gauge steel, equipped with a tumbler locking device permanently     

          affixed to a wall, used to secure keys?  (AR 190-51, App D, D-4. a.)

g.   Is the key depository located in a room where it can be kept under surveillance 24  

    hrs a day, or in a room that can be locked during non-duty hours?  

           (AR 190-51, App D-4, b.)

      h.  Are differences between the keys on hand and the key control register reconciled? 

           (AR 190-51, App D, D-6, a.)

       i.  Are padlocks and their keys inventoried by serial number semiannually, and is a 

           written record kept till the next inventory? (AR 190-51, App D, D-6, b.)

       j.  Are master keyed or keyed alike padlocks forbidden from use? 

           (AR 190-51, App D, D-5 a.)

       k.  Are keys to Intrusion Detection Systems (IDS) and keys to Key containers kept  

            separate from other keys?  (AR 190-51, App D, D-7, a.)

9.    COURIER CARDS:

a. Are records kept of all classified material being hand carried?

             (AR 380-5, para 8-300,e.)

b. Is the hand carrying of classified material outside the US and on board US Flag 

      commercial aircraft approved only by the MACOM or Command Security  

      Manager and authorized in writing? (AR 380-5, para 8-301)

c. Are couriers of classified information cleared to the level of material to be hand    

      carried? (AR 380-5, para 8-300)

d.  Are couriers briefed by the security manager concerning his/her duties and procedures to be followed? Are they designated in writing by the security manager using the DD Form 2501,Courier Authorization Card?

e. Are provisions for authorized storage of classified material made at all stops  

en route to the destination?  (AR 380-5, para 8-300,a)

      f.   Do personnel know how to properly package classified material before being hand  

           carried or sent through the US mail?  (AR 380-5, para 8-200 a.)

      g.   Are Courier Authorization Cards issued to authorized personnel when hand   

      carrying classified information within the country of origin? 

            (USAREUR Supp 1 to AR 380-5, para 8-300)

h.  Does the security manager maintain on file a record of all courier briefing   

           statements for a period of 2 years?  (AR 380-5, para 8-300, f)

      i.   Does the security manager maintain control over the Courier Authorization Cards  

           issued for courier duty within the organization? (AR 380-5, para 5-302,b,2)

j.   Is the Courier Authorization Card returned to the security manager after   

     completion of each courier mission?  (AR 380-5, para 8-300,a)

k. Does a disinterested person within the organization conduct an annual inventory   

      of the DD Forms 2501?  (USAREUR Supp 1 to AR 380-5, para 8-300e)

      l.   Are couriers briefed in the use of AE Form 380-5E-R for hand carrying classified 

           information aboard US Flag Carriers or across international borders? (AR 380-5,  

           para 8-300)

10.  TRANSMISSION OF CLASSIFIED INFORMATION:

 a.  Are classified document receipts, DA Forms 3964, included in SECRET  

      packages returned through the mailroom or the US Postal Service?  (AR 380-5,  

      para 8-202,b)

b.  Does the security manager forward one copy of the DA Form 3964 back to the  

     sending activity? (AR 380-5, para 8-202,b,4)

c.  Does the receiving command retain file copies of the DA Form 3964 as a record of  

     receipt?  (AR 380-5, para 8-200,b)

d. Are all DA Forms 3964 (Receipt for Classified Material) retained on file for two   

          years? (AR 380, para 8-202.c,3)

11.  COMMUNICATIONS SECURITY:


 a.  Have the prerequisites for a comprehensive and continuing telecommunications    

     security monitoring notifications program been established? (AR 380-53, par 2-3)

 b.  Have DD Form 2056’s been applied to the front of all telephones?

          (except tactical telephones).  Have DD Forms 2056’s been applied to the front of 

           all secure telephones and data facsimiles with the top portion containing the

           words , “DO NOT DISCUSS CLASSIFIED INFORMATION” being removed 

           or obliterated? (AR 380-53, para 2-5, a, (2))


d. Do all computers, accessible through government owned or leased 


telecommunications, display a computer log-on banner notice? 

       
(AR 380-5, para 2-5,a,(3).)
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