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Summary.  This pamphlet establishes standards, policies, procedures, and guidelines in support of the 21st Theater Support Command (TSC)   Information Technology Management Program (ITMP).  This is a living document that will be refined and updated as new processes or changes are effected.  It is intended to serve as a reference document for information resource management personnel within 

21st TSC . 

Applicability.  This pamphlet applies to all staff activities and major subordinate commands (MSCs) under command and control of the 21st TSC .  

Suggested Improvements.  The proponent for this pamphlet is the office of the Assistant Chief of Staff, G6, Plans Division, Headquarters (HQ), 21st TSC  (484-7864).  Users should submit recommended changes to this pamphlet on DA Form 2028, “Recommended Changes to Publications and Blank Forms” via email AERIM@hq.21tsc.army.mil or mail to Commander, 21st TSC , ATTN:  AERIM, Unit 23203, APO AE 09263. 

Distribution.  Distribute this pamphlet according to HQ, 21st TSC  Circular 25-30, command level F.
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CHAPTER 1

GENERAL
1-1.  PURPOSE

The purpose of this pamphlet is to document 21st TSC  objectives, technical and administrative procedures, guidelines, policies, and standards to facilitate command-wide management planning, budgeting, acquisition, execution and implementation of Information Technology (IT).  This pamphlet should be used in conjunction with other information management guidelines, e.g., United States Army, Europe (USAREUR) Regulations 25-1 and 25-22 and USAREUR Pamphlet 25-1.  This pamphlet defines the 21st TSC  Information Technology Management Program (ITMP).

1-2.  SCOPE

The 21st TSC  information technology management program (see figure 1) includes management of information resources and information technology, e.g., planning, budget development and execution; maintenance and training, for sustaining base and contingency operations in support of the command’s mission. 
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Figure 1

1-3.  INTRODUCTION  

    a.  The G6 is responsible for the Commander’s information technology management program.  Declining financial and personnel resources and rapid technological change dictate the need for more effective management of information technology. 

    b.  The goal of the 21st TSC  information technology management program is to provide the necessary information technology capabilities to support mission activities and strive for the best return-on-investment.  Objectives of the information technology management program are to:

        (1)  Develop and standardize a corporate planning process to identify, validate, prioritize and execute information technology programs and initiatives. 

        (2)  Establish and publish information management standards, policies, procedures, and objectives to improve management of information technology.

        (3)  Implement an open systems architecture and hardware and software networking environment to support all information technology requirements.  Eliminate proprietary hardware and software systems and ensure maximum capabilities for information resource sharing.

        (4)  Standardize hardware, software and networking components based upon published industry and/or government standards.

        (5)  Reduce/minimize out-year Operations and Maintenance (O&M) costs.

        (6)  Increase training opportunities by maximizing opportunity and reducing costs through centrally scheduled and hosted training.

        (7)  Maximize use of off-the-shelf products and Indefinite Delivery/Indefinite Quantity (IDIQ) contracts.

        (8)  Develop and implement executive and system management tools for information technology planning, management, and execution. 

    c.  Near and long-term objectives will be assessed each year and updated accordingly as a result of evolving technologies, increasing requirements for information technology, and the impact of ongoing upgrades and replacement actions. 

    d.   Planning and implementation of 21st TSC  initiatives will be in accordance with HQ, USAREUR, HQ, Department of the Army (DA) and Department of Defense (DOD) guidelines as well as industry standards.

1-4
RESPONSIBILITIES  

    a.  Deputy Chief of Staff, Information Management (DCSIM), USAREUR.  The DCSIM, USAREUR is the proponent for information management policy in Europe.

    b.  Assistant Chief of Staff, G6, 21st TSC .  The G6--

        (1)  Manages and implements DA and USAREUR IT policy and programs within the                 21st TSC .

        (2)  Establishes and enforces the planning, management, budgeting, execution and  implementation phases of the information mission area program.

        (3)  Develops, implements, and manages the 21st TSC  information management asset and requirements databases.

        (4)  Serves as the Secretary for the Information Management Planning Group (IMPG).

    c.  Information Management Officer(s) (IMO).  The IMO- -

        (1)  Manages and implements  DA, USAREUR, and 21st TSC  IT policy and programs within their command.

        (2)  Is responsible for developing and prioritizing their command’s annual information management program in accordance with (IAW) the guidelines, policies, and procedures established in this pamphlet.

        (3)  Is responsible for management of their command’s locally controlled information management budget (sustainment), and for initiating and processing the acquisition documentation for all other IT items approved by the 21st TSC  Commander through the annual Integrated Priority List (IPL).

        (4)  Is responsible for management and maintenance of their command’s information management assets to include update of the asset database to reflect new or turned-in assets. Delineation of additional information responsibilities within USAREUR is provided in USAREUR Reg 25-1.

1-5.  REFERENCES

Appendix A lists references.

1-6.  ACRONYMS 

The glossary explains acronyms used in this pamphlet.

CHAPTER 2 

PLANNING, FUNDING, AND EXECUTION AND IMPLEMENTATION
SECTION I

PLANNING

2-1. GENERAL 

The information management planning process is a functional life-cycle process that involves identifying, validating, and prioritizing information technology requirements needed to support the 21st TSC  mission.  This process is accomplished through a systematic assessment of the units’ current and projected mission, personnel requirements, equipment authorizations,  long-term command objectives, technological trends, and established regulations and policies.  The planning process starts with the identification of the current baseline hardware and software configuration.  Using the baseline information and the requirements developed during the mission analysis phase near-term (target 1-3 year) and long-term (objective 3-5 year) goals are established.  As these goals are updated, the Information Technology Modernization Plan (5-year plan) will be updated to project estimated out-year-funding requirements needed for the command to achieve its target and objective architecture.  The goals of the process are to:

                1.  Establish a consistent methodology to validate requirements

                2.  Provide a command-wide focus on requirements and resources

3.  Strive for the best Return-On-Investment (ROI) of IT dollars

4.  Standardize hardware and software, as appropriate

                5.  Insert new technology, where appropriate

2-2.  INFORMATION TECHNOLOGY MANAGEMENT PROGRAM OVERVIEW

Figure 2 provides an overview of the 21st TSC  Information Technology Management Program (ITMP).  The process is discussed in more detail in paragraph 2-5. 
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Figure 2

2-3.  COMPONENTS   

    a.  Several components have a role in planning process and the formulation of the information technology management program.

    b.  The command baseline configuration was established as a result of an information management data call conducted in October 1997.  This inventory established the initial baseline of the command’s hardware and facilities (networking) to provide a starting point for identifying information management deficiencies based upon near and long-term objectives.  The baseline provides a tool for:

        (1)  Establishing software licensing requirements 

        (2)  Comparing on-hand assets with Information Systems Planning and Programming System (ISPPS) authorizations

        (3)  Estimating hardware upgrades required to accommodate changes in technology and which continue to support the command’s mission needs (e.g., up to a 20 percent life-cycle replacement per year).     

    c. The MSC IMOs maintains the baseline asset information in unit databases.  These unit databases are consolidated monthly into one 21st TSC  database.  Each Major Subordinate Command (MSC) has been provided the standard database design to utilize and maintain.  Contact the G6 Plans Division for additional information as required. 

         (1)  The following ten categories of equipment are identified:


       (a)  Personal computers (desktops/laptops/servers)

    (b)  Printers (laser/color)

    (c)  Copiers (tactical/government owned)

    (d)  Fax machines 

    (e)  Secure telephone units, third generation (STU) III(s)

                (f)   Non-tactical radios 

                (g)  Digital telephone systems

                (h)  Pagers

                (i)   Tactical telecommunications systems

                (j)   Communications security (COMSEC) devices 

                (k)  Global Command and Control System-Army (GCCS-A) systems 




(2)  The MSC IMOs are responsible for maintaining the database as new assets are received and excess is turned-in. 

    d.  The second key component in developing the 21st TSC  information technology management program is establishing target and objective configuration goals (see Figure 3).  The target configuration generally reflects equipment or systems that are in some state of planning, development, or acquisition, etc., and their implementation is within the next 1-3 years.  This phase reflects the short term “where we are going.”  The objective configuration (3-5 year time frame) reflects long term “where we want to go.”  It is based upon known emerging technologies and/or the technical direction under taken by DOD Army, as tempered by mission requirements.
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Figure 3           

    e.  Information Technology Modernization Plan (5-Year Plan).  A third key component of this process is the long-term objectives (5-year plan) (Chapter 4).  A 5-year plan has been developed to identify estimated out-year program funding requirements.  It is based upon a review of shortfalls between the current and target/objective configurations or other known deficiencies, as well as other factors such as prior year execution. As technology and mission requirements change and the process mature, the 5-year plan will be expanded and updated at least annually.

    f.  Additional considerations in the development of the information technology management program include: 

        (1)  DOD, HQ DA and USAREUR policies, regulations, and standards

        (2)  Changes to industry standards

        (3)  Emerging technologies and capability requirements

        (4)  Table of Distributions and allowances (TDA), Modified Table of Organization and Equipment (MTOE), Table of Equipment (TOE), and Common Table of Allowances (CTA) equipment authorizations (as applicable, e.g., tactical).

        (5)  Changes in mission and  personnel authorizations

        (6)  ISPPS authorizations, which are supported by mission requirements and supporting rationale.

2-4. INFORMATION MANAGEMENT PLANNING GROUP ROLE 

    a.  Information Management Planning Group (IMPG).  The information management planning group is responsible for executing the information technology planning, review and approval process outlined in this pamphlet.  The information technology program is formulated, reviewed, managed, approved and executed through three planning group levels.  They include the Working Group, Board of Directors and Executive Committee.  Under the auspices of the G6, the IMPGs formulate an integrated command-wide IPL for acquisition and maintain visibility of the program and provide internal controls.  The information technology management program planning process requires appropriate levels of command involvement and visibility.  The structure of the IMPG ensures that the annual program best supports the 21st TSC  Commander’s goals and objectives.  The 21st TSC  IMPG Charter (Appendix B) provides a detailed outline of the roles and responsibilities of the three-tier IMPG process.


b.  The IMPG process consists of the following three levels:

           LEVEL                          REPRESENTATIVES                CHAIRPERSON

      Working  Group                  IMOs; G6 staff                          Chief, G6 Plans Division

      Board of Directors               G6; Comptroller;                      Chief of Staff, 21st TSC                                                            

                                                   MSC Executive Officers;

                                                   G4; G3, SJA;

                                                   G1

      Executive Committee           Chief of Staff;                          Commanding General, 

                                                    MSC Commanders                  21st TSC 

    c.  The information technology planning process is the systematic methodology by which information management requirements are identified, validated, prioritized and approved.  The IMPG committee meetings provide the forum to coordinate and discuss new or recommended policies and procedures; identify issues or shortfalls and their recommended solutions and share information; make recommendations for process improvements, and effectively manage change, e.g., in funding levels or requirements.

    d.  The specific IMPG level(s) convened will be based upon the recommendation of an IMPG chairman and depend on the issues or subjects to be addressed.  Working level IMPGs will be held on a regular basis (quarterly as a minimum) to discuss or clarify changes in policies, procedures or guidance, and to review the status of current activities or projects. 

    e.  The G6 will publish an agenda and minutes for each IMPG committee meeting.  Meetings above the working group level will normally be preceded by a Working Group session to coordinate issues and to prepare the agenda for meetings at the next two levels.  The MSC representatives are responsible for providing accurate and timely input for these meetings to include comments if applicable.  Recommendations will be submitted to the 21st TSC  G6 for review and inclusion as appropriate.

    f.  Once funds recommended by the 21st TSC  Comptroller are approved by the Commander, 21st TSC , the Board of Directors (and Executive Committee, if required) may make adjustments in priorities.  Throughout the life cycle of the information technology management program, the Board of Directors may be called upon to resolve command-wide prioritization issues based upon mission requirements or return-on-investment and/or other relevant criteria.

2-5.   PLANNING PROCESS 
    a.  The information technology planning process (see figures 4 and 5) has been developed to identify, validate, prioritize and approve information management requirements for the           21st TSC .  Figure 4 provides an overview of the process; Figure 5 provides more detail of the yearly implementation phase.  The final product presented to the Executive Committee for approval is the IPL. 
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    b.  In the Jan-Apr timeframe, the G6 will revise the 21st TSC  Pam 25-1 as required, to reflect changes to the standards, guidelines, target/objective goals (5-year plan), etc.  The G6 will host Working Group IMPGs to discuss the proposed changes and/or revisions, and to solicit suggestions and feedback from the MSCs before final publication.  If only minor changes are required, the G6 may issue those changes as supplemental email guidance.

    c.  In Apr/May time frame of each year, the MSCs will be tasked to submit their prioritized information technology requirements. The G6 will host IMPG meetings at the appropriate level to discuss goals and programs for the next fiscal year.  Supplemental guidance to this pamphlet will be published as required to support the planning process.  Planning at the MSC level should be ongoing to allow timely submission of proposed information technology requirements.  The MSC requirements will be submitted in prioritized order with supporting justification.  

    d.  In June, Working Group IMPGs will be conducted to scrub requirements.  The Working Group’s recommendations will be reviewed by the G6 for development of a recommended     21st TSC  straw-man IPL.  The MSCs will have a final opportunity to provide input to the straw-man prior to the Board of Directors’ IMPG.  The straw-man will be used as the starting point for the Board of Directors in their development of the final IPL. 

    e.  In July, the G6 will schedule a Board of Directors IMPG to review the straw-man IPL and make recommend changes prior to presentation to the Executive Committee. 

    
(1)  Every effort will be made to complete the Executive Committee review and obtain approval for the command IPL in the July/August timeframe.  The goal is to have an approved IPL so the command can be postured to leverage the next year’s requirements with current year funding which was not executable.

    
(2)  The Chief of Staff has final decision-making authority in the event the Board of Directors members cannot reach a consensus.  

    f.  The IPL is the major end-product of the information management planning process responsibilities under the auspices of the Board of Directors.  


(1)  The IPL will be developed each year as a method for recommending approval of information management requirements.  The IPL will provide an audit trail of information technology recommendations from submission of initial requirements to final approval by the Executive Committee.  

        
(2)  Upon completion of the final recommended IPL by the Board of Directors, an Executive Committee IMPG will be scheduled by the G6.  The Executive Committee is chaired by the Commanding General (CG), 21st TSC .  For planning purposes, the annual Executive Committee IMPG will be scheduled in the July/August timeframe.  The CG and MSC Commanders will be briefed on the IT program and the IPL will be presented to the CG for approval.  The MSC Commanders must be prepared to discuss and defend their information management requirements if challenged by the CG 

    
(3)  Executive Committee approval of the IPL constitutes the official information management program for the year.  The Comptroller will identify a funding level and available funding will be applied to the approved IPL.  If funding is not adequate to cover all IPL items, a cut-line will be drawn based upon priorities and the ability to execute.  The Board of Directors will have an opportunity to adjust the IPL priorities once the funding level has been identified by the Comptroller. 

2-6.  HARDWARE AUTHORIZATION APPROVAL PROCESS 
   a.  Information System Planning and Programming System (ISPPS).  The ISSPS database provides the current baseline for information technology authorizations.

        (1)  Each MSC will review their ISPPS authorizations, as required, to ensure  authorizations required to support mission requirements are documented and available.  The MSC IMOs have authority to review the ISPPS database; passwords are issued by the G6.  Subject matter experts on the ISPPS are available in the G6 Plans Division if assistance is required. 

        (2)  If authorizations are not available or inadequate, an Out-of-Cycle (OC) request may be submitted to G6 to support additional authorizations.  The justification should tie the requirements to mission needs and current authorized personnel strength/alignments.  Required adjustments to the current authorization levels should be requested early in the planning process to prevent delays during the acquisition phase.  

    b.  Information Management Acquisition Request (IMAR).  An IMAR is a document requesting authority to acquire hardware to the quantity authorization level for the specific information equipment configuration of an approved information initiative shown in the ISPPS baseline.  The IMAR request format is shown in Appendix D, Figure D-1, USAREUR Reg 25-1.

    c.  Table 5-2 of USAREUR Reg 25-1 identifies those items that require an IMAR approval code.  An IMAR approval code is valid for three years.

    d.  If an IMAR exceeds the authorization levels established in the ISPPS, the IMAR becomes an OC requirement.  The MSC should provide justification to G6 for an increase in the required ISPPS authorization fields.  The G6 Plans Division will forward the requirement to USAREUR for final approval.

    e.  Operational Needs Statement (ONS).  Some items such as International Maritime Satellite (INMARSAT) and tactical radios (e.g., improved high frequency radios (IHFR)) require HQ, DA approval.  The preparation of an ONS requires an endorsement to USAREUR by the CG,        21st TSC .  The ONS will be in the form of a memorandum through the Commander, 21st TSC , ATTN: AERIM and Commander, HQ, USAREUR/7A, for HQ, Department of the Army.  It will contain the following paragraphs:

     
(1)  Statement of the Problem.  What deficiency, shortfall or other problem exists that requires the system/equipment being requested?

     
(2)  Justification.  Facts, figures and narrative to fully justify the requirement.

     
(3)  System Characteristics.  This should include an overall description of the system, power requirements, remote or other special capabilities required; physical characteristics such as weight, dimensions, interface requirements, etc.; and any other operating or physical features required.

    
(4)  Operational concept.   How will the system be used functionally?  How will the system be interfaced with existing systems?

    

(5)  Organizational concept.  Tie the requirement(s) to specific organizations and missions.

    
(6)  Procurement objective.  State procurement strategy (how, where, etc.) and when item(s) are required to be available.  This section should also include detailed cost information (can be an attachment), such as basic cost; recurring operating costs; usage fees (deployed/non-deployed status), start-up or commissioning fees; maintenance, etc.

    
(7)  Support requirements.  Identify warranty/maintenance requirements and any other support components (hardware/software) along with associated warranty/maintenance requirements.

    
(8)  Availability.  Identify current source(s) for the item, e.g., commercial-off-the-shelf available through open contract at the Defense Information Technology Contracting Office-Europe.

     
(9)  Recommendation.  A bottom-line recommendation, such as approval of request to acquire five voices and high speed data capable INMARSAT-B terminals.  

     
(10)  Command point of contact/phone number

    f.  Certain equipment may be authorized on modified table of equipment (MTOE), table of distribution and allowance (TDA), common table of allowance (CTA) documents or by local policy and is not covered by the ISPPS.

    g.  Audio-visual.  Items that fall within the audio-visual discipline must be approved by the Visual Information Services, Europe (VISE) office.  The AE Form 25-1-A-R must be completed and processed for approval.  This can be a lengthy process; maximum lead-time must be planned for these types of acquisitions.  Examples include televisions, video and audio recorders, projectors, etc.  These items are generally picked up on the VISE property book and issued to the customer.  Follow on life-cycle maintenance becomes a VISE responsibility.

2-7.  REQUIREMENTS OVERVIEW  

    a.  In April of each year, the MSCs will be tasked to submit their information technology requirements. 

    b.  Identification of requirements should be based upon several considerations such as mission; published standards; target and objective goals; equipment and personnel authorizations; and supplemental policies, procedures and guidance established by 21st TSC  and USAREUR.  The G6 will publish supplemental guidance as required.

    c.  Information technology hardware and software will not be procured simply to replace existing items or just to keep pace with technological changes.  Generally, hardware replacement will be planned within the context of a 5-year life-cycle replacement process.  Requests for exceptions to this policy will be addressed on a case-by-case basis.  Possible exceptions may include mission requirements, excessive repair and/maintenance costs, or upgrades needed to support technology-driven changes, e.g., hardware upgrades required to accommodate new software application. 

    d.  Information technology acquisitions will be based upon a total requirement and not split to circumvent funding thresholds.

    e.  The MSCs should ensure appropriate ISPPS and IMAR authorizations and approvals are in place or are actively being worked early in the planning process to preclude delays or failures in the acquisition process.

2-8.  REQUIREMENTS SUBMISSIONS

    a.  The G6 will, in coordination with the MSC IMOs, develop centrally managed programs for software, training, networking, contingency, automated identification technology, life-cycle and sustainment.  In the case of life-cycle and sustainment, a formula will be developed and applied across the command for budgeting purposes.

    b.  The G6 will solicit MSCs for requirements not included in the above categories.  Additional information technology requirements will require written justification and will be submitted in priority order. 

    c.  Integrated priority list categories.  Prioritized ranking categories (Appendix C) and their descriptions have been established as a tool for consistency combining and prioritizing individual MSC command requirements into a single priority list. 

         (1)  Requirements will be submitted in accordance with established ranking criteria.

         (2)  The ranking categories will be reviewed and updated annually by the Working Group IMPG or Board of Directors (as appropriate) to ensure they are consistent with command priorities and objectives. 

    c.  IPL identification numbers.  Requirements will be tracked by an Identification Number (ID) and organized based upon the ranking category.  The ID numbers will be composed as follows:

          *The first two digits             =            Fiscal year

          *Next group of digits           =            Major Subordinate Command

          *Next digit(s)                       =            Ranking Category (generally 1-10)

          *Next three digits                 =            Sequential number for each requirement

                                                                      within a particular ranking category

           Examples:   99-37th-8-001

                               99-29th-2-001; 99-29th-2-002; 99-29th-3-001

                               99-1TMCA-4-001

                               99-HQ-5-001

    d.  Guidelines.  The following are guidelines and considerations for developing annual requirements for submission to HQ, 21st TSC  G6.

         (1)  Printer/PC ratios.  USAREUR’s current guidance states there should be a ratio of one printer to every five PCs (desktops and laptops).  Black and white, color, laser and ink jet printers should be factored in this ratio.  Requests for exception to this guideline should be addressed to the G6.

         (2)  Centrally managed programs.  In December 1997, the CG, 21st TSC , approved centralized management of the command’s information management budget.  The following programs are centrally developed/managed by the G6:  command-supported training, software, networking,  contingency operations (CONOPS), life-cycle, Tier III, base communications (BASECOM), and sustainment.  In the case of sustainment, funding will be transferred to the MSC for execution/management.  USAREUR supplements funding for Tier III and BASECOM programs.  

         (a)  Base Communications (BASECOM). 

               1.  Long distance commercial telephone, commercial lease and activation costs for mobile radio telephones (MRTs), and INMARSATs are funded out of the BASECOM account.  This fund also pays for pagers and other leased commercial communications services. The MSC IMOs must ensure their personnel are informed about the proper use of these services and that proper management controls are in place to prevent waste, fraud and abuse.  USAREUR provides limited central funding for these services and excess costs are borne by 21st TSC .  If funding allocations are exceeded, the excess funds are taken from existing 21st TSC  programs, e.g., the information technology budget. 

               2. USAREUR Regulation 25-22 establishes policy and procedures for telecommunications services and systems to include MRTs.  Appendix D, USAREUR Regulation 25-22 prescribes approval criteria for MRTs.  Table D-1 is the permanent MRT card activation matrix; Table D-2 is the permanent exercise MRT matrix.  Requests for exceptions to MRT authorizations should be forwarded to the 21st TSC  G6 for review and if supported forwarded to USAREUR for approval.  

         (b)  Networking.  The 21st TSC  G6 is responsible for centralized planning, management and implementation of 21st TSC  networking projects.  The G6 will develop the annual command networking program in coordination with the MSCs.  Working Groups will be held each year to review current architecture and review requirements for the next fiscal year.  The G6 will review and incorporate MSC requirements as appropriate, in conjunction with the overall LAN/WAN architecture goals and objectives.

        (c)  Software.  

               1.  The G6 will identify command wide software requirements, e.g., operating systems, MS Office 97, Delrina FormFlow, etc. 

               2.  The MSCs will identify all other user-unique, special, or limited use software requirements, (e.g., Oracle), during the requirements submission process.

               3.  The G6 will consolidate command-wide requirements for these products and determine the best strategy. 

        (d)  Training.  The G6 will centrally schedule and conduct end-user and system administrator training. 

               1.  The G6 will identify training courses to be centrally offered.  These courses will be tied to command-supported end user products and system administration needs.  The MSCs will have an opportunity to provide input to this process.

               2.  The MSCs will identify any additional information technology training requirements during the requirements development process.  The G6 will arrange for additional courses based upon demand within the command. 

        (5)  Contingency operations (CONOPS) support.  A contingency is an unexpected crisis or a rapid series of events requiring swift military response or support.  The unexpected and rapid deployment of units or personnel in these operations may generate the need for voice communication and other capabilities for command and control purposes.  Contingency operations information technology will be centrally planned, acquired and retained/issued by HQ, 21st TSC , G6.  The MSCs will have an opportunity to input to this process.  The CONOPS requirements will be included in the annual IPL, but annotated accordingly for possible CONOPS funding.  The G6 will coordinate CONOPS requirements (and all other non-IT program funding requirements) with the Comptroller.  Urgent requirements that cannot be satisfied with available contingency equipment will be handled accordingly. 

        (6)  Maintenance.  The IMOs must review 5th Signal Command Tier III expenditure reports upon receipt and report any discrepancies to the G6.  The IMOs must also identify any maintenance funding requirements for equipment that is not covered by Tier III or the Visual Information Services, Europe (VISE).

SECTION II

FUNDING

2-9.  POLICY
The 21st TSC  G6 centrally manages and controls all information technology funds; the exception is sustainment dollars which are transferred to the MSCs. 

2-10.  GENERAL

    a.  Funds managed by HQ, 21st TSC  cover the annual IPL of approved IT items as well as funding for the BASECOM, Tier III and copier programs.  HQ, USAREUR provides limited centralized funding for the BASECOM, Tier III and Copier programs.  All IT requirements will be identified in the IPL, regardless of the funding source.  Deviations from the normal IT budget will be annotated as appropriate, e.g., CONOPS, BASECOM, etc 

    b.  The G6 will coordinate the IPL budget requirements with Comptroller prior to the Board of Director’s IMPG, particularly those requirements that have been identified for other non-IT funds such as CONOPS.

     c.  Due to the uncertainty of funding levels for the following fiscal year, leveraging next year’s requirements in the current year will be accomplished where possible.  The IPL should be approved in the July/August timeframe to support this process.  This will allow acquisition of the most important IPL requirements with funds that are identified as uncommitted in the July to September timeframe.  Approved IPL priorities will be followed based upon the ability to execute. 

    d.  Only funds for sustainment will be released to the subcommands for management and execution.  The definition of sustainment is provided at Appendix C, ranking categories.
         (1)  Sustainment dollars will be allocated based upon a published formula; the formula will be reviewed each year and adjusted as required.

         (2)  Sustainment dollars received by the MSCs will be used to fund information technology International Merchant Purchase Authorization Cards (IMPAC).  If the IMPAC card is used to acquire approved information technology items not considered sustainment items, the IMO will coordinate with G6 to request a cost transfer action.  The G6 POC will coordinate the action issue with the appropriate Comptroller staff representative, if approved.

         (3)  An alternative to (2) above is to initiate a single IMPAC acquisition action with separate paperwork, i.e., a memorandum through G6, to Comptroller, identifying items to be acquired and the IPL approval number.  The appropriate HQ G6 Accounting Processing Code (APC) can be annotated on this separate action.

    f.  The G6 will monitor program execution through the Defense Commitment and Accounting System (DCAS) reports obtained from the Comptroller.  The MSCs will be required to provide execution status of their sustainment funding. 

    g.  Status of funding execution will be a requirement for reporting as requested by the G6 in support of program updates, IMPGs, etc.

SECTION III

EXECUTION/IMPLEMENTATION

2-11.  GENERAL

This section provides management and acquisition guidelines to monitor and execute procurement actions. 

2-12.  ACQUISITION PROCESS

    a.  This section provides general procedures for acquisition of IPL-approved requirements.  It includes an overview of how centrally-managed programs will be executed, as well as the staffing procedures of the more common acquisition methodologies/packages  The USAREUR Reg 25-22 establishes policy and procedures for obtaining and using telecommunication services and systems in Europe.  The USAREUR Reg 25-1, Chapter 5 provides additional guidance on information technology acquisition. 

    b.  Staffing procedures for the various acquisition methodologies are included in the section describing that methodology.  All acquisition documents/packages (except those for sustainment items) must be staffed through the G6 for review, verification of IPL approval and endorsement to the Comptroller for a fund cite. 

    c.  All acquisition packages/documentation are subject to staffing and approval requirements based upon funding thresholds as established by 21st TSC , G4 guidance which is published annually. 

        (1)  All acquisition packages, which exceed $25K, must be staffed through the HQ,         21st TSC  G4 for staff review and approval.

        (2)  Packages that total between $50,000 - 199,999 will be staffed through the Chief of Staff, 21st TSC , for approval.  The package will be forwarded using a decision paper that will reference the IPL approval category.  As a minimum, coordination will include G6, Comptroller and G4.
        (3)  Acquisition packages over $200K will forwarded to the first General Officer in the chain of command for approval. 

        (4)  Items falling in the audio-visual discipline require acquisition approval from the VISE office.  Request for approval is submitted on AE Form 25-1-A-R
        (5)  The IMOs should contact the G6 Plans Division and/or G4 for additional acquisition guidance.  

2-13.  CENTRALLY MANAGED PROGRAMS

The G6 will plan, program, execute and implement the command networking, contingency, training and software programs.  The G6 will also establish life-cycle replacement and sustainment program estimates.

    a.  Networking.

        (1)  Local area networks will generally be engineered in accordance with 5th Signal Command hybrid standards (which means that saturated wiring may not be applied in all situations, but be based upon user requirements).  Saturation wiring will be engineered where requirements dictate.

        (2)  After formulation, review, validation, and prioritization of command-wide network requirements, the G6 will identify the implementation strategy, e.g., “self-help; ID/IQ contract; 5th Signal Command, etc.  This decision will be based upon project scope, cost, delivery schedule and quality factors.  Projects will be based on geographic area versus individual unit or command.  Consequently, a project consisting of ten buildings on one Kaserne may belong to two or more commands.

        (3)  The G6 will schedule site surveys, engineering, and installation with the source selected for implementation (e.g., ID/IQ contractor, GSA or 5th Signal Command).  The G6 will review and validate requirements, monitor milestones, and provide technical oversight before and after installation.  Building/floor diagrams and command-wide network status will be consolidated by the G6.  

        (4)  For those buildings denoted as self-help, the MSCs will prepare the necessary 

acquisition documentation and staff it through the G6 for concurrence IAW validated IPL requirements.  In some cases, the G6 may be able to supply the required networking equipment from on-hand assets.

        (5)  The IMPAC card will not be used for networking components except those components approved for self-help projects.  Requests for exception will be submitted to G6.

     b.  Training.  The G6 will plan, schedule and centrally host information management training.  The MSCs will identify training needs during the annual requirements submission process.  The G6 will coordinate classes if it is cost effective.  Training will be coordinated with ODCSIM IAW USAREUR Reg 350-7, to take advantage of established USAREUR training contract(s) for efficiency or use of other approved or recommended sources.

        (1)  Validated  IT training that is not planned to be centrally offered will be coordinated by the MSCs using the most appropriate source available.  In these cases, a centralized IM fund cite will be applied to the 1556 by the Comptroller.  If the approved training requires temporary duty, the DD Form 1556 and DD Form 1610 will be submitted together to the G6 and Comptroller for approval and endorsement.

         (2)  A DD Form 1556 (without a fund cite) is mandatory for all students (military, Department of Army (DA) civilians and local nationals (LNs) attending centrally hosted G6 courses.  These 1556s provide an official record of training.

        (3)  Standard Army Management Information System (STAMIS) training.  The HQ,       21st TSC  G6 Combat Service Support Automation Management Office (CSSAMO) hosts the following logistics STAMIS training at Panzer Kaserne:  ILAP, SAMS-1, SAMS-2, SARSS-1, SPBS-R, ULLS-A (in development); ULLS-G; and ULLS-S4.  Training schedule information is available through the G6 CSSAMO Division.  The CSSAMO Help Desk number is 484-8969.  Information on training for other logistics automation STAMIS’ can be addressed to the G6 and will be handled on a case-by-case basis.  Additional training will be offered based upon command-wide requirements/demand.

    c.  Software.  

         (1)  The G6 will acquire all standardized office automation and networking software using the most economical licensing method possible.  Software for logistics STAMIS’ is provided/upgraded by the applicable Program Manager.

         (2)  The G6 will consolidate other software requirements during the IPL development process and determine the best acquisition strategy for each requirement. Software that has a large quantity requirement that can easily be satisfied with a license or bulk-buy will usually be purchased by the G6.  For limited quantity requirements, the G6 will determine the acquisition strategy and coordinate with the MSCs during the IPL process regarding the purchase of the remaining software packages.

        (3)  The MSCs will prepare the necessary acquisition documentation and staff it through the G6 IAW established procedures for approved user-unique software.

2-14.
ACQUISITION METHODLOGIES

There are a variety of methods used to acquire information technology hardware, software and services.  The most common acquisition instruments are:  IMPAC; purchases off ID/IQ contracts through Small Computer Issue Activity (SCIA); Military Interdepartmental Purchase Request (MIPR); and the Purchase Request and Commitment (PR&C).  The MSCs are responsible for complying with the policies and procedures inherent with each type of acquisition method. 

2-15.  INTERNATIONAL MERCHANT PURCHASE AUTHORIZATION CARD (IMPAC)

    a.  The International Merchant Purchase Authorization Card (IMPAC) program is a standardized DA program that allows specially trained personnel to purchase products and services using a government provided VISA credit card.  The USAREUR has published IMPAC guidelines.  The HQ, 21st TSC  proponent for the IMPAC program is the G4.  The G4 Acquisition Management Office (AMO) has also published a 21st TSC  Letter of Instruction (LOI) on IMPAC procedures. 

    b. The IMPAC card can be used for automation equipment that meets the criteria and 

guidance in Chapter 5, USAREUR Regulation 25-1 for an IMPAC purchase, and which has a total cost of $2,500 or less.  Standard IMPAC procedures must be followed when the card is used.

    c. The 21st TSC  G4 AMO periodically publishes a list of vendors in the Kaiserslautern area that accept the IMPAC card.

2-16.  SMALL COMPUTER ISSUE ACTIVITY (SCIA)

    a.  The Small Computer Issue Activity (SCIA) is the USAREUR-sponsored designated contracting activity for acquiring information technology from ID/IQ contracts.  It is the directed first-source of acquisition for information technology.  Organizations should ascertain whether SCIA can satisfy their requirement prior to working other procurement methodologies. 

    b.  The use of ID/IQ contracts for hardware procurement is strongly encouraged.  Information on SCIA and the ID/IQ contracts supported is available through the SCIA Home Page.  Most of the contract sub-folders under ID/IQ contracts include a link to the vendor’s WWW Home Page.  Vendors may be reached by direct addressing, e.g., //www.vendor-name.com/; for example:  //www.btg.com/ or /www.gtsi.com or by using the contract name; for example:  //www.sbis/idiq.com/ or //www.smcii.com/.


c.  Acquisition Package.  


(1)  A SCIA acquisition package is prepared on SCIA Form 065 that may be downloaded from the SCIA web page.  A single form may list all items being ordered from the same contract.  A separate form is required for each separate contract, no matter how many items are being ordered.  Each form has spaces for:

(a) Source Contract Number;

(b) CLIN, Description, Unit Price and Quantity for all items on the order;

(c) Cost Totals (are calculated automatically);

(d) IMAR Approval Number;

(e) PBO Document Number;

(f) PBO Authentication;

(g) Fund Citation;

(h) Fund Control Officer Authentication;

(i) Originator (POC) Information.

        (2)  ID/IQ quotes may be required by some ID/IQ vendors.  The SCIA can identify the contracts which require a quote.

        (3)  If the requirement falls within the audio-visual discipline, a VISE approval 

AE Form 25-1-A-R will be required as part of the acquisition package. 

        (4)  Non-property book officers who are delivering requirements packages to SCIA will need a copy of the Property Book Officer’s official Appointment Orders and a copy of DA Form 1687, Notice of Delegation of Authority – Receipt of Supplies.

        (5)  The SCIA package is staffed as follows:

              (a)  415th BSB or local PBO to obtain the document number(s),

              (b)  G6 for IPL verification and endorsement,

              (c) As with all procurement actions, the SCIA package must be routed for approvals IAW 21st TSC  policy based upon the dollar value of the package (see paragraph 2-12(c),

(d) Comptroller for funding, 

(e) To SCIA for order processing.

2-17.  MILITARY INTERDEPARTMENTAL PURCHASE REQUEST (MIPR)

    a.  A DD Form 448, Military Interdepartmental Purchase Request (MIPR), is used to acquire equipment or services not available through SCIA but available through other military departments or governmental agencies. 

    b.  The MIPR should be staffed through the G6 for IPL verification and endorsement, through the Comptroller for a fund cite, and to the 415th BSB.  MIPRs for equipment (as contrasted with services) are subsequently staffed by the 415th BSB to the Supply Support Activity (SSA). The SSA, in turn, will forward the MIPR to the appropriate vendor.  This process is intended to minimize problems with pickup of the equipment on the property book once it is received

    c.  The MIPR should contain as a minimum, the following information or statements:

         (1)  Complete description of the equipment, services, and or other fees.  This

should provide as much detail as possible (vice a single line or roll-up entry) with pricing associated with each category identified separately.  A summary statement can be made first, with a detailed breakout following.  

         (2)  Statement:  “Funding provided will not be exceeded without prior approval of HQ, 21st TSC , G6.  The G6 must be notified of funds status at the conclusion of this effort so excess funding (if applicable) may be withdrawn.  This transaction will be handled on a reimbursable basis only.”

         (3)  Statement:  “Request a copy of the DD Form 448-2 be faxed to DSN 484-7017 or commercial 011-49-631-413-7017.”

         (4)  Statement:  “I certify this transaction will not incur an obligation that exceeds any statutory or regulatory limitations applicable to the appropriation charged.”

         (5)  Action officer name, address, office phone, and fax numbers (DSN and commercial).

         (6)  Delivery/installation POC name (e.g., at the MSC) address, office phone and fax numbers (DSN and commercial).

         (7)  Statement:  “POC for billing/funding issues is Mr. Balaize, Budget Analyst, HQ,               21st TSC , ATTN: AERRM-HIB, Unit 23203, APO AE  09263; DSN 484-8454; fax: 484-7017 (commercial: 011-49-631-8454/7017).”

     d.  The following are additional considerations when preparing a MIPR and will be incorporated as required.

        (1)  Is installation, training, test and acceptance, integration maintenance or any other supporting service required?

        (2)  Are manuals or any other form of documentation required?

        (3)  Are monthly, quarterly or other progress reports desired/required?  If so, the reports should include financial status information.

    e.  As with all procurement actions the PR&C must be routed for approvals per                   21st TSC  G4 policy for funding thresholds (see paragraph 2-12(c)).

    f.  If the requirement is for an item that falls within the audio-visual discipline, a VISE approval in the form of AE Form 25-1-A-R will be required as part of the request package. 

2-18.  PURCHASE REQUEST AND COMMITMENT (PR&C)

    a.  The Purchase Request and Commitment (PR&C), DA Form 3953, is used for supplies and services that cannot be provided through SCIA.  A PR&C requires competitive action, and/or requires support of a USAREUR contracting office.  This process can be lengthy and requires maximum planning and lead-time to ensure successful execution.  The PR&C document is generally prepared by the 415th Base Support Battalion (BSB) based upon submission of various documents.  The MSC may prepare the PR&C, if desired, but it may not be used by the 415th BSB for the acquisition. 

    b.  The following must be submitted to 415th BSB in support of a PR&C:

         (1)  A detailed, generic description of the products or services.  Descriptions of products should describe size, shape, dimensions, color, type of material, e.g., wood, metal, etc.  Include a German translation of the item description and required specifications for use if it is recommended for purchase from the economy.

        (2)  For services such as maintenance, installation and testing, a Statement of Need is required.  A sole-source justification is required if a vendor-specific item/service is required.  Examples of a statement of need and sole source justification are provided at Appendix D.  The sole source justification must clearly demonstrate the functionality, service or other factors that only the designated vendor can provide.  Sole-source justifications will be approved or disapproved by the supporting contracting office. 

        (3)  A list of recommended sources and associated price quotes.

        (4)  A memorandum to the 415th BSB requesting acquisition.  This memorandum will identify the total estimated cost and refer to the accompanying supporting documentation.  The memorandum must also contain a “funds are available” statement signed by the Comptroller.  This statement will be added to the bottom of the memo to the 415th by the Comptroller.

    c.  The PR&C is staffed as follows:

        (1)  The completed package as defined in paragraph 2-18a goes to the 415th BSB.

        (2)  The 415th BSB will call when the completed PR&C is ready for pickup. 

        (3)  Appropriate signatures should be added. 

        (4)  The PR&C is then staffed through the G6 for review and endorsement and then forwarded to the Comptroller for the fund cite. 

        (5)  After the Comptroller provides a fund cite, the package generally goes back to the  415th BSB.  The 415th BSB, in turn, will forward the paperwork to the appropriate contracting agency.  Another option (depending upon urgency) is to hand carry the documentation to the contracting office and provide a copy to 415th BSB under separate cover.

        (6)  As with all procurement actions, the PR&C must be routed for approvals per             21st TSC  G4 policy (see paragraph 2-12(c) on acquisition thresholds).

        (7)  If the requirement is for an item that falls within the audio-visual discipline, a VISE approval in the form of  AE Form 25-1-A-R will be required as part of the request package. 

2-19.  SECURITY

Review, approval and acquisition processes should ensure information technology equipment and 

peripheral devices meet the security requirements of AR 380-5, AR 380-19, and USAREUR Reg 380-19.

Refer also to paragraph 4-5, USAREUR Reg 25-1 for additional security information.

2-20.  OUT-OF-CYCLE REQUIREMENTS

Out-of-cycle (OC) IT requirements.  These are new IT requirements identified during the fiscal year, after the IPL has been approved and funded and should not be confused with out-of-cycle IMARs needed to obtain acquisition authorization.  The following process will be used to address out-of-cycle requirements. 

    a.  The MSC IMOs should send an email to their G6 Plans point of contact to identify the out-of-cycle requirement.  The following information should be provided: 

        (1)  Description of requirement. 

        (2)  Estimated cost and quantity.

        (3)  Discussion of what caused the requirement.  If top-down driven, provide name, office and phone number of the POC or office driving the requirement.

        (4)  When does the requirement need to be satisfied?

        (5)  What is the specific impact if the requirement is not funded? 

        (6)  How (acquisition method) will the item/service be acquired?  What is the 

acquisition cutoff date?   

        (7)  Has an IMAR or other approval been obtained; if not, has action been initiated?  

    b.  Since most/all IT funding for the fiscal year may have been allocated, the OC requirement will generally be held until the 3rd and 4th quarter reviews of funding execution of the approved IPL items.  If the requirement is urgent in nature, other alternatives for funding will be pursued.

    c.  Based upon execution rates, urgency of need and other pertinent factors, the OC requirement may be approved for funding immediately, during execution reviews, or held for possible end-of-year funding.  The intent of this process is to ensure all MSCs have an equitable opportunity for funding of their OC requirements. 

    d.  As OC requirements are identified, they will become part of the unfinanced requirements list which would also be part of the next fiscal year’s IPL.  

2-21.
ACCOUNTABILITY

    a.  Accurate accountability of information assets is a command responsibility and provides critical information to ascertain life-cycle replacement requirements and status of compliance with target and objective goals (e.g., standardization) necessary for out-year planning.

    b.  Hardware and software will be accounted for in accordance with DA Pamphlet 

710-2-1.  The MSCs will update the 21st TSC  asset database as equipment is delivered or declared excess.  Property book and database records should be cross-referenced.

    c.  The USAREUR Reg 25-1 (paragraph 5-5) requires complete inventories of Tier III, communications equipment, facsimile devices and optical character communications devices in coordination with the property book officer.

2-22.  MAINTENANCE.

    a.  When new equipment has been received, the MSCs will make appropriate plans to ensure maintenance is provided once the warranty expires.  Information technology equipment should be reported to the 415th Maintenance Equipment-Europe office.  When equipment is called in, the 415th BSB will coordinate with the appropriate source, i.e., Tier III or vendor (for equipment with lifetime warranties).  Although most IT equipment is covered by the Tier III maintenance program or vendor lifetime warranties, there are other items which should be covered by the VICE or which require establishing separate maintenance contracts.  

    b.  The MSCs will maintain equipment warranty data  (i.e. warranty expiration date) and identify the source for follow-on maintenance support if the item will require it in order to be useful throughout a five year life cycle.  For items not covered by a Tier III or VISE maintenance contract, the MSC will track when new contracts need to be initiated

    c.  Tier III.  The MSCs play an important role in managing and controlling the Tier III maintenance program.  The 21st TSC  Tier III policy is at Appendix E.

        (1)  The G6 will provide the quarterly Tier III maintenance cost reports to the MSCs for review and analysis for corrective action for future Tier III calls.  The IMOs will report any inaccurate charges by serial number or any other errors noted. 

        (2)  The MSCs may obtain a list of all equipment on record with the local Tier III help desk by requesting an up to date print out from them or from the G6.  This list can be compared with your on-hand assets to ensure all hardware is properly registered for Tier III support.

2-23.  EXCESS/TURN-IN

    a.  Excess automation equipment includes hardware and software that is obsolete, unserviceable, not economically repairable, or those on hand items that exceed unit authorizations or requirements.  Excess IT equipment must be reported to the SCIA for disposition instructions.  

    b.  The 21st TSC  excess policy is provided at Appendix F.

    c.  The unit IMO will request disposition instructions for obsolete, unserviceable or not economically reparable AE directly from the SCIA.  Model/serial number will report information technology items that meet the command’s minimum technical standards to the G6 with a request for disposition instructions.  The G6 will determine if the equipment can be used within the command.  The G6 will provide disposition instructions to the MSC. 

    d.  The MSCs will update the asset database as equipment is turned in (deletion of the applicable serial numbered item).

CHAPTER 3

STANDARDS AND CONFIGURATIONS

SECTION I

GENERAL
3-1.  OVERVIEW

    a.  Many factors impact information technology management planning within 21st TSC .  Four key components are:  minimum technical standards; current baseline configuration; the one-to-three year target configuration; and the three-to-five year objective configuration.  The following is a synopsis of the command’s current baseline, target and objective configurations.  Each information management discipline will be discussed separately in more detail.

    b.  Baseline.  Non-standard hardware systems, software and networks exist within HQ 21st TSC .  They encompass a variety of networked and stand-alone personal computers, printers, email clients and application software, etc.  Office automation and STAMIS applications are generally on separate workstations.  Personal computers range from the low end 486s to high-end Pentium.  Voice and data communications are generally not integrated.  Electronic mail (email) capability is generally available through various means.  Voice telecommunications service commonly includes conference call and forwarding capability but does not include voice mail.  The communications cabling infrastructure is generally copper with limited use of fiber optic.

    c.  Target.  The command’s target configuration  (1-3 years) includes 100-percent Year 2000 (Y2K) compliance; networking capabilities down to the company level to support email, printing, and information resource sharing and data transfer; standardized and open systems architectures will be maximized for interoperability. 

    d.  Objective.  The command’s long term objectives (3-5 years) configuration involves development of a fully integrated network down to each STAMIS and office automation workstation at the company level.  This objective will be dependent upon hardware/software platform upgrades and capabilities as fielded by the applicable system Program Manager (PM).  Equipment and software will be compliant with an approved open systems architecture (i.e., Portable Operating Systems Interface for computer environments (POSIX); Government Open System Interconnection Profile (GOSIP); and standard query language (SQL).  The network will provide a seamless operating environment that links the sustaining base with strategic and theater/tactical level forces and provide access to email and the Defense Data Network (DDN), to include office automation and STAMIS).  Voice and data communications will be combined and connected to the Integrated Services Digital Network (ISDN) or other high-speed services

3-2.  TECHNICAL STANDARDS

The minimum technical standards for IMA equipment are provided at Appendix G. 

SECTION II

AUTOMATION  

3-3.  HARDWARE

    a.  Automation hardware includes end items such as desktop computers; network and application servers; CD servers; laptop computers; palmtop devices, printers; scanners;  hubs; and  routers).  It also includes items such as monitors, keyboards, memory expansions, network cards, CD ROM drives, modem and fax cards, etc.

    b.  Baseline.  Computer systems range from low-end 486s to advanced Pentium and Sun workstations.  Office automation and STAMIS systems are generally maintained on separate workstations.  Many 486s do not meet our current minimum configuration standards.  All 286 and 386 Y2K non-compliant machines were replaced in early FY 98.  Any 486 machine that does not pass theY2K test after application of a software patch will be replaced in FY 99.  Non-Y2K compliant servers are programmed for replacement in FY 98.  The majority of printers are black and white laser printers.  Limited quantities of color laser and inkjet printers are available to meet color printing needs. 

    c.  Target.  The following goals have been established for the next three years:

        (1)  Year 2000 compliance (100 percent).

        (2)  Bring all computer hardware to established minimum and replace all 486 computers to maintain technical compatibility with standard software requirements.  New acquisitions will be IAW the latest technological standards available through SCIA IDIQ contracts and based upon functional requirements. 

        (3)  Laser printers will be upgraded and replaced with the objective of maximum standardization to minimize maintenance costs and management of the equipment (e.g., Hewlett Packard Laser Jet series - latest models will be acquired).  Equipment will be purchased with life-time warranties when available.  If not, extended warranties will be purchased.

        (4)  Implement up to a 20 percent life-cycle replacement program while extending the effective life span of hardware through component upgrades to systems utilizing sustainment funding.  The MSCs will look at replacing components such as memory and disk drives as part of the 20 percent 

life-cycle process rather than complete equipment replacement. 

        (5)  Continue to refine baseline database and incorporate STAMIS hardware assets, all software, etc.

        (6)  Formalize a program for contingency (defined as those situations where IMA assets are required to support unplanned, urgent or continuous military support and deployment support and where mission related, planned deployments require computer or other telecommunications support).

        (7)  Maximize resource sharing of printers and the use of email workgroup applications as networking shortfalls are corrected throughout the command. 

        (8)  Establish 21st TSC  printer/PC ratios that consider USAREUR guidelines 1:5 and take into consideration 21st TSC  mission requirements, geographical dispersion or other valid rationale.  

    d.  Objective.  Our goals for hardware include the following:

        (1)  All systems will be workstations of the latest technology with sufficient RAM and hard disk capacity to handle expected requirements. 

        (2)  Large volume (>100MB) portable disk storage will be widely available

        (3)  New, evolving technology will be integrated as it supports our mission or yields efficiencies in work processes.

        (4)  A life-cycle program for major IT equipment will allow for up to 20 percent upgrade/replacement of authorized assets per year.  

        (5)  Transition to the single machine concept (use of one workstation for both STAMIS/non-STAMIS applications).  This goal is dependent upon PEO STAMIS program manager upgrades of hardware systems for the various STAMIS programs.

        (6)  Personal digital assistant devices will be widely used by those who require portable automation, administration, email, communication and network capabilities.

3-4.  SOFTWARE

    a.  Baseline.  The command still has a “mixed-bag” as we continue to standardize operating systems (e.g., MS DOS; Windows, WIN 95, WIN NT and some UNIX), networking access and applications used throughout the command,.  Office automation is generally a version of MS Office.  We have command-wide site licensing for Delrina (Form Flow), MS Office and Exchange.  In addition, we have upgrade/maintenance licensing for common Microsoft applications and operating systems.  The 

21st TSC  is covered by the DOD-wide license for McAfee anti-virus.

    b.  Target.  During the next 1-3 years our goals include:

        (1)  Standardization of command supported software (both in type and version).  The standard operating systems will be WIN 95 for office automation and Windows NT for more powerful workstations and network servers.

        (2)  Microsoft Exchange is the command email system software.  Remote access will be by using Internet Explorer interface or Internet Mail Post Office Protocol 3.  Directory service within Europe will use X.500 protocol to provide Europe-wide address lists; the X.400 protocol will be used for inter-theater mail delivery.

       (3)  Continued upgrade to the latest USAREUR standard Microsoft Office products.

       (4)  Verification and documentation of the software baseline.  We expect to accomplish this through the implementation of Microsoft System Management Server (SMS) and other inventory processes.

    c.  Objective.  

        (1)  In consonance with DOD, DA, and USAREUR guidelines, operating systems will be either portable operating system interface for computer environment (POSIX) or Government open systems interconnection profile (GOSIP) compliant for full interoperability.  

        (2)  Database applications will typically be built using Microsoft Access.  More complex database applications will be based on Oracle database software and be accessible though the use of standard query language (SQL).  The email system will be Defense Message System (DMS) X.400 compliant.  Email to the desktop will process both classified and unclassified messages.  A worldwide X.500 directory service will provide a full global list of email users. 

3-5.  NETWORKING

    a.  Within the IMA disciplines, networking components are typically included under the automation (hardware) category; transmission media is generally included under telecommunications.  We will address networking as an additional category under automation because we manage it as a separate entity in the IPL process.

    b.  The network begins at the wall outlet and includes house wiring, ducting, communications closets, hardware components (hubs, smart switches, routers, modems), and transmission media (twisted pair, fiber).  Associated engineering and installation services, installation bill of materials and repair/replacement components are also included in this category.  Networking does not include personal computers or associated software.  

    c.  Baseline.  Most subordinate commands have local area networks (LANs) connecting personal computers within buildings; many areas have facility area network (FAN) connectivity between major buildings on one Kaserne.  Most of these LANs are connected to the local Director of Information Management (DOIM) gateway for the non-secure Internet protocol router network (NIPERNET) and Internet access for wide area network (WAN) service.  The LANs are all 10MB and composed of a combination of thicknet (10BASE5), thinnet (10BASE2) or unshielded twisted pair (10BASET) transmission media.  Backbone media connecting the FANs are generally thicknet or fiber optic.  Modem connections from the LAN or FAN to the local DOIM gateway range from 56KBS to 1.5 MBS.  Network protocols used are generally NETbeui or Transmission Control Protocol/Internet Protocol (TCP/IP). 

    d.  Target.  Fiber optic cable will be used for network links between building LANs that require very high data rates or heavy service.  Other LAN connections will be by modem/router links at minimum 1.5MB speeds.  Individual 10MB service will be provided to the computer or office hubs using smart switch technology.  Connection between floor hubs and for individual, high volume servers will be 100MB fast Ethernet.  Installed internal cable distribution systems (ICDS) will be twisted pair with wall mounted RJ45 connection ports.

        (1)  Our overall goal is to have electronic networking capability at every level within 

the command.  

        (2)  Priorities will be addressed in order of the headquarters, battalion and then 

company levels.  Based upon this sequence, the following are additional criteria to be considered in establishing priorities; return-on-investment (ROI) will be an integral factor in distinguishing priorities.

              (a)  Provide networking capability where none exists.

              (b)  Upgrade existing networks to bring them in line with current 5th Signal Command standards.

              (c)  Upgrade networks on a programmed basis to bring them up to new technological standards as they evolve and are supported by 5th Signal Command and industry.

    e.  Objective. 

        (1)  Building and facility interconnection will be provided by high-speed (>GB) 

fiber optic cabling.  

        (2)  User systems will have a minimum of 100MB direct network service.  User connectivity will be via twisted pair or wireless networks.  Remote or portable service will be provided by wireless or direct satellite network service. 

        (3)  The backbone infrastructure will support all data requirements, to include STAMIS and other command-unique systems.

        (4)  In accordance with current DOD, DA and USAREUR guidelines, the future standard is Integrated Services Digital Network (ISDN) which provides fully integrated voice and data capabilities.

        (5)  We will comply with portable operating systems interface for computer environments (POSIX) or Government open systems inter-connection profile (GOSIP) protocol standards.

3-6.  SUMMARY

The following represents the key shortfalls within the automation discipline for the 1-3 (target) year time frame.  As we satisfy these shortfalls, it is recognized that the minimum standards will change as processing, hardware, software, networking or other factors dictate.
    a.  Bring hardware to the minimum current standard 

    b.  Standardize software (operating system, applications); this is also dependent upon standardization of the hardware platform.

    c.  Provide networking capability to all 21st activities (down to the company level). 

    d.  Develop a contingency communications package for support deployments until 5th Signal Command arrival. 

    e.  Complete and maintain a 100 percent inventory of on-hand IT/software assets.

    f.   Turn-in excess IT assets. 

SECTION III

TELECOMMUNICATIONS

3-7.  GENERAL

    a.  This discipline includes such items as:  digital telephone systems; secure telephone units (STU); mobile radio telephones (MRTs); INMARSATS; notification systems; radio systems; transmission media within and between buildings and between and among Kasernes or installations; facsimile machines; and record communications (e.g., Automated Message Handling System (AMHS), Defense Messaging System (DMS)).  

    b.  USAREUR Reg 25-22 provides detailed policy and procedures for obtaining and using telecommunications services and systems in Europe.

    c.  The current telecommunications information transfer system is based on separate voice and data systems.  These voice and data systems use Army-owned cable, leased cable, DOD long-haul transmission capability and leased long-haul transmission capability. 

3-8.  RECORD COMMUNICATION

    a.  Baseline/Target.  The 21st TSC  provides Automatic Digital Network (AUTODIN) service with Automatic Message Handling System (AMHS) terminals.  These systems are installed at:  HQ, 21st TSC ; 1st Transportation Movement Control Agency (TMCA); 29th Support Group (SG); 37th Transcom; 191st Ordinance; 502nd Aviation; 95th Military Police; 28th Transportation; 51st Maintenance; 14th Transportation. 

    b.   Objective.  When available, the command will transition to the Defense Message System (DMS) which will provide actual writer-to-reader message capability.  Target date for end state transition is currently December 1999. 
    c.  Summary.  Transition to DMS continues to be slow.  DOD recently indicated plans to turn to commercial products from Netscape Communications Corporation to provide many of the advanced security features slated for the DMS (vice the Fortezza-based hardware encryption system originally planned).  Servers from Netscape will issue and manage software certificates that carry digital signatures as part of the Defense Medium Assurance Public-Key Infrastructure (PKI).

3-9.  MOBILE RADIO TELEPHONE (MRT)

    a.  In accordance with USAREUR Reg 25-22, only a commander, deputy commander or chief of staff may request mobile radio telephone (MRT) service.  Positions authorized MRT service are identified at Appendix D (Table D-1).  MRT service can only be obtained with an Information Management Acquisition Request (IMAR).  The IMAR must be forwarded through the G6 to USAREUR, ATTN:  AEAIM-SM-RA, Unit 29351, APO AE  09014.
    b.  The only acceptable justifications for an MRT are:

         (1)  Absolute mission necessity.

         (2)  Cost effectiveness.

         (3)  USAREUR or higher level regulatory requirement.

         (4)  Contingency support/mission MRT cards are requested on a PR&C processed through the G6.  Cards will be requested based upon USAREUR MRT authorizations.

    c.  The current USAREUR standard for MRT cards is Global Standard Mobile (GSM) (Telekom D-1 Network in Germany).

    d.  Monthly MRT bills are received by the G6 and distributed to all 21st elements for review, validation and reconciliation.  These bills should be reviewed and charges deemed official, unofficial (and reimbursed by the user) or questionable and investigated further.  

3-10.  SECURE TELEPHONE UNITS, THIRD GENERATION (STU III)

    a.  Secure Telephone Units, third generation (STU-III) replace automatic secure voice communications services.  They can provide secure telephone, data and fax services as long as the sending and receiving ends have compatible equipment. 

    b.  Phones will display DD Form 2056 with the “DO NOT DISCUSS CLASSIFIED INFORMATION” portion of the form removed or marked out. 

    c.  STU III(s) are controlled cryptographic items (CCI) that are acquired/managed through standard supply channels.  Section/unit hand receipt holders are responsible for obtaining and turning in STU IIIs.  The supporting communications security (COMSEC) custodian or COMSEC hand receipt holder may be contacted for assistance if necessary.  Users are responsible for updating STU III keys by dialing DSN 550-7883.  When re-keying the STU III, ensure the plastic crypto-ignition key is inserted and turned horizontally in the phone.  Re-keying should be done at least annually or if a “CALL KMC” prompt appears on the display window.

3-11.
INTERNATIONAL MARITIME SATELLITE (INMARSAT)

    a.  Baseline.  There are a number of International Maritime Satellite (INMARSAT)

systems within the command.  All are maintained and loaned out by G6 on an as-needed basis.  The systems provide voice and data connectivity into the worldwide commercial phone system from any location in the world.  They are designed to provide initial communications support for units deploying to remote areas that have little or no indigenous communications.

    b.  Target.  The INMARSAT support structure will be expanded to provide support increased capability as needed.  The goal is to provide an improved capability for sending and receiving high-speed data (greater than 9.6 Kbps) in addition to voice.

    c.  Objective.  INMARSAT terminals or similar technology will serve as the basis for fly-away communications packages.  Each command will have access to systems in the event of deployment.  The fly-away communications systems will be capable of supporting secure/non-secure voice and high speed data (including video).

3-12.  TACTICAL

    a.  Long-haul tactical communications support is provided by elements of 5th Signal Command (7th Signal Brigade).

    b.  Baseline.  Currently the command has a limited number of tactical radio systems ranging from Improved High Frequency Radios (IHFR),  commercial HF radios,  to Single Channel Ground Airborne Radio Systems (SINCGARS).  The command has a limited number of terminal equipment (e.g. digital secure and non-secure voice terminals (DSVT and DNVT), tactical facsimile (AN/UXC-7), etc.).  All of these systems are designed to interface with the 5th Signal Command tactical system (Mobile Subscriber Equipment (MSE)).

    c.  Target.  The G6 is developing a plan to identify and program for acquisition of  tactical radio systems (e.g. Single Channel Tactical Satellite (TACSAT)) that provide stand-alone secure and non-secure voice and data communications support.

    d.  Objective.  The eventual goal is to have sufficient long- range, stand-alone tactical systems to enable deployed elements of the command to communicate from any location.  These systems must be capable of supporting voice and data and have the ability to connect to STAMIS systems.

3-13.  CONTINGENCY

    a.  The 21st TSC  has a requirement for contingency telecommunications capability.  In the past, the mission has been accomplished through coordination with 5th Signal Command for support.  With limited communications assets and the myriad of missions, the 5th Signal Command will not be able to handle all of the support we may require.  

    b.  The 21st TSC , in coordination with the MSC IMOs/S3s, will identify communications equipment needed to be organically owned and operated.  There are basically two different levels of support that are required.  

          (1)  A Command and Control (C2) element such as the assault command post (ACP) to be deployed out of the 29th SG. 

          (2)  Deployable teams such as the movement control teams (MCT) from 1st TMCA and material management teams (MMT) from the 200th Theater Support Command Material Management Center (TSC MMC)  .  

    c.  The command’s primary means of organic communications is the improved high frequency radio (IHFR) for long-rang communications.  Currently, the command does not have adequate authorizations for the IHFR.  Within the central region, the command uses MRTs in lieu of IHFR radios.  This only covers approximately half of the 21st TSC ’s area of responsibility (AOR).  The below objective plan addresses the contingency communications within an immature theater (i.e. no public switch telephone network.)

    d.  C2 Element.  Contingency plans call for an assault command post to be deployed from 29th SG in support of the Southern European Task Force (SETAF).  That ACP has both voice and data communications requirements.  The data requirement is for access to the C2 system (GCCS-A) and requisition/movement systems (e.g., Standard Army Retail Supply System (SARSS), Standard Army Maintenance System (SAMMS), Department of Army Movement Management System-R (DAMMS-R), etc.

        (1)  Current.  The ACP gains access through SETAF and their signal support from 5th Signal Command.  The problem is that the ACP is not necessarily co-located with SETAF.  At times, they have been located up to 400 km away.  The 21st TSC  organically has three INMARSAT terminals and three Planet-1 terminals with which to support the command.  These terminals are used primarily as the interim means of communications until the signal community arrives in theater and establishes the network. 

        (2)  Objective.  The goal is to acquire a system that provides connectivity for Non-Secure Internet Protocol Router (NIPR), Secure Internet Protocol Router (SIPR) and voice networks and that can support a LAN for up to 50 users.  An example system is the Warfighter Information Network-Multimedia Communication System (WIN-MMCS) or the AMC Fly-Away Package.  The approximate cost of a system ranges from about $500K to over $2M depending on the configuration.  These types of systems utilize Commercial Off-The-Shelf (COTS) components facilitating the maintenance and training for the system.

    e.  Support Teams.  The 21st TSC  regularly deploys MCTs and MMTs to support the theater.  The requirement of these teams is to communicate both voice and data.  

        (1)  Current/Target.  The teams currently use the existing public switched network in the area of operation.  This is sufficient for central region or a stable environment.  The immature theater (Africa) is the biggest communications problem for these teams.  The MMTs typically support headquarters units and therefore get their communications support through the unit they are supporting.  Typically, the support that is provided through the G6 consists of an INMARSAT terminal and other required peripherals, e.g., laptop, STU III, radio, facsimile, etc. 

       (2)  Objective.  The goal is to acquire an adequate number of INMARSATs configured for data throughput (56-64kbps) and the equipment to connect a small LAN to the terminal.  New technology will continually be assessed and acquired as appropriate.  New technology will be assessed for available enhancements in terms of service provided; speed/throughput; types and numbers of devices/peripherals supported; weight and portability; cost and overall flexibility, etc. 

    f.  The 21st TSC ’s biggest challenge is to develop the right mix of equipment to best support the command’s mission requirements.  That mix includes the equipment 5th Signal Command can provide and the equipment that 21st TSC  has organically.  Due to the variety of possible missions and METT-T conditions, close coordination with 5th Signal Command is necessary to adequately support the 21st TSC . 

3-14.  DEFENSE SWITCHED NETWORK (DSN)

    a.  The Defense Switched Network-Europe (DSN-E) rather than the commercial system should be used for official, government business calls whenever possible. 

    b.  Key telephone systems are rapidly being phased out.  Single-line telephone systems will be used wherever possible.  Single-line service is already in place in many locations (e.g. HQ, 21st TSC  and 200th TSC MMC .  

    c.  The goal is to have every 21st TSC  unit on a single line/digital phone system.
3-15.
SUMMARY

    a.  Some of our biggest challenges in the telecommunications arena include:  availability of adequate bandwidth to support the data transfer requirements; keeping leased communications and other BASECOM costs at an affordable level; upgrade of radio encryption and other telecommunications systems to meet mission, portability, and affordability criteria; and ensuring adequate, responsive contingency support is available.  

    b.  A long term Objectives (5-Year Plan) plan has been developed to identify estimated out-year funding requirements for new acquisitions and life-cycle replacements.  The plan will continue to be refined as goals and objectives change/mature.

SECTION IV

VISUAL INFORMATION

3-16.  GENERAL

    a.  The visual information discipline includes equipment, products and systems such as manual and electronic graphic illustration, still photography, motion picture, television and other visual devices, video-teleconferencing, projectors, recorders and other audio devices, etc.   

    b.  The Visual Information Support-Europe (VISE) located in Kaiserslautern, Germany is responsible for providing audiovisual support to USAREUR and its subordinate commands.  There are multiple Visual Information Support Centers (VISC) that support assigned geographical areas and organizations.

    c.  The MSCs must obtain VISE approval to purchase audiovisual equipment.  This is accomplished through submission of USAREUR Form AE 25-1-A-R.
3-17.  VIDEO TELECONFERENCING (VTC)

    a.  Video-teleconferencing (VTC) communications is one of the most rapidly growing military communications means in the world.   Since the onset of Operation Joint Endeavor (OJE), the demand for VTC capability has grown. 

    b.  The 21st TSC  has a non-secure VTC network was that completed in Jun 97.  In Aug 97, the network was upgraded to include secure mode capability.  Current encryption devices are KIV’7’s.  Connectivity between either the 21st TSC  (PRISM) or USAREUR HUB (Montage) and each remote location PCS-100/LIVE-200/Concorde will be via speeds between 256-384 Kbps dial-up Integrated Services Digital Network (ISDN) lines.  Currently, only SECURED VTC’s will be conducted with deployed units/activities (i.e., Hungary, Bosnia, Sarajevo, etc.) 

    c.   Figure 6 is the baseline configuration; figure 7 reflects future plans for additional connectivity to other networks. The following locations are included in the command VTC network:

         (1)  HQ, 21st TSC  (PRISM HUB (SECURED), Concorde, PSC-100)

         (2)  HQ, 1st TMCA (PSC-100)

         (3)  HQ, 29th SG (PSC-100 = Deployment Processing Center)

         (4)  HQ, 37th TRANSCOM (PSC-100)

         (5)  21st TSC  (Rear) (LIVE 200)

         (6)  Staff Judge Advocate (SJA) (LIVE 200 = 9 sites)

         (7)  14th Trans Bn (PSC-100)
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Figure 6
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Figure 7

3-18.  SUMMARY
The VTC network will continue to be upgraded/enhanced based upon validated requirements and objectives established at HQ 21st TSC  in consonance with HQ USAREUR and DISA guidelines.  The architecture will be reviewed and future objectives incorporated in the long term objectives (5-year plan).

SECTION V

RECORDS MANAGEMENT

3-19. GENERAL

    a.  The statutory basis for the Records Management Program is contained in the Federal Records Act of 1950, as amended; the Paper Work Reduction Act of 1980; the Federal Records Act as codified in Chapters 21, 29, 31 and 33 of Title 44 of the United States Code (U.S.C.).  Other laws which govern the program are The Freedom of Information Act (Section 552) (title 5, United States Code), the Privacy Act of 1974 (Section 552a), (title 5, United States Code), and the Computer Matching and Privacy Protection Act of 1988 (Public Law (PL) 100-503). 

    b.  The Office of the Assistant Chief of Staff, Information Management, HQ, 21st TSC  is the Records Management Program Manager and has responsibility for the implementation of the below outlined Records Management Program elements:

          (1)  Record-keeping system (automated and manual).

          (2)  Correspondence management, e-mail and office symbols.

          (3)  Official Mail and Distribution Management.

          (4)  Freedom of Information Act (FOIA).

          (5)  Privacy Act (PA).

          (6)  Management Information Control (Reports Control).

          (7)  Vital Records.

          (8)  Information and Records Management Equipment.

          (9)  Records Holding/Records Preservation.

          (10)  War-Contingency Operation Records Preservation.

    c.  The USAREUR records management program is the responsibility of the 2d Signal Brigade information systems management staff.

    d.  Title 44 of the United States Code at chapters 21, 29, 31 and 33 mandate the creation and preservation of records that adequately and properly document the organization, functions, policies, decisions, procedures, and essential transactions for the 21st TSC  and its subordinate organizations/activities.

3-20.  COPIER PROGRAM 

    a.  The 21st TSC  is currently supported by the USAFE/USAREUR Total Copy Plan, as required by the USAREUR CINCs Efficiencies Directive.  The headquarters is centrally funded for the copier program.  

    b.  Copier charges are made based upon the number of sheets acquired/utilized.  Special attention is directed to the effective control of OCE copier paper.  The cost for OCE copier paper is approximately $14.00 per ream.  This price includes other costs such as maintenance support service and toner supplies, etc.  A regular ream of paper (for use in printers, for example) is less than $3.00 per ream.  It is imperative that only OCE paper be used only in OCE copier machines!  

    c.   The G6 has published a list of copier POC responsibilities (Appendix I) that should be posted with all reproduction machines.

SECTION VI

PRINTING AND PUBLICATIONS
3-21.  DEFENSE AUTOMATED PRINTING SERVICE (DAPS)

    a.  The Defense Automated Printing Service (DAPS) provides the printing and duplicating support for USAFE/USAREUR and tenant organizations within the European Theater on a reimbursable basis.  The proliferation of electronic data has prompted 5th Signal Command to move in the direction of electronic maintenance of publication requirements and catalog of records keeping services.  The 21st TSC  also supports and recommends electronic publishing and retention (email, WWW, etc.) whenever possible.

    b.  Under this program, it is essential that 21st TSC  organizations/agencies carefully monitor printing and duplicating requests to DAPS facilities.  The MSCs and staff sections should always consider the possibility of distributing information electronically (email, INTERNET) as a preferred method to costly printing/duplicating services.  Additional DAPS guidance on preparing requisitions for local duplicating service (DD Form 844) is available.

    c.  A memorandum of agreement (MOA) has been established between USAREUR and DAPS, Europe.

    d.  Within the Publications and Blank Forms Management program, Delrina Form 

Flow will be used to the maximum extent possible.  A 21st TSC  electronic library has been established and is accessible through the 21st TSC  Home Page on the World Wide Web.  The 21st TSC -created blank forms and publications will be stored in the electronic library.  

    e.  Contingency printing and duplication support is available through the DAPS.  Requirements should be identified to the G6.  Funding for approved contingency requirements will come from HQ 21st TSC  CONOPS accounts, not the sustaining base DAPS funding allocation.

3-22.  PUBLICATIONS REQUIREMENTS SYSTEM (PURS)
    a.   PURS is a USAREUR-developed system established to automate the publications and records management functions.  PURS is used to order publications and forms. The user must have an account number.

     b.  The USAREUR is currently developing PURS as an Internet application and when completed the system will provide access to the Modern Army Records System (MARKS) to create file labels if the record is to be maintained in hard copy, or in conjunction with an electronically maintained file.

    c.  The USAREUR Pam 25-33 is the PURS user manual.

    d.  Further questions on PURS should be directed to the 21st TSC  records management/publications officer   

CHAPTER 4  

Information Technology Modernization Plan (5-Year Plan)   

The 21st TSC  Information Technology Modernization Plan is a group of new system program plans, existing equipment modernization plans, and guidance documents that explain 21st TSC  plans for fulfilling information technology needs within 21st TSC  installations and buildings.  This plan is the 21st TSC  blueprint for fulfilling its requirements for information technologies (IT).  It insures G6 and IMO representatives implement solutions that comply with future plans by making them aware of future plans; allows 21st TSC  commanders/managers to prepare for new systems (hire new personnel, train on hand personnel, modify job descriptions, etc.); and defines the interdependencies of various IT programs, which simplifies the prioritization and funding process.  

The modernization plan is a group of annexes (each annex is a plan) that describe various pieces of the overall modernization plan.  This document is available on the 21st TSC  web page and can be used to keep 21st TSC  activities informed of IT plans and programs.  
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IMPG CHARTER

DEPARTMENT OF THE ARMY

HEADQUARTERS, 21ST THEATER ARMY AREA COMMAND

UNIT 23203

APO AE  09263

AERIM (25-l)                                                                                                        30 Mar 98

MEMORANDUM FOR SEE DISTRIBUTION

SUBJECT:  Charter of the 21st Theater Army Area Command Information Management Planning Group

1.  PURPOSE:  This charter establishes the Headquarters, 21st Theater Army Area Command (TAACOM) Information Management Planning Group (IMPG), which supports the 21st TAACOM Information Resource Management Program (IRMP).  This charter also establishes the overall mission, scope, objectives, and responsibilities of the IMPG.

2.  MISSION:  The mission of the IMPG is to support the Commander, 21st TAACOM in all aspects related to the Information Mission Area (IMA), which requires command level attention.

3.  SCOPE:  The scope of the Headquarters, 21st TAACOM IMPG pertains to all 21st TAACOM staff activities and subordinate commands.

4.  OBJECTIVES:  The IMPG is a tool by which command information requirements for the            21st TAACOM are identified, validated, and prioritized for execution (funding dependent).   The IMPG acts on behalf of everyone involved with IMA disciplines.  The IMPG is designed to ensure that IMA users receive timely and effective solutions to their information requirements.  These solutions are obtained through the contributions of subject matter experts and user representation from the staff of Headquarters, 21st TAACOM and subordinate units and activities.  The IMPG is an advisory body which consists of three parts:  Working Committee, Board of Directors, and Executive Committee.  This body presents its findings and recommendations to the Commander, who chairs the Executive Committee for guidance, decision and approval, as appropriate.

5.  BOARD COMPOSITION AND RELATIONSHIPS:

    a.  The ACSIM will act as the Secretary for the IMPG and will:

        (1)  Provide a chairperson for the IMPG Working Group; provide technical expertise in the IMA disciplines , and provide IMPG members with supplemental guidance received from the Commander or higher headquarters.

         (2)  Represent the IMPG in command briefings; control staff actions related to the IMPG; and administer the IMPG and 21st TAACOM Information Resource Management Program.

         (3)  Execute the Integrated Priority List (IPL) approved by the Executive Committee IMPG.

    b.  Advisors:  The ADOIM (2d Signal Bde ADOIM Field Office) will provide advice and assistance to the IMPG in a non-voting capacity, as required.  The ADOIM for 21st TAACOM and the Kaiserslautern ADOIM will be given the opportunity to participate in the IMPG as consultants, observers and advisors in a non-voting capacity.  The Command Information System Security Manager (CISSM) will be a non-voting member to advise the IMPG on matters related to ADP security.  Other subject matter experts will be called upon as needed.

    c.  The IMPG Executive Committee is chaired by the Commanding General, HQ, 

21st TAACOM.  Permanent voting members are as follows:  HQ, 21st TAACOM’s Deputy Commanding General, Chief of Staff, and Commanders from each of the major subordinate commands (i.e., 1st TMCA, 29th SG, 37th TRANS, and 200th TAMMC.)

    d.  The IMPG Board of Directors will be chaired by the Chief of Staff, HQ, 21st TAACOM. Permanent voting members are as follows:  Executive Officer from each major subordinate command and the following HQ, 21st TAACOM Staff Chiefs:  ACSIM, ACSRM, ACSLOG, ACSSPO, ACSPER and SJA.

    e.  The IMPG Working Committee consists of representatives from the ACSIM, and the Information Management Officers from each major subordinate command, and will be chaired by a representative of the ACSIM.

6.  RESPONSIBILITIES:

    a.  The ACSIM will:

        (1)  Establish HQ 21st TAACOM information management policy and procedures.

        (2)  Define, develop, manage, and maintain the 21st TAACOM information management architecture, ensuring its conformity and compatibility with DOD, HQDA and USAREUR  and 21st TAACOM regulations and guidelines.

         (3)  Provide USAREUR and IMA policy guidance to the IMPG.

         (4)  Execute the approved integrated priority list.

         (5)  Conduct in-process reviews (IPRs), as required.

         (6)  Provide a secretary/recorder.

         (7)  Convene the IMPG Board of Directors and Executive Working Committees as required.

         (8)  Present the Board of Directors-approved programs to the Executive Committee.

    b.  The IMPG Executive Committee will:

         (1)  Evaluate and approve command information management requirements, which support the 21st TAACOM mission.

         (2)  Establish and review Command information management goals and objectives and ensure they are consistent and adequate to meet the needs of the Command.

         (3) Meet as required to act on specific matters which would be unnecessarily delayed if held for the next working and executive IMPG meetings.

    c.  The IMPG Board of Directors will:  Review, validate and prioritize individual sub-command/HQ requirements into an integrated, prioritized information management program.

   d.  The IMPG Working Committee will:

         (1)  Meet “on-call” with the working IMPG chairperson.

         (2)  Review information requirements for the IMPG for compliance and applicability with HQ, 21st TAACOM, USAREUR, HQDA and DOD policies and standards.

         (3)  Advise the IMPG on end-user concerns regarding the application of the Information Management Program.

         (4 )  Advise and assist the IMPG in all matters related to the IMA program that are covered within the mission areas as prescribed in AR 25-1 and USAREUR SUPPL to AR 25-1, and other governing Army and USAREUR regulations.

7.  ADMINISTRATION:

    a.  The IMPG Working Committee will meet regularly at the call of the chairperson.  Meeting times and user representation will be established during planning for each meeting, as a part of normal administrative business.  Special sessions may be called as required to consider critical issues.

    b.  Minutes will be recorded at each meeting, and copies provided to all IMPG members.  These minutes will include taskings, a review of the status of the Command-wide Information Management Program, and recommendations for enhancing the program, as appropriate.

    c.  The ACSIM will convene an IPR for the Headquarters staff on the status of the Command Information Management Program and IMPG activities as required.

    d.  Each Commander will identify by name a representative, (preferably your Information Management Officers) to the IMPG Working Committee.

    e.  Submit recommended changes to this charter to HQ, 21st TAACOM, ATTN:  AERIM, Unit 23203, APO AE  09263.

8.  This memorandum supersedes memorandum, AERIM, 17 Nov 97, subject as above.

9.  The HQ, 21st TAACOM ACSIM POC is Ms. Fouke, 484-7864.

10.  FIRST IN SUPPORT!

FOR THE COMMANDER:

                                                                            //original signed 3/30/98//

                                                                              JAMES O. WEBB, JR.

                                                                              Assistant Chief of Staff,

                                                                                   Information Management

DISTRIBUTION:  

H (21st TAACOM Cir 25-30-98)

APPENDIX C

RANKING CATEGORIES ANDESCRIPTIONS

RANKING CATEGORIES AND DESCRIPTIONS (FY99)

        CATEGORY
                            DESCRIPTION

1      Y2K/Mission Critical
CPU (desktop/server/laptop) or software items needed for  

                                                the command to be Y2K-compliant, i.e., replacement for 

                                                286’s/386’s and 486 and above machines which cannot 

                                                be made Y2K compliant with the software patch.    

                                                Mission Critical would include those Information Mission 

                                                Area items needed to support deployment, contingencies or 

                                                other critical “time sensitive” missions which have

                                                not been identified through the normal requirements

                                                process (authorizations, etc.) for deployment.  Safety-

                                                related items within the IM arena may also be considered 

                                                mission critical.  Mission critical items will required 

                                                supporting justification and approval by the Board of

                                               Directors.        

2      Contingency                   Contingency assets for 21st will be centrally planned,

                                                acquired, and retained by HQ, ACSIM.  These include 

                                                information technology items such as laptops, wireless

                                                LAN, INMARSATs or other deployable communications

                                                terminals, radios, facsimile; STU III, etc., used for in

                                                contingency operations.                                                                                                                               

3     Sustainment
Sustainment/enhancement IMA items needed to keep 

                                                on-hand equipment/systems to a level which supports 

                                                user functional requirements.  These are typically

                                                non life-cycle replacement items such as disk drives;

                                                memory expansions; monitors; keyboards; network cards;

                                                CD-ROM drives/towers; ZIP/JAZZ drives and cartridges;

                                                backup tape drives/tapes; modems; modem cards; fax 

                                                cards; PCMCIA cards; automation expendables. This does

                                                NOT include office supplies, e.g., SSSC.   

                                                A flat-rate per PC will be projected and transferred 

                                                to MSCs for acquisition of these types of items.

4     Software

Command-supported application, network and system

                                                administrator software; user specific/special application                     

                                                software approved by the ACSIM.  Software requirements 

                                                in support of STAMIS will generally be provided by the 

                                                proponent; exceptions will be addressed on a case-by-case             

                                                basis.  Command-wide or large quantity requirements for 

                                                command-supported software will be centrally acquired by 

                                                the ACSIM through site licenses, e.g., Exchange, Delrina 

                                                Form Flow.  Software examples include:  WIN NT, Win 

                                                95;  Exchange; MS Office; Oracle;  MS Front Page, MS 

                                                Schedule Plus; MS Project; MS Publisher.

5    Training
                       Information management training, primarily in support of 

                                               the software discussed above, as well as more specialized   

                                               training, as required by mission.  This does not include 

                                               STAMIS training at this time.  **Training will be 

                                               centrally managed, scheduled and hosted by the ACSIM. 

                                               of training include.  Examples of training may include

                                               network administration, basic networking;  Windows, 

                                               TCPIP; PC Troubleshooting; Unix networking; MS Office 

                                               applications (Power Point, Word, Excel, Access), etc. 

6     Networking
Hardware, software, transmission media, engineering,

                                                installation, testing required to connect new users to

                                                the 21st TAACOM WAN, e.g., servers, hubs, routers,

                                                high speed modems; outside distribution; internal 

                                                distribution and to upgrade the WAN as required to 

                                                meet 5th Signal Command standards/changes in

                                                technology, etc.    

7    Telecommunications
Telecommunications items, e.g., MRTs, NTR, 

                                                 INMARSATS, pagers; radios; STU IIIs; COMSEC 

                                                 devices; secure/non-secure fax equipment; answering 

                                                 machines; voice mail.  This category should be used if the 

                                                 items are not a life cycle upgrade.  Commercial leased 

                                                 service in support of  MRTs, INMARSATS, etc., are 

                                                 covered under BASECOM.

8     Hardware

This category is for “new” requirements in IMA hardware

                                                 not covered in any other category.  For example, new PC,

                                                 laptop, or printer requirements based upon a new mission     

                                                 or new ISPPS authorizations (contrasted with life cycle              

                                                 replacements).     

9      Life-cycle                         Life cycle replacement of items identified in hardware

                                                 and communications categories above.  

10    Presentation/AV             Audio/visual items requiring TASC approval such as PA

                                                systems; projectors, VCRs, digital cameras, tape recorders;

                                                audio CD players, desktop VTC; intercom systems.     

11      Miscellaneous
Information mission area requirements that do not fit in to               

                                                one of the above categories.                        

APPENDIX D

SAMPLE STATEMENT OF NEED AND SOLE SOURCE JUSTIFICATION 

HEADQUARTERS, 21ST THEATER ARMY AREA COMMAND

UNIT 23203

APO AE  09263

STATEMENT OF NEED

FOR

HEADQUARTERS, 21st TAACOM

C.1   Scope. The “Communicator” is a Microsoft Windows-based software package that runs on an off-the-shelf Pentium Computer.  The Communicator” automates the repetitive procedures associated with internal and external notifications, dispatch and staffing.  This is a manpower time sensitive event for the Headquarters, Main Logistics Operations Center (MLOC) when attempting to contact critical mission essential individuals by telephone.  The Communicator will automate the manual alert notification process using a desktop computer with the capability to contact individuals simultaneously via telephones, pagers, and faxes.  The automated Communicator process will deliver accurate information and/or instruction and verifies message delivery via touch-tone response.

C.2   Background. The Communicator is presently the only type of automated notification system that satisfies command and control requirements by its unique capability to interface simultaneously with 16 different data, digital, alpha, and voice instruments.  The proposed vendor system interfaces with telephones, pagers, beepers, faxes, and receives callbacks from paged persons for verification and notification purposes.  The Communicator is the only system that allows alert notification remotely by either touch-tone telephone, cellular phone, a remote fixed station terminal, or dial-up computer.  No other alert notification System accommodates and interfaces with the many different communication media as does the Communicator and programs multiple user-defined scenarios with unlimited individual alert notification to different locations.

The HQ, 21st TAACOM has a requirement to simultaneously tie multiple communication systems together.  The systems are used to provide emergency notification to key personnel for protection of life and property. These systems include the Theater Weather warning system, file, commercial telephones, cellular telephones, and mobile radio telephones (MRT).  Currently, the Communicator is the only system that can do this to the required level and is court tested to relieve the government of liability.

The contractor shall perform the following tasks:

C.3.  Task #1.  Installation of the Communicator system.  The contractor will provide and install the Communicator hardware (to include pentium computer) and load all of the alert notification software.  The Communicator hardware will be attached to the 16 telephone lines provided by the government.  The contractor will design and configure the system with a set of alert notification protocol addresses and provide communication and response with telephones, pagers, beepers, and cellular phones.

C.3.1.  Task #2.  Training.  Training will include a complete system capability demonstration and key operator familiarization with each module and reporting capability of the system.  Key operator training will include administration of the operating system, network configuration, and communication protocol design for each of the telephone systems and fax systems attached to the system.  The training will be on-site and will be for a minimum of three days.

C.3.2.  Task #3.  Testing of the Communicator system. The system shall successfully and simultaneously alert personnel via all 16 communication lines, e.g., faxes, beepers, pagers, home telephones, and cellular phones with alert responses displayed on the monitor or printed to the printer.  The system shall  be accepted by the Government when vendor demonstrates simultaneous alert notification via faxes, beepers, pagers, home phones, and cellular phones connected to all 16 communication lines.  The test notification must be successfully completed within the required test scenario of 10-minute intervals.

C.3.3.   The Government designated POC for acceptance of the Communicator will be Mr. Holmes, DSN:  484-7954, commercial 0631-413-7954.  The alternate POC is Mr. Schaffer, 484-8106. 

C.4.  Availability:  The system shall be available and operational at the Government location no later than 24 December 1997.

C.5.   Work Location:  The Communicator will be installed in the MLOC conference room, building 3029 (this building is a secure area;  contractor personnel must be escorted to and from the work area).:  The MLOC is located at Headquarters, 21st TAACOM, Panzer Kaserne, Building 3029, Mannheimer Strasse, 67657 Kaiserslautern. 

C.6.   Hours of Operation:  The normal duty hours are 0730 to 1630, however the system must be available for use at any time, in case of contingency.

C.7.  Warranty and Services:  The system shall come with hardware and software maintenance.  The software performance shall be warranted for a period of one (1) year.  Parts shall be warranted for a period of five (5) years.  Telephonic customer service shall be available during working days (0500-1900).  The vendor will provide on-site diagnostic and maintenance service on a 3-day notice for the resolution of system failure unresolved telephonically.  The warranty will be annual system warranty 7/24 support (18percent of software license price).    

C.8.   Government Furnished Resources:  The Government will provide 16 telephone lines in the MLOC area where the “Communicator” will be installed.

C.9.   Time Sheet Accountability:  Not applicable.

DEPARTMENT OF THE ARMY

HEADQUARTERS, 21ST THEATER ARMY AREA COMMAND

UNIT 23203

APO AE  09263

AERIM  (25-5b)

MEMORANDUM FOR Commander, USAFE Contracting Sqdn/LGCVR, Unit 3115, 

                                             APO AE 09054

SUBJECT:  Sole Source Justification for Other Than Full and Open Competition

1.  Request that the DCC-4 Automated Notification Recall System (Communicator), made by Dialogic Communications Corporation be purchased for the HQ, 21st TAACOM under other than full and open competition.  

     a.  DESCRIPTION OF SERVICE:  The Communicator is a Microsoft windows-based software package that runs on an off-the-shelf Pentium computer.  The Communicator automates the repetitive procedures associated with internal and external notifications, dispatch and staffing.  This is a manpower-intensive, time sensitive event for the Headquarters, Main Logistics Operations Center (MLOC) when attempting to contact critical mission essential individuals by telephone.  The Communicator will automate the manual alert notification process using a desktop computer with the capability to contact individuals simultaneously via telephones, pagers, and faxes.  The automated Communicator process will deliver accurate information and/or instruction and verifies message delivery via touch-tone response.

          (1)  The Communicator comes with an industry standard architecture Pentium PC with  expansion slots.  The Pentium PC comes with 16 MB of memory, 3.5” 1.4 MB or 5.25 1.2 MB floppy disk drives, 1.6 GB or larger IDE hard disk drive, U.S. Robotics 14.4 internal modem (faster than 9600 baud), and parallel printer port. 

          (2)  The Communicator comes with all of the following software: Base software and personnel database, phone line expansion, scenario database expansion, position/on-call position call hits, paging capabilities (digital and ALPHA), standby control list, tagging for call lists, multiple data terminal access, fax forms formatted, fax reporting software, super intelligent lists, annual system warranty 7/24 support (18% of software license price).  See the attached quotation for the hardware and software specifications.

     b.  FACTS JUSTIFYING THE SOLE SOURCE CONTRACT:  The Communicator is presently the only type of automated notification system that satisfies command and control requirements by its unique capability to interface simultaneously with 16 different data, digital, alpha, and voice instruments.  The proposed vendor system interfaces with telephones, pagers, beepers, faxes, and receives callbacks from paged persons for verification and notification purposes.  The Communicator is the only system that allows alert notification remotely by either touch-tone telephone, cellular phone, a remote fixed station terminal, or dial-up computer.  No other alert notification system accommodates and interfaces with the many different communication media as does the Communicator and programs multiple user-defined scenarios with unlimited individual alert notification to different locations.  

          (1)  The automated software package included with the Communicator allows multiple user-defined alert notification scenarios.  The Communicator is the only alert notification systemthat accommodates up to 20 telephone numbers (home, work, cellular, pager, beeper, etc.) for each person included in a separate user-defined alert notification scenario.  As many scenarios as required can be pre-programmed, with each situation specifically coded to determine who gets called, where and when an individual is called.  The Communicator also has the capability to notify on-call personnel as determined by the time of day, day of the week, etc.  The Communicator can be programmed to leave the same message or a specific message for certain individuals and instruction on how to respond if a call is placed to an answering machine.  The Communicator provides accurate alert notification by prompting call recipients to enter their specific identification codes via touch-tone telephone before delivering the information or instruction on alert notification.  Once a scenario is programmed, all that is required is for the user to recall that scenario using one keystroke to initiate the alert notification process.  The system provides reporting capability showing statistical data and information for each alert notification scenario.

          (2)  This system is being adopted Air Force wide (active and reserve) as a standard 

in command and control as well as the private sector.  Additionally, the same identical system is being installed at Spangdalem Air Force Base and is being considered for other Air Force and Army units in Germany.  It is imperative that a like and identical system be purchased for HQ, 21st TAACOM to ensure system compatibility and interoperability with other fielded systems.  This office conducted an extensive search for like-systems and found none.

          (3)  The HQ, 21st TAACOM has a requirement to simultaneously tie multiple communication systems together.  The systems are used to provide emergency notification to key personnel for protection of life and property.  These systems include the Theater Weather Warning System, fax, commercial telephones, cellular telephones and mobile radio telephones (MRTs).   

          (4)  The substitution of any other computer notification system will not suffice in the accomplishment of the HQ, 21st TAACOM  mission and overall system compatibility with other interacting protection systems.

     c.  The proposed sole source is the only known source that can satisfy the Government’s requirement for this activation and usage service.  Currently, the Communicator is the only system that can do this to the required level and is court tested to relieve the government of liability. 

     d.  ACTIONS TO BE TAKEN:  Government agency will ensure availability of telephone lines (16) and coordination with the supporting Regional Service Center on any other communication issues.

2.  The HQ, 21st TAACOM POC for this action is Mr. Holmes, 484-7954.

3.  FIRST IN SUPPORT!

FOR THE COMMANDER:

                                                                       JAMES O. WEBB, JR.


                                                                       Assistant Chief of Staff,


                                                                           Information Management

DESCRIPTION AND SPECIFICATION
The System, Automated Recall, will include, but not be limited to the following components and capabilities:

DCC SOFTWARE SYSTEM :
QUANTITY
                    ITEM DESCRIPTION                                  PRICE

1
Base NT Software and Personnel Database
 
   $    5,500.00


16
Phone Line Expansion

      
                                16,000.00


4
Scenario Application Expansion
                                 2,000.00


10
Additional Scenarios for Multi-Users
                                 5,000.00


1
Position/On Call Position Call List
                                 2,500.00


1
Security Shell

                                                         1,500.00



            1
Paging Capabilities (Digital)                           
         1,250.00


1
Tagging for Call List

                                                500.00


1
12 Month Warranty Period      
                        
 N / C
DCC SYSTEM SOFTWARE SUB-TOTAL:
                           $  34,250.00
Communicator System Hardware



4         Talker Cards for 16 Telephone Ports                                   4,600.00      


1         Pentium PC Platform w/ Monitor & Printer                        3,150.00

DCC System Hardware Sub-total                                                      $   7,750.00
           1         Installation & Training                                                         4,500.00

           1         Programming



             
        1,500.00

DCC SYSTEM Implementation Sub-Total                                        $  6,000.00
TOTAL DCC COMMUNICATOR SYSTEM PRICE                      $  48,000.00 
Vendor:

Dialogic Communications Corporation

381 Riverside Drive

Suite 300

Franklin, TN  37064

Telephone:  1-800-723-3207

The system shall provide a method of automatically placing calls to telephone numbers at duty stations, homes, pagers, and cellular phones and relaying pre-recorded or “on-the-spot” messages that instruct responders to take certain actions.  

The system shall be able to send and receive notification and response from home telephones, beepers, pagers, cellular phones, and faxes.

The system shall be capable of accepting a database of designed emergency response personnel for recall to specific duties for test exercises or actual chemical events.

System shall allow for individual identification numbers to be assigned to designated responders, who will use the number to verify correct person responded.

System shall be capable of supporting a minimum of 16 telephone lines for rapid notification calls.

System shall be capable of generating reports that reflect success or failure rate of persons contacted, lists of names or 10 numbers of phone or pager numbers, filled positions, or other required identifiers, as well as reports necessary or tracking, references, or other requirements.

The system shall be capable of separating responders into groups consisting of primaries and alternates; assigning responders to fill certain positions and calling in assigned order to assure each position is filled.

APPENDIX E

21ST TSC TIER III POLICY
DEPARTMENT OF THE ARMY

HEADQUARTERS, 21ST THEATER ARMY AREA COMMAND

UNIT 23203

APO AE  09263

AERIM  (25-1)                                                                                                    22 Apr 98

MEMORANDUM  FOR  

Cdr, 37th TRANSCOM, ATTN:  AERTR-CO, Unit 23116, APO AE  09263

Cdr, 1st TMCA, ATTN:  AERTMC-C, Unit  25502, APO AE  09227

Cdr, 29th Support Group, ATTN:  CMR 429,  APO AE 09054

Cdr, 200th TAMMC, ATTN:  AERLA-MMC-C, Unit 23203, APO AE  09263

SUBJECT:  TIER III Maintenance  

1.  Reference USAREUR Regulation 25-1, USAREUR Information Resources Management Program, 1 October 1994.

2.  This memorandum prescribes polices and procedures for the management and control of the TIER III Maintenance program sponsored by 5th Signal Command for Information Management Equipment (IME) owned and operated within 21st Theater Army Area Command (TAACOM). 

3.  Policy and procedures.

a.  Units will appoint on official orders designated individuals who are authorized to initiate requests for maintenance service to the local TIER III Maintenance Desk.  The 5th Signal Command TIER III Maintenance Desks will only accept maintenance requests from these designated individuals.  Failure to adhere to this policy will result in delay of repair of the user’s TIER III equipment.  An technically qualified individual must be appointed for each stand alone customer unit supported by the regional maintenance desks.  Alternates will  also be appointed.  The listing of the nearest TIER III maintenance desk supporting your units is provided at enclosure.  

           (1)  The headquarters 21st TAACOM and 200th TAMMC will submit equipment maintenance work requests to the ACSIM Help Desk.

           (2)  All subordinate unit headquarters and staff sections will submit equipment maintenance work requests to their designated Tier III contact .  

           (3)  All other activities or offices not supported by an IMO office, will appoint the office or activities Hand Receipt Holder or another responsible individual as the local IMO representative authorized to place service calls to the TIER III Maintenance Desk .  All equipment maintenance service requests will be submitted to the appointed IMO representative.
           (4)  The unit Tier III Contact or IMO will be  the initial point of contact for all customer inquiries for equipment problems within the unit.  The IMO will:

                 (a)  Screen all work requests to ensure that the work request is for a valid maintenance repair.

                 (b)  Conduct preliminary system power on and diagnostic tests.  If this does not resolve the problem, the IMO will contact the TIER III Maintenance Desk.  

                 (c)  After completion of the vendor repair, the IMO will verify that the repair was successfully accomplished and sign the maintenance work request.

                (d) Collect the unit copies of service order worksheets and periodically forward them to their local TIER III Service Desk

      b.  The following types of services and maintenance repair will not be executed under the TIER III maintenance contract:

           (1)  Requests for toners and printer cartridges.

      (2)  Upgrade of Information Management Equipment (IME) equipment and components 

(i.e., replacement of a small monitor with a larger one, memory, motherboard enhancement, CD-ROM drives, etc.).

            (3)  Repair of obsolete IME (i.e., 286 laptop and desktop computers).

            (4)  Repair of 386 computers.

      c.  The repair of monitors and printers will only be done after the IMO has followed 

the procedures outlined below:

           (1)  Contact the 5th Signal Command, Small Computer Issue Activity (SCIA) to obtain the current cost to purchase a replacement monitor or printer.  If the TIER III repair cost is more than 65 percent of the replacement cost; do not repair the item.    

           (2)  The SCIA maintains an inventory of excess serviceable monitors and printers.  

IMO will contact the SCIA for the availability of these items.  TIER III will not repair monitors and printers if these items can be obtained from the SCIA.  

           (3)  The Command will not pay any bill that exceeds 65 percent of the replacement cost, regardless of customer desires .  Purchasing new IME from existing Indefinite Delivery/Indefinite Quantity (IDIQ) contracts and taking advantage of the manufacturer’s 
warranty is more efficient and cost effective than repair under TIER III.  Any request to repair an item, which will be estimated in excess of 65 percent of the replacement cost, will be submitted to the ACSIM (Chief, Automation Division, 484-7083) to gain approval in advance. 

4.  The HQ, 21st TAACOM POC is Mr. Richard R. Holmes, 484-7954, e-mail:  holmesr@hq.21TAACOM.army.mil.

5.  FIRST IN SUPPORT!

FOR THE COMMANDER:

                                                                      //original signed 22 Apr 98//

Encl                                                                 ROBERT KUBISZEWSKI

                                                                        COL, GS

                                                                        Chief of Staff

TIER III

Maintenance Service Desk

5th Signal Command

TIER III Maintenance Desk Supporting 21st TAACOM Units.

KAISERSLAUTERN  

1. REGIONAL SERVICE CENTER             43rd Signal Battalion

    MANNHEIMERSTR. (Kleber)               
Information Center      

              

    Gebaude 3203, Room 208                      
Maintenance Desk, Kaiserslautern         

    67657 Kaiserslautern                            
ATTN:  ASQE-X-KMD


CMR 429


APO AE 0954

Phone:  0631-411-8345/8814/8150

HEIDELBERG  

2.  43rd Signal Battalion
43rd Signal Battalion

     GEB. 7, RAUM 118
ATTN:  ASE-Y-HC-IC-MD

     CAMPBELL BKS
TIER III Maint. Desk

     Roemerstrasse 168
APO AE 09102

Phone:  06221-57-7078/7466/7336

VICENZA, ITALY  

3.  Regional Service Center
Regional Service Center

     Bldg 131
ATTN:  ASQE-XW-RS

     Caserma Ederle
Unit 31401, Box 37

     93 Viale Dekka Pace
APO AE 09630

     36100 Vicenza, ITALY

Phone:  0049-444-51-7443

DSN: 634-7443              

NETHERLANDS  

4.  ODOIM ISA
ODOIM Maintenance Desk

     Borgerweg 10
ATTN:  ASQE-X-J-C-SI

     6365 CW Schinnen
APO  AE 09011

     The Netherlands

TIER III Maintenance Desk Supporting 21st TAACOM Units.

NETHERLANDS (cont.)
Phone:  043-28-4250/4111

DSN:  360-4250/4111

HUNGARY

5.  Kaposvar Maintenance Facility

TACMIS

             




Operation Joint Guard







AMC-LSC







APO  AE  09793

Phone:  0036-82426715

 Small Computer Issue Activity – (SCIA)

6.  Spinelli Barracks



Small Computer Issue Activity







Am Aubuckel, GEB. 1534







Spinelli Barracks







68259 Mannheim, Germany

Phone:  0621-730-6770

DSN:  380-6770

Web Page:  www.5sigcmd.army.mil/scia

APPENDIX F

21ST TSC EXCESS/TURN-IN POLICY
DEPARTMENT OF THE ARMY

HEADQUARTERS, 21ST THEATER SUPPORT COMMAND

UNIT 23203

APO AE  09263

AERIM  (25-1)                                                                                                     23 October 2000

MEMORANDUM  FOR  SEE DISTRIBUTION

SUBJECT:  Reporting and Disposition of Excess Automation Resources

1.  Reference USAREUR Regulation 25-1, USAREUR Information Resources Management Program, 1 October 1994, Section II, Reporting and Acquiring Excess IME. 

2.  The G6 or the Unit Information Management Officers (IMOs) will no longer collect excess automation hardware and software in order to help hand receipt holders “get it off their books.”  Although attempted in the past, the huge “bottle-neck” created by trying to centrally manage excess turn-in proved to be counter-productive.  We will, however, provide guidance and assistance in reporting such assets for disposition.  USAREUR has automated reporting procedures that allow the submission of the SF120 (Report of Excess Personal Property) by electronic mail (E-mail).
3.  To facilitate the process, the following procedures apply:

     a.  The responsible Hand Receipt Holder will identify all Information Management Equipment (IME) that is obsolete, unserviceable, or not economically repairable and will coordinate with the G6 or the unit IMO for a Technical Inspection.  The G6 or unit IMO will then coordinate a maintenance inspection of IME with the supporting Regional Service Center for determination of an appropriate maintenance condition code.  The Hand Receipt Holder will retain the items reported as unserviceable or obsolete until receipt of turn in approval.  A detail step-by-step procedure and the format for hand receipt holders to submit in reporting excess hardware and software are included at enclosure.  Submit the SF120 reports via e-mail to the POC listed paragraph 4, below.

     b.  The responsible Hand Receipt Holder will compose the SF120 report directly in the message or transmit it as a Word document attachment.  The G6 or the unit IMO will review the report for accuracy and completeness and identify items for reutilization within 21st Theater Support Command (TSC).

        (1)  For those items that are a candidate for reutilization in the command.

            (a)  Internal reutilization assets by a Major Subordinate Command will not result in the unit exceeding its ISPPS authorizations The unit IMOs will provide the G6 with the model number and serial number for those serviceable IME being retained in the Command. (Candidate IME are those items currently meeting the standards contained in the 21st TSC’s Information Technology Management Program Guide, 21st TSC Pamphlet 25-XX).  The list of IT equipment (ITE) considered for reutilization is redistributed to needing units based on established authorization levels. 

           (b)  The G6 will coordinate the direct transfer of all ITE being redistributed with the gaining IMO and the losing IMO.  The losing and gaining IMOs will update the consolidated asset database to reflect the addition/deletion of IME from their respective portion of the database.  

           (2)  For those items that cannot be reutilize, the G6 or unit IMO will assign a control number and transmit the report to the 5th Signal Command screening office.  The G6 or unit IMO forwards disposition instructions provided by the screening office to the originator for compliance. The hand receipt holder or other responsible POC notifies the G6 or unit IMO upon completion of the disposition action.  The G6 or unit IMO will update their respective portion of the asset database to reflect the turn in status of the affected serial number items.  

          (3)  All ITE being redistributed or turned in as excess should be reported by the responsible IMO to the local TIER III Maintenance Service Desk (Attachment C) for the purpose of updating the master inventory of equipment authorized service under this maintenance contract.

4.  The HQ, 21st TSC POC for Excess SF120 Reporting is SSG Pagan, 484-7002, e-mail:  pagang@hq.21TSC.army.mil.  The unit IMO will provide the POC name and DSN number for Excess SF120 Reporting.

5.  FIRST IN SUPPORT!

FOR THE COMMANDER:


// original signed 17 April 1998 //


//updated on 23 October 2000//

Encl                                                                    JAMES O. WEBB, JR.

 





   G6

DISTRIBUTION:

CDR:

Commander, 37th TRANSCOM, ATTN:  AERTR-CO, Unit 23116, APO AE  09263

Commander, 1st TMCA, ATTN:  AERTMC-C, Unit  25502, APO AE  09227

Commander, 29th Support Group, ATTN:  CMR 429,  APO AE 09054

Commander, 200th TAMMC, ATTN:  AERLA-MMC-C, Unit 23203, APO AE  09263

21ST, TSC, ATTN:  AERSP, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERRM, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERLO, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERHC, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERCO, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERPE, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERPM, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERIG, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERJA, UNIT 23203, APO AE  09263

21ST, TSC, ATTN:  AERCH, UNIT 23203, APO AE  09263

200TH TSC MMC, ATTN:  AERLA-MMC-C, UNIT 23203, APO AE  09263

ENCLOSURE

PROCEDURES FOR THE TURN-IN OF EXCESS INFORMATION TECHNOLOGY EQUIPMENT AND SOFTWARE

1.  Handreceipt holders (HRH) will provide the G6 or the unit IMO with a complete listing of all excess information technology equipment (ITE) and Software.  The format for ITE and software reporting is listed at attachments A and B, respectively.

2.  The G6 or the unit IMO will review the excess ITE and software list to determine proper disposition.

     a.  Excess ITE and Software - Redistribution to other 21st TAACOM Units.
          (1)  G6 or the unit IMO will provide HRH with Redistribution Instructions.

          (2)  HRH will coordinate lateral transfer of excess ITE and Software with gaining HRH and PBO. (HRH and gaining HRH will ensure items are in serviceable condition.)

          (3)  HRH will provide G6 or the unit IMO a copy of completed lateral transfer document.

     b.  Technical Inspection (TI) of Excess, Incomplete, and/or Unserviceable ITE.
          (1)  HRH will initiate the TI of their excess ITE by calling or sending an email to the G6 or unit IMO Help Desk.  The G6 or unit IMO Help Desk will provide the HRH with a TI date.  NOTE:  The HRH will ensure that the TI facility is large enough and that the required ITE components are available (for example power cables, work benches, tables, chairs, and sufficient power outlets).
          (2)  HRH will complete SF 120 for each type of equipment.

          (3) HRH will complete DA Form 2407 (Maintenance Request) for each ITE  item. 

          (4)  HRH will list in block 24 of DA Form 2407 that the ITE is complete and serviceable, incomplete or unserviceable.  If the ITE is incomplete or unserviceable, list deficiencies (for example, damage, missing cables, missing software, no power).

          (5)  HRH will complete DA Form 2765-1 (Request For Issue or Turn-in) for each AE.

          (6)  G6 or the unit IMO will then TI the ITE, entering the two-digit condition codes on DA Form 2407.

          (7) HRH will process the complete DA Form 2407 with the servicing 5th Signal Command DOIM.

          (8)  HRH will email excess ITE report to 5th Signal Small Computer Issue Activity (SCIA) requesting turn in authority and will copy furnish G6, Help Desk and G6, Plans.

          (9)  HRH will retain ownership and store the excess ITE until receipt of 5th Signal Command turn-in procedures from the G6 or the unit IMO.

          (10)  HRH will ensure ITE with data-storage capability is turned-in with the following statement:  “I certify that this equipment contains no classified information on its magnetic media.”  The servicing communications security (COMSEC) custodian, Information Assurance Officer (IAO), or battalion intelligence officer can sign this statement. 

     c.  Turn-in Excess ITE (in accordance with Turn-in Guidance approved in paragraph 2b(7), above).

          (1)  Turning in ITE to the SCIA. 

                (a)  Arrange for turn-in appointment at the SCIA by calling 380-6770.

                (b)  Pack ITE carefully to prevent damage during transportation to the SCIA.

                (c)  Provide transportation to take ITE to the SCIA.

                (d)  Ensure the ITE has the documentation for normal turn-in attached (approved SF120 from the SCIA, DA Form 2765-1, security statement).

                (e)  Ensure maintenance has been performed on the items (for example, clean, labels removed).

                (f)  Provide G6 or the unit IMO a copy of the signed turn-in document (DA Form 1348-1, 3161, or 2765-1).

                (g) HRH, IMO or Information Management Representative will update each record of turned in equipment;  turned in status should be recorded in the asset database using the comment field.

          (2)  Turning in excess ITE through the local Supply Support Activity (SSA) to the Defense Reutilization Marketing Office (DRMO).
                (a)  Arrange for turn-in appointment at SSA by calling 483-7551.

                (b)  Follow the procedures described in paragraph 2c(1)(b) through 2c(1)(f), above.

     d.  Turning in Excess Software to the SCIA.
          (1)  G6 or the unit IMO will email the Excess Software Report to 5th Signal Small Computer Issue Activity (SCIA) requesting turn in authority.

          (2)  Upon receipt of disposition instructions from G6 or the unit IMO,  follow the procedures described in paragraph 2c(1)(a) through 2c(1)(f), above.
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ENCLOSURE A

TYPE OF REPORT:  ORG

DATE MAILED: (ACSIM or Unit’s IMO provides)

DPI:  N/A

REPORT NUMBER:  (ACSIM or Unit’s IMO provides)

TOTAL COST: (i.e.,$4999.00)

REPORTING ADDRESS:  Unit’s Address

ATTN:  AE Reporting Specialist

MAIL OFFICE SYM:   

REPORTING ZIP:  APO 09263

AVAILABLE DATE:

OWNER:  1

POC NAME:  XXXX

POC COMMERCIAL TELEPHONE:  XXXX

POC DSN:   

POC FAX NUMBER:  XXXX

LOCATION/ACTIVITY:  Unit Location

LOCATION ADDRESS:  City/APO

REPORT NO.         PAGE 2   OF          DATE:

  ITEM NO. 1

NOMENCLATURE:  (COMPLETE)

MANUFACTURE NAME:

MANUFACTURE DATE:

MANUFACTURE TYPE/MDL:

SERIAL NUMBER(S):

CONDITION CODE: (TWO DIGIT CONDITION CODE)

QUANTITY REPORTED:

COST PER UNIT: $

TOTAL COST: $

  ITEM NO. 2

NOMENCLATURE:  (COMPLETE)

MANUFACTURE NAME:

MANUFACTURE DATE:

MANUFACTURE TYPE/MDL:

SERIAL NUMBER(S):

CONDITION CODE:  (TWO DIGIT CONDITION CODE)

QUANTITY REPORTED:

COST PER UNIT: $

TOTAL COST: $

  ITEM NO. 3

NOMENCLATURE: (COMPLETE)

MANUFACTURE NAME:

MANUFACTURE DATE:

MANUFACTURE TYPE/MDL:

SERIAL NUMBER(S):

CONDITION CODE: (TWO DIGIT CONDITION CODE)

QUANTITY REPORTED:

COST PER UNIT: $

TOTAL COST: $

  ITEM NO. 4

NOMENCLATURE:  (COMPLETE)

MANUFACTURE NAME:

MANUFACTURE DATE:

MANUFACTURE TYPE/MDL:

SERIAL NUMBER(S):

CONDITION CODE:  (TWO DIGIT CONDITION CODE)

QUANTITY REPORTED:

COST PER UNIT: $

TOTAL COST: $

NOTE:   NOT TO EXCEED 99 LINE ITEMS PER SF120 REPORT, AE MAY BE GROUPED; HOWEVER, ALL SERIAL NUMBER MUST BE LISTED WITH NOT MORE THAN 40 SERIAL NUMBERS PER LINE.

ENCLOSURE B

TYPE OF REPORT:  ORG

DATE MAILED: (ACSIM or Unit’s IMO provides)

DPI:  N/A

REPORT NUMBER:  (ACSIM or Unit’s IMO provides)

TOTAL COST: (i.e.,$4999.00)

REPORTING ADDRESS:  Unit’s Address

ATTN:  AE Reporting Specialist

MAIL OFFICE SYM:   

REPORTING ZIP:  APO 09263

AVAILABLE DATE:

OWNER:  1

POC NAME:  XXXX

POC COMMERCIAL TELEPHONE:  XXXX

POC DSN:   

POC FAX NUMBER:  XXXX

LOCATION/ACTIVITY:  Unit Location

LOCATION ADDRESS:  City/APO

REPORT NO.         PAGE 2    OF          DATE:

Item    Description          Condition     Qty     Unit      Total

No      Ver #   Date          Code                        Price     Price

1         MS DOS 5           Serv Comp     111   $90.00    $9990.00

           V.5     1991

2         MultiMate           Serv Comp     5       $148.00   $740.00

           V.3.3   1986

3          MultiMate          Serv Comp     106   $148.00   $15688.00

            V.4     1991

4         MultiMate            Serv Incp      1       $148.00   $148.00

           Advantage II

           v.1.1   1988

5         MultiMate            Serv Incp      1      $148.00   $148.00

           V.4     1991

6         MultiMate           Unserv          1      $148.00   $148.00

           V.4     1991

When reporting Excess Software, there are only three Condition Codes:

     Serviceable = Complete set of original diskettes, with manuals.

     Serviceable Incomplete = Complete set of original diskettes, missing all or some manuals.

     Unserviceable = Missing 1 or more of the original diskettes.

ENCLOSURE C

TIER III

Maintenance Service Desk

5th Signal Command

TIER III Maintenance Desk Supporting 21st TAACOM Units.

KAISERSLAUTERN  

1. REGIONAL SERVICE CENTER             43rd Signal Battalion

    MANNHEIMERSTR. (Kleber)   

Information Center      

              

    Gebaude 3203, Room 208                      
Maintenance Desk, Kaiserslautern         

    67657 Kaiserslautern                            
ATTN:  ASQE-X-KMD


CMR 429


APO AE 0954

Phone:  0631-411-8345/8814/8150

HEIDELBERG  

2.  43rd Signal Battalion


43rd Signal Battalion

     GEB. 7, RAUM 118


ATTN:  ASE-Y-HC-IC-MD

     CAMPBELL BKS



TIER III Maint Desk

     Roemerstrasse 168



APO AE 09102

Phone:  06221-57-7078/7466/7336

VICENZA, ITALY  

3.  Regional Service Center


Regional Service Center

     Bldg 131




ATTN:  ASQE-XW-RS

     Caserma Ederle



Unit 31401, Box 37

     93 Viale Dekka Pace


APO AE 09630

     36100 Vicenza, ITALY

Phone:  0049-444-51-7443

DSN: 634-7443              

NETHERLANDS  

4.  ODOIM ISA



ODOIM Maintenance Desk

     Borgerweg 10



ATTN:  ASQE-X-J-C-SI

     6365 CW Schinnen


APO  AE 09011

     The Netherlands

Phone:  043-28-4250/4111

DSN:  360-4250/4111

HUNGARY

5.  Kaposvar Maintenance Facility

TACMIS

             




Operation Joint Guard







AMC-LSC







APO  AE  09793

Phone:  0036-82426715

 Small Computer Issue Activity – (SCIA)

6.  Spinelli Barracks



Small Computer Issue Activity







Am Aubuckel, GEB. 1534







Spinelli Barracks







68259 Mannheim, Germany

Phone:  0621-730-6770

DSN:  380-6770

Web Page:  www.5sigcmd.army.mil/scia

APPENDIX G

MINIMUM TECHNICAL STANDARDS

1.  DESCRIPTION:  Personal computers.
     STANDARD:  The minimum standard is a Year 2000 (Y2K) compliant machine, 486/66 or better; 1.2 GB hard drive; 32 MB RAM.  The minimum standard for any future computer acquisitions is a Year 2000 (Y2K) compliant machine, Pentium (or equivalent) processor; 1.6 GB hard drive; 32 MB RAM; CD ROM drive; PCMCIA slot equal to the standard action officer system available on the current PC ID/IQ contract(s). 

 2.  DESCRIPTION:  Servers.

      STANDARD:  Servers will exceed the minimum desktop PC standards and will be configured to satisfy the expected requirements.  Office file/print servers may be WIN95 or Windows NT systems with 32 to 64 MB RAM and large hard drives.  These systems will perform direct user backup/disk share/print support.  Network file and application servers will run the Windows NT operating system and will provide network wide services and official file storage.  Network servers will be configured with sufficient RAM and hard drive space to perform the expected requirements.  Servers will be configured with RAM and hard drive memory based upon functional requirements.  Exchange servers and some other high-end application servers may be configured with 256 to 512MB RAM and hard drive space in excess of 20GB. 

3.  DESCRIPTION:  Laptops.

     STANDARD:  Minimum standards for laptops are the same as for desktop PCs.

4.  DESCRIPTION:  Printers.

STANDARD: The standard black and white laser printer is an HP Laser Jet 5/5P; 8MB RAM. The standard for color printers is the HP1600C DeskJet color ink-jet (this depends on exact requirements), 8MB RAM.  Exceptions may be warranted if adequately justified. 

5.  DESCRIPTION:   Compact Disk Drives/Servers.

     STANDARD: 

                      Internal:  As offered on the current PC-x/Portable-x IDIQ contracts.

                     External: 20-x speed, parallel-port (EIDE) connection/cable (may be PCMCIA connection), self-contained 110/220 volt, 50/60 HZ power supply (may be inside drive case/housing or a separate unit); plug-and-play.  

NOTE: These characteristics apply to single and dual-drive units, portable drives, and changer /juke-boxes (multi-disc) units.

                    Writable/rewritable CD units.  External housing with self-contained 110/220 volt, 50/60 HZ power supply, SCSI-2 interface (SCSI adapter included unless you already have one); fastest available speed currently available (presently most recorders are in the read 4 or6X write or 2 or 4X category; plus-and-play.  Make sure CDs produced are readable on all drives. 

Servers: External housing with self-contained 110/220 volt, 50/60 HZ power supply; minimum of 4 to 7 single speed drives per case/housing; minimum speed 20X, SCSI-2/3 interface with adapter card included for networking.

6.  DESCRIPTION:  Copiers.

     STANDARD: All non-tactical approved copier requirements will be fielded under the existing USAREUR/USAFE Total Copy Plan. Copier requirements to support mission needs will be documented and submitted to G6 by IMAR and system procured based on Total Copy Plan guidelines

. 

7.  DESCRIPTION:  Secure fG6ile machines.

     STANDARD:  Must be MIL-STD-188-161C compliant.  Recommend the GTE STU

 III /fax gateway box, 90si STU-III device which can convert any G3 fax to a “secure fax”.

8.  DESCRIPTION:  Non-Secure FG6ile Machines.

     STANDARD:  Must be compatible with existing DSN switch.  Recommend the HP Office Jet LX 590 or equivalent plain paper multi-function printer.

9.  DESCRIPTION:  Projection systems (PC to Screen, e.g., Lite Pro)

     STANDARD: InFocus Lite Pro Model 730 or current equivalent

10.  DESCRIPTION:  Desktop VTCs.

      STANDARD:  H.320 compatible.  Recommend Picture Tel PCS-100 

 11.  DESCRIPTION:  Local area networks (LANs)

        STANDARD:  Local area networks will be designed IAW 5th Signal Command “hybrid” concept standards (i.e., not necessarily saturated wiring, but to support actual functional requirements).  The following are basic 5th Signal Command standards

     >Conformance to IEEE 802.3 standards

     >Electronic network equipment will be Cabletron (Ethernet); Cisco (routers) and Pairgain (modems) where at all possible

     >CAT 5 unshielded twisted pair installation cabling will be used for all permanently installed wiring.

     >Cat 5 unshielded twisted pair patch cabling will be used for patch cables within network termination cabinets from the wall to the computer.

     >Connection between major UTP hubs within a building will be multi-mode fiber or shielded twisted pair cable (100MB capable).

     >Connections between buildings will be by router/modem type devices where possible.

     >Trenching and installation of fiber optic or copper cable will be considered only where warranted. 

     >All user outlets will be dual RJ45 wall outlets securely installed to the wall.

     >All cabling will be installed in covered raceway or in protected, out of the way locations.  Maximum use will be made of existing raceway.

     >All cabling will terminate to RJ45 patch panels located in enclosed, lockable 19-inch equipment racks.

     >All wiring, connections and electronic devices will be tested before final completion of the project.

Large installations of greater than100 users/building or more than 300 users in separate but closely co-located buildings will consider the use of Switched Ethernet devices for internal networking and  Fast  Ethernet between floors and buildings.  Fiber optic will be used  in large installations where economically feasible.  Medium installations, with more than 5 users/building will consider Switched Ethernet and Fast Ethernet for internal networking and modem/router combinations for external networking.  Small installations of less than 5 users/building will consider UTP hubs for internal networking and modem dial-up networking for external connection.

12.  DESCRIPTION:  Electronic mail (E-mail).

       STANDARD:  Microsoft Exchange will be the standard command e-mail system.  Direct access will be via LAN, WAN, or dial-up service.  

13.  DESCRIPTION:  Cable distribution system (CDS).

       STANDARD:  Compliant with 5th Signal Command Standards.  (References:  The 5th Signal Information Systems Modernization Plan USAREUR PAM 25-1 and REG

25-1).  The target 5th Signal Command CDS topology will consist of twisted pair copper and single mode fiber optic cable.  Cable will be installed in a branching-tree architecture from the DCO or installation frame to buildings on the installation. The 5th Signal Command DCSPLNS will determine the number of strands of fiber and number of  copper twisted pairs are required for each building.

 14.  DESCRIPTION:  STU IIIs.

        STANDARD:  Compatible with existing DSN switch

15.  DESCRIPTION:  Non-Tactical Radios.

       STANDARD:  Compatible with existing mid-band radio systems.

16.  DESCRIPTION:  Tactical radios.

        STANDARD:  Army-directed systems as per MTOE .

17.  DESCRIPTION:  Telephone systems.

       STANDARD:  Standard office phones will be obtained through RFS action via DOIM.  When Siemens digital phone sets are justified, the standard model is the Siemens Model 452T 25 FD

 18.  DESCRIPTION:  Pagers.

        STANDARD:  Must be compatible with TELEKOM pager system.

19.  DESCRIPTION:  Mobile radio telephones (MRTs).

       STANDARD:  Must be compatible with Global System Mobile (GSM) Communications for D1/D2 service in Europe. 

20.  DESCRIPTION:  Answering machines.

       STANDARD:  Must be compatible with DSN switch.

21.  DESCRIPTION:  INMARSAT.

       STANDARD:  Must be compatible with INMARSAT.  The system currently being acquired is the INMARSAT B. 

22.  DESCRIPTION:  COMSEC.

       STANDARD:  Army-directed systems as per MTOE and TDA.  Current direction towards replacements with KIV-7’s where feasible, and cost effective.

23.  DESCRIPTION:  Software.

       STANDARD:  The command standard will be the USAREUR standard, established Microsoft Windows and Office product.  The current standards are:

        Operating system (OS) for routine office automation PCs - WINDOWS 95 

        Network Operating System   - Windows NT 4.0 

        High End Desktop Worskstation Operating System - Windows NT 4.0 Workstation .  

        Office Automation Software – Microsoft Office 97

                                                        Microsoft Office 95

                                                        Microsoft Office 4.3

        AntiVirus Software – McAfee Anti-Virus 3.12

        E-Mail Front End – Microsoft Outlook

        E-mail Server – Microsoft Exchange 5.0

        Form Filler Management Software – JetForm FormFlow 2.1

Any other approved, user unique or special application software must be capable of working under the WIN95 operating system and be Y2K compliant, and must be approved by G6.

NOTE:  Additional technical specification information for information processing, information transfer, data exchange, etc., are defined by the Department of Army Joint Technical Architecture - Army (JTA-Army). These are high level standards established by the Army Chief of Staff.  

APPENDIX H

21ST TSC MRT AUTHORIZATIONS
POSITION
QTY AUTH




HQ, 21 TSC


CG
3

DCG
2

CG AIDE
1

DCG AIDE
1

CofS
1

CSM
1

XO 
1

SGS

(includes VIP pool)
5

ACSPER
2

ACSSPO
6

ACSLOG
2

G6
2

ACSCMO
2

CHAPLAIN

PMO
1

1

TOTAL
31




1 TMCA


CDR
1

DCO
1

EXEC ASS'T
1

CDR 14 TRANS
1

CDR 39 TRANS
1

TOTAL
5




29 SG


CDR
1

DCO
1

CDR 51 MAINT
1

CDR 191 MAINT
4

(Includes Cdr and 3 EOD)


CDR 2/502 AVN
1

CDR KIC
1

CDR 330
1

CDR EMC-E
1

TOTAL
11




37 TRANS


CDR
1

DCO
1

CDR 28 TRANS
1

CDR 6966
1

95 MP
5

(includes Cdr & 4 MP teams)


TOTAL
9




200 TAMMC


CDR
1

DCO
1

TOTAL
2




EXERCISE POOL
50




GRAND TOTAL
108

APPENDIX I   

COPIER POC RESPONSIBILITIES
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21ST THEATER ARMY AREA COMMAND

Assistant Chief of Staff, Information Management

COPIER POC’S RESPONSIBILITIES

DO

:

•

  Call immediately for service when copier  malfunctions.

•

  Provide End-Month meter reading to your Copier Manager.

•

  Inform your Copier Manager of any discrepancies in   paper

deliveries 

(

e.g. received wrong type paper, paper was left with wrong

unit/section, contractor refused to bring paper to copier location, etc.)

•

  Inform your Copier Manager to initiate a change to your

monthly paper deliveries when needed.

•

  Use only OCE provided 

Paper, Toner, and Supplies

.

DON’T:

•

  Use copier to consistently make more than 25 copies per

original 

(Para 11-47b (1), AR 25-50).

•

  Reproduce copyright material.

•

  Copy material that is available through Publications Resupply

Channels 

(ARs, Blanks Forms, etc).

•

  Repair the copier yourself.

•

  Relocate the copier without prior approval by OCE.

•

  Take the copier to the field.

•

  Refuse paper deliveries.

•

  Use OCE paper for other office equipment (

Cost of 1 Ream

Regular Paper is $2.35 versus $14.00 for OCE Paper).


GLOSSARY

5th Sig Cmd
5th Signal Command

G6
Assistant Chief of Staff for Information Management

ACSLOG
Assistant Chief of Staff for Logistics

ACSRM
Assistant Chief of Staff for Resource Management

AE
Army Europe

AE
Automation Equipment

AMO
ACSLOG Acquisition Management Office

AR
Army Regulation

AUTODIN
Automatic Digital Network

BASECOM
Base Communications

BSB
Base Support Battalion

CAPR
Capability Request

CD
Compact Disk

COMSEC
Communications Security

CONOPS
Contingency Operations

CTA
Common Table of Allowances

DA
Department of Army

DAMMS-R
Department of Army Movement Management System-Redesigned

DAPS
Defense Automated Printing Service

DCSIM
Deputy Chief of Staff for Information Management

DDN
Defense Data Network

DITCO
Defense Information Technical Contracting Office

DMS
Defense Message System

DNVT
Digital Non-Secure Voice Terminal

DOD
Department of Defense

DOIM
Director of Information Management

DSN
Defense Switched Network

DSN-E 
Defense Switched Network-Europe

DSVT
Digital Secure Voice Terminal

E-mail
Electronic Mail

FAN
Facility Area Network

Fax
FG6ile

FDDI
Fiber Distributed Data Interface

FY
Fiscal Year

GCCS
Global Command and Control System

GCCS-A
Global Command and Control System-Army

GOSIP
Government open systems inter-connection profile

HQDA
Headquarters, Department of Army

ICDS
Internal Cable Distribution System

IDIQ
Indefinite Delivery, Indefinite Quantity

IHFR
Improved High Frequency Radios

IM
Information Management

IMA
Information Mission Area

IMAR
Information Management Acquisition Request

IMO
Information Management Office/Officer

IMPAC
International Merchant Purchase Authorization Card

IMPG
Information Management Planning Group

INMARSAT
International Maritime Satellite

IPL
Integrated Priority List

ISDN
Integrated Systems Digital Network

ISPPS
Information System Planning and Programming System

IT 
Information Technology

ITE
Information Technology Equipment

ITMP
Information Technology Management Program

LAN
Local Area Network

MHZ
MegaHertz

MIPR
Military Interdepartmental Purchase Request

MRT
Mobile Radio Telephone

MS 
Microsoft

MSC
Major Subordinate Command

MSE
Mobile Subscriber Equipment

MTOE
Modified Table of Equipment

NIC
Network Interface Card

NIPERNET
Non-secure Internet Protocol Router Network

O&M, Army
Operations and Maintenance, Army

OC
Out-of Cycle

PBO
Property Book Office/Officer

PC
Personal computer

PKI
Public-Key Infrastructure

POP
Post Office Protocol

POSIX
Portable Operating Systems Interface for Computer Environments

PR&C
Purchase Request and Commitment

ROI
Return-on-Investment

ROM
Read-Only Memory

SCIA
Small Computer Issue Activity

SINCGARS
Single Channel Ground Airborne Radio System

SMS
System Management Server

SQL
Standard Query Language

SSA
Supply Support Activity

STACCS
Standard Army Management Command and Control System

STAMIS
Standard Management Information System

STU
Secure Telephone Unit

TSC
Theater Army Area Command

TACSAT
Tactical Satellite

TDA
Table of Distribution and Allowances

TDY
Temporary Duty

TOE
Table of Equipment

USAREUR
United States Army, Europe

VISC
Visual Information Center, Europe

VISE
Visual Information Services, Europe

VTC
Video-teleconferencing

WAN
Wide Area Network

WWW
Worldwide Web

Y2K
Year 2000

21ST THEATER SUPPORT COMMAND (PROVIONAL)


VIDEO TELECONFERENCING BASELINE


NETWORK





LOC





384 Kbps (Dedicated CKT to USAREUR)





ISDN





384 Kbps





PRISM SECURED HUB





256/384 Kbps











SJA Users





128  Kbps
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      1st TMCA    29th SG (DPC)   37th TRANSCOM       CONCORDE          MSG CNTR





21ST THEATER SUPPORT COMMAND 


VIDEO TELECONFERENCING


NETWORK OBJECTIVE





LOC





384 Kbps (Dedicated CKT to USAREUR)





ISDN





384 Kbps





PRISM SECURED HUB
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PRISM UNSECURED HUB





HQ, GSC-E, 256 Kbps





GSC-E Mannheim


256 Kbps





256/384 Kbps





SJA Users, 256 Kbps
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21ST THEATER ARMY AREA COMMAND
Assistant Chief of Staff, Information Management



COPIER POC’S RESPONSIBILITIES

DO:

		  Call immediately for service when copier  malfunctions.

		  Provide End-Month meter reading to your Copier Manager.

		  Inform your Copier Manager of any discrepancies in   paper deliveries (e.g. received wrong type paper, paper was left with wrong unit/section, contractor refused to bring paper to copier location, etc.)

		  Inform your Copier Manager to initiate a change to your monthly paper deliveries when needed.

		  Use only OCE provided Paper, Toner, and Supplies.



DON’T:

		  Use copier to consistently make more than 25 copies per original (Para 11-47b (1), AR 25-50).

		  Reproduce copyright material.

		  Copy material that is available through Publications Resupply Channels (ARs, Blanks Forms, etc).

		  Repair the copier yourself.

		  Relocate the copier without prior approval by OCE.

		  Take the copier to the field.

		  Refuse paper deliveries.

		  Use OCE paper for other office equipment (Cost of 1 Ream Regular Paper is $2.35 versus $14.00 for OCE Paper).
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