21st Theater Support Command

Information Assurance Standard Operating Procedures

For Unclassified / Classified Processing


[image: image1.png]


[image: image2.png]



21st Theater Support Command




Table of Contents

Forward…………………………………………………………………………………………  5
1.  Introduction

1.1
Purpose………………………………………………………………………….  6

1.2
Scope……………………………………………………………………………  6

1.3
Assumptions…………………………………………………………………….  6

1.4
System Identification

1.4.1
System Name or Title…………………………………………………...  7

1.4.2
General Description and Purpose of Unclassified 

Local Area Network…………………………………………………….  7

1.4.3
General Description and Purpose of Classified

Local Area Network…………………………………………………….  7

1.4.4
System Operational Status………………………………………………  8

1.5
Responsible Organization……………………………………………………….  8

1.6
Points of Contact………………………………………………………………...  9

1.7
Threats…………………………………………………………………………..  9

1.7.1
Threat Identification……………………………………………………. 10


1.7.2
USAREUR Threat……………………………………………………… 10


1.7.3
Overall Threat…………………………………………………………...10

2.  Roles and Responsibilities…………………………………………………………………. 10
2.1
The Designated Approving Authority………………………………………….. 10
2.2
Information Assurance Manager……………………………………………….. 11
2.3
Information Assurance Officer…………………………………………………. 13
2.4
Systems Administrators / Network Administrators…………………………….. 14
2.5
Information Technology Users…………………………………………………. 16
2.6
Contractor Employees………………………………………………………….. 18
2.7
Maintenance Personnel…………………………………………………………. 18
3.  System Certification and Accreditation………………………………………………….. 18

3.1
DITSCAP………………………………………………………………………. 19

3.2
Risk Assessment……………………………………………………………….. 19

3.3
Communications Security Management……………………………………….. 20

3.4
Employee Owned Hardware and Software……………………………………..20
4.  Information Assurance Training Program……………………………………………… 20

4.1
User Training………………………………………………………………….. 20

4.2
Systems Administrators, Network Managers, and

Information Assurance Managers Training…………………………………… 20
4.3
Information Assurance Officers Training…………………………………….. 21
4.3.1
Brigade and Battalion level IAO……………………………………... 21
4.3.2
Staff Sections IAO……………………………………………………. 21
4.4
21st Theater Support Command Systems Administrators and

Network Manager Training……………………………………………………. 21
4.5
Security Awareness Training………………………………………………….. 22
5.  Vulnerabilities…………………………………………………………………………….. 22
5.1
Information Assurance Vulnerability Alerts………………………………….. 22
5.2
Network / Computer Intrusions……………………………………………….. 23
5.3
Virus Transmission via E-Mail………………………………………………... 23
5.4
Exchange Server Virus Procedures………………………………………….… 23
5.5
RCERT-E Virus reporting….………………………………………………… 24
5.6
Incident Reporting……………………………………………………………... 24
5.7
Commander’s Critical Information Requirements…………………………….. 25
5.8
RCERT-E Incident Worksheet..………………………………………………. 25
5.9
Information Systems Security Scans…………………………………………....25
6.  Physical, Personnel and Computer Security


6.1
Security Operational Procedures……………………………………………….. 25

6.2
Site Account Management Operational Procedures……………………………. 25

6.3
Process Users…………………………………………………………………… 26

6.4
Account Change………………………………………………………………… 26

6.5
General Security Operational Procedures………………………………………. 26

6.6
Password Management…………………………………………………………. 27

6.7
Malicious Logic Protection / Anti-Virus Scanning…………………………….. 28

6.8
Security Audit Management…………………………………………………. 28

6.9
How to Respond to Suspicious Activity or a Security Incident……………… 28

6.10
Chain Letters, Hoaxes and Virus Warning E-Mail…………………………… 30

6.11
Contingency Operations……………………………………………………… 30

6.12
Security Configuration Management Operational Procedures……………….. 30

6.13
Network Interconnection and Security……………………………………….. 31

6.14
Communication / Transmission Security……………………………………... 31

6.15
Communications Security…………………………………………………….. 31

6.16
TEMPEST…………………………………………………………………….. 32

6.17
Personnel Security…………………………………………………………….. 32


6.17.1
Individual Accountability and Reliability…………………………….. 32


6.17.2
Least Privilege………………………………………………………… 32


6.17.3
Separation of Duties…………………………………………………… 32


6.17.4
Implementation………………………………………………………… 33

6.17.5
ADP Categories………………………………………………………… 34

6.18
Internet Access and Controls…………………………………………………... 35

6.19
Physical and Personnel Security……………………………………………….. 36

6.20
Physical Security…………………………………………………………….…. 36

6.21
Access Control…………………………………………………………………. 37

6.22
Protected Distributed Systems (PDS)………………………………………….. 38
            6.23     Disposal/re-use of hard drives…………………………………………………..38


6.24
Environmental Protection………………………………………………….……38
7.  Organizational Inspection Program and Staff Assistance Visits……………………….. 39
8.  Conclusion…………………………………………………………………….…………..... 39
APPENDICES

Appendix A
Information System Security Training Briefing for Users…………………….. 40
Appendix A-1 Computer User Agreement form………………………………………………..42
Appendix B
Password Creation Policy……………………………………………………… 46
Appendix C
Continuity Files………………………………………………………………… 47
Appendix D
Request for Access to the 21st TSC Network………………………………….. 48
Appendix E
Communications Security……………………………………………………….51
Forward:

“Our warfighting capability greatly depends on the integrity of our automated information systems.  These systems give us the leading edge in information dominance by enabling us to make effective operational decisions.  These systems, however, are being attacked every day.  External threats range from casual weekend hackers to state-sponsored attacks seeking to alter or exploit our data.  Our best defense is information assurance.” 

“Information assurance protects our automated information systems and preserves the integrity of our information.  Commanders have the lead in raising unit awareness; but every member of the command and staff must understand the security risks involved in using a computer and the responsibility of running a network with secure functions.  Everyone also needs to know how to recognize and respond to attacks on our systems.” 

“Leaders must enforce information assurance.  Every individual in USAREUR who uses a computer is a target for our adversaries.  I, therefore, expect every individual to be trained, ready, and proficient in assuring the security of our information systems.” 

                                                                                                        GEN B.B. Bell

                                                                                                        Command Policy Letter # 4

                                                                                                        3 May 2003

The guidelines provided are designed to inform users, systems administrators, and managers what is expected of them in safeguarding the intellectual property of 21st Theater Support Command.  These guidelines are not “set in stone” and will change as technology and intrusions evolve.
1.  Introduction

In conjunction with AR 380-5, AR 25-2, AR 380-40, AND AR 380-67  this documents Information Assurance Standard Operational Procedures (IASOP) constitutes the system’s rules of behavior as required by the DOD Information Technology (IT) Security Certification and Accreditation (C&A) Process (DITSCAP), 5200.40 (30 December 1997).

1.1  Purpose

This IASOP identifies site security and information assurance operating procedures specific to the unclassified and classified Local Area Network (LAN), to systems connected to this network and/or to standalone classified processors. Security operating procedures implement security policy. This IASOP describes what should be accomplished and who should do it.

This IASOP explains the concept of separation of duties and identifies functions of system users and managers. As written, it is not applicable to Department of Defense Intelligence Information Systems (DODIIS).

1.2  Scope

This IASOP is generic in nature.  If procedures are needed which are unique to a specific processor, they are included as appendices to this IASOP. This IASOP is not a technical security implementation guide.  It does not include information for using or implementing a specific security tool or product. It does, however, refer to other sources (e.g., Web site or regulations).

1.3  Assumptions

This IASOP is based on these assumptions:

· Each network and connected system is fully accredited or has an interim approval to operate (IATO) signed by an acceptable Designated Approving Authority.

· Each organization has a trained and qualified person responsible for security of information technology (IT), who will tailor this IASOP and the Briefing at Appendix A to meet specific organizational needs.

· Connected systems including processors, LANs, sub-networks (e.g., GCCS) meet the same requirements as IT covered by this IASOP.

· Operational procedures described in this document are independent of parent organization, and generally independent of location (e.g., Garrison or field).  However, differences in those locations may make it necessary to modify this IASOP by annotation, or by addition of appendices that are specific to those differences.

1.4  System Identification

This IASOP is applicable for all users of the unclassified and classified Local Area Network (LAN) and to users of all systems/networks connected to it, and to all stand-alone classified processors in the 21st Theater Support Command (TSC).
1.4.1  
System Name or Title

The 21st TSC LandWarNet (unclassified) formerly known as NIPRNET and LandWarNet (classified) formerly known as SIPRNET will be referred to as LWN (U) and LWN (C) respectively, for the remainder of this document.
1.4.2  General Description and Purpose of the LWN(U) 

· The LWN (U) provides authorized users access to the computers, systems, e-mail and information required for the accomplishment of their official duties.

· The LWN (U) provides limited personal use of the network and e-mail for moral, welfare and recreational purposes as defined by O5 and higher commanders. USAREUR policy is available at http://www.aeaim.hqusareur.army.mil/library/ltr/2014L.htm.
· It also provides general public access to non-sensitive, public release information as cleared by the Public Affairs Office.
1.4.3  General Description and Purpose of the LWN (C) 

· The LWN (C) is a U.S. SECRET (only) data network.  Access is restricted to authorized U.S. users with U.S. SECRET clearances. It provides users access to the Secure Data Network (SDN/Army LWN(C) .

· The classification level of the SDN/Army LWN (C), and every system connected to it, is U.S. SECRET. The classification of every processor or network connected to this LAN is U.S. SECRET.

 

       This LAN is connected to the SDN/Army LWN (C) via this router node:  KLN-SGW1 (located at the Kaiserslautern GIG Site). 

· The system security mode of operation is system-high U.S. SECRET
1.4.4  System Operational Status

DISA accredits the SIPRNET as a whole.  The Commander, 5th Signal Command accredits the Secure Data Network as a whole.  However, those overall accreditations do not preclude the need for connected IT to be accredited by their respective accrediting authorities.  Each connected computer site must be accredited for local operation by a user-site DAA, and a copy of that accreditation furnished to the Network Service Center (NSC) as a prerequisite for connection to the SDN/Army LWN (C).

1.5  Responsible Organization

The Designated Approving Authority (DAA) (i.e., Accrediting authority) for the Headquarters, 21st TSC Army LWN (U)/LWN (C) is the Deputy Chief of Staff and/or G3.  Under the site based accreditation approach, we accredit - as a single unit - the network and all processors, or sub-networks or personal computers connected to it, as well as stand-alone computers.

COMSEC Account (5DE116) manages the COMSEC key(s) used to secure telecommunications.
In addition to duties outlined in section 2, this organization’s appointed Information Assurance Manager (IAM) shall:

· Establish and manage the command Information Assurance (IA) Program.

· Manage the USAREUR Information Assurance Training Program.

· Act as the central 21st TSC point of contact for security alerts and bulletins issued by RCERT-E and other appropriate agencies.

· Provide IA guidance.

· Establish a procedure to document the status of IT accreditation.

· Establish, conduct, and oversee a program of announced and unannounced IA inspections.

· Maintain liaison with supporting USAREUR Information Assurance (IA) Program Manager, Network Service Center (NSC), Regional Computer Emergency Response Team-Europe (RCERT-E), and other support elements.

· Enforce Internet security policy contained in AR 25-2.

If an IAM is not appointed, these functions will be performed by a designated IAO.

1.6  Points of Contact

· DAA for HQ, 21st TSC Army LWN (U):  21st TSC Deputy Chief of Staff, 484-7758.
· DAA for HQ, 21st TSC Army LWN (C):  21st TSC G3, 484-7107.
DAA for subordinate units are:


Army LWN (U)/(C ):  The first 0-6 or GS-15 (or higher) in the chain of command
· IAM: Mr. Erich Albrecht, DSN 484-8283, erich.albrecht@hq.21tsc.army.mil.
· Alt IAM: Ken Crom, DSN 484-7061, ken.crom@hq.21tsc.army.mil
· Headquarters, 21st TSC IAM/IATP Coordinator:  Ms. Jenifer Maxa, DSN:  484-7864, jenifer.maxa@hq.21tsc.army.mil
· The G2 provides personnel security, physical security, and information security support to the IA Program.  Unit S2s also provide this support. The 21st TSC G2 POC is Mr. Paul Zedalis, DSN 484-8058, zedalisp@hq.21tsc.army.mil.
· Command Network Manager / System Administrator:  Mr. Jerry Butler, DSN 484-7876, jerry.butler@hq.21tsc.army.mil.
· Command SIPRNET Systems Administrator:  Mr. Rene Muniz-Bermudez, DSN 484-7741, rene.muniz-bermudez@hq.21tsc.army.mil.

· USAREUR Information Assurance Program Manager: DSN 380-5220/5204/5232;

· Regional Computer Emergency Response Team, Europe: DSN 380-5223/24;

· The 21st TSC COMSEC Custodian:  Mr. Quinones, 484-7644, Ricardo.quinones@hq.21tsc.army.mil 
1.7
Threats

Threats cause potential loss.  There is no direct control over threats and little can be done about threats other than trying to understand them.  Only the implementation of safeguards can protect against threats.

There are two categories of threats to computer security:  deliberate threats and non-deliberate ones.  Deliberate threats involve acts intentionally taken to breach computer security.  Non-deliberate threats involve situations when computer security is threatened by non-human forces, or by human actions that are not intended to breach security but have that effect.  Threats can be internal or external.  Internal threats are from entities that have legitimate access, while external threats come from entities that have unauthorized access.

1.7.1  Threat Identification
Threat identification is the process of identifying a user or even with the potential to cause harm.  Typical threats are errors, fraud, disgruntled employees, fires, hackers, and viruses.  It is most important to be able to identify the threats that are most likely to be able to cause harm.  To do this you must identify what your system has that would be of interest to attackers.

1.7.2
USAREUR Threat

Due to an open architecture necessary to facilitate the use of information technology the USAREUR Secure Data Net and the Common User Data Networks that carry classified or unclassified email and data communications are susceptible to intrusion, disruption, denial of service, and manipulation.

1.7.3
Overall Threat

The United States Army is involved in a war to determine who will have access to your information.  There are numerous threats to our information systems and the user is the first line of defense. Our systems are vulnerable to foreign intelligence services (FIS), terrorists, criminals, hackers and disgruntled individuals and groups.  Some attacks against government information systems are from trusted insiders rather than outsiders.  Some threats are from trusted, but inexperienced users.

2.  Roles and Responsibilities

This section identifies required site security positions, and respective responsibilities.  Specifically addressed are the site roles and responsibilities of the site System Administrator (SA), Information Assurance Managers (IAM), and the site Information Assurance Officer (IAO).

AR 25-2 (chapter 3) provides an extensive list of roles and responsibilities, including a security management structure.  Those procedures are mandatory for this site.  The remainder of this section amplifies that structure with regards to information assurance.
2.1  The Designated Approving Authority (DAA)

The DAA is at the top of the security hierarchy. The DAA is the official responsible for authorizing the operation of an information system based on the evaluation of risk. The DAA is responsible for issuing the accreditation statement which indicates that the DAA formally accepts security responsibility for the operation of the system, and officially declares that the system is adequately protected against compromise, destruction, or unauthorized modification under stated parameters of the accreditation.  The Commander, USAREUR and 7th Army has delegated Army LWN (U) and Army LWN (C) DAA authority to the first O-6 (must be principal staff officer), or civilian equivalent, in the chain of command.  This delegation cannot be further delegated.  This means that battalion commanders, and civilian equivalents, can no longer serve as the DAA for their systems.  The DAA shall ensure:

· An effective Information System Security (IA) education, training, and awareness program is in place.

· An IA staff is appointed and adequately trained. An Information Assurance Officer (IAO) as the commander’s executive agent for executing the unit’s IA Program. The IAO will have sufficient authority to ensure that other IA personnel are appointed, trained, and are executing their IA duties and responsibilities. Further, the IAO will ensure that the Information Management Officers (IMO) are executing their IA responsibilities and that System Administrators (SA) are trained and executing their IA responsibilities and duties.

· Suspected security violations are documented, reviewed, and reported by the IA staff.

· Appropriate actions are taken to correct security vulnerabilities.

· IT equipment, supplies, software, maintenance services, and other professional services are acquired, and satisfy the site’s security requirements.

· Security requirements are included in the site’s life cycle management documentation.

· Accreditation/Certification is properly completed in a timely manner IAW AR 25-2.

2.2  Information Assurance Manager (IAM) 

The IAM is the Commander’s executive agent for oversight and execution of the unit IA Program. The IAM provides technical support to the DAA and to the Command and Control (C2) Protect Triad (consisting of the G2, G3, and G6).  The IAM is appointed only at the G-6 level.  The IAM cannot physically execute all the organization’s IA requirements. The IAM executes certain specific IA duties and coordinates and provides oversight of IAOs and SAs to ensure they execute their IA duties. The IAM will:

· Be knowledgeable of IA standards established in all applicable published guidance.

· Attend IA Computer Network Defense (IACND) Level I, II and III within six months of being appointed as the IAM.  The IAM will also attend the Information Assurance Manager’s Course. Additionally, the following CBT courses are required within 12 months of appointment; Department of Defense Designated Approving Authority and Information Assurance Policy & Technology. 
· As space is available and time permits, the IAM will also attend the following training:

· Microsoft 2151, Windows 2000 Network and Operating System Essentials

· Microsoft 2152, Supporting Windows 2000 Professional Server

· Microsoft 2153, Supporting Network Infrastructure Using Windows 2000

· Microsoft 2154, Implementing and Administering Win2000 Directory Services

· Ensure that IAOs are appointed, trained and execute their duties and responsibilities.

· Ensure that all appointed individuals meet the appropriate ADP sensitivity levels required for their positions (AR 380-67, appendix K).

· Copies of appointment orders for all IAOs and SAs will be supplied to the IAM for inclusion in the files.  Subordinate commands will furnish copies of all appointment orders to the 21st TSC Information Assurance Manager.  Appointment orders are used to verify authorization for applicable IT training.

· Establish a unit-wide system to ensure initial installation and update of mandatory DoD anti-virus software.

· Ensure initial and annual refresher IA user training is conducted and documented.

· Implement procedures to ensure all IA incidents are reported to the Regional Computer Emergency Response Team, Europe (RCERT-E).

· Verify IAO and SA method of ensuring that all passwords are at least ten characters long, contain at least two numbers, two special characters, two upper case and two lower case characters, contain no dictionary words and are changed every six months.  

· Ensuring system security safeguards are included in system design and implementation, and individual IT comply prior to connecting to the network.

· Developing and promulgating standard security procedures for user-site operations.

· Ensuring that security measures and procedures for remote access at any network entry point fully supports the security integrity of the network.

· Maintain a continuity file as outlined in appendix C of this IASOP.

· Maintaining liaison with the USAREUR Information Assurance Program Management Office, 5th Signal Command’s RCERT-E and other security management structure.

2.3  Information Assurance Officer (IAO) 

The IAO is the brigade and battalion Commanders and Staff Director’s executive agent for oversight and execution of the unit IA Program. The IAO provides technical support to the DAA and to the Command and Control (C2) Protect Triad (consisting of the S2, S3, and S6).  The IAO cannot physically execute all the organization’s IA requirements. The IAO executes certain specific IA duties and coordinates and provides oversight of IAOs and SAs to ensure they execute their IA duties.  The IAO ensures that IA standards are met at company, staff agency and section level. The IAO has the most interaction with system users.  Duties of the IAO are described in AR 25-2, chapter 3, and include:

Be knowledgeable of the numbers and type of automation equipment under their supervision and maintain this information on the 21st TSC automation database.  In addition, ensure all users are trained, security software is installed and risk management is performed. The IAO duties do not require a hand receipt of hardware and software. This is a property book issue and not a security issue.

Ensure that mandatory DOD anti-virus software is loaded, operational and current available from RCERT-E home page, https://iassure.usareur.army.mil/.
Ensure system users receive training/briefings on security awareness, policies and procedures prior to their accessing the system.  Ensure initial and annual refresher user training. (See Appendix A for suggested initial or annual refresher IA training). 

· Ensure users have access to, and comply with this IASOP.

· Report IA incidents as directed in this IASOP.

· Brigade and battalion IAOs will attend IACND Level 1 and II course within six months of being appointed as the IAO.  Staff IAOs will attend non-technical IAO training prepared by the 21st TSC IAM.

· Serve as the focal point for IT security matters.

· Implement DA Information Systems Security Program, which includes preparing and submitting accreditation documentation.

· Ensure maintenance of an inventory of IT hardware, system software (current releases), and major functional applications/systems.

· Maintain a continuity file as outlined in appendix C of this IASOP.

· Monitor system activity, to include identifying the levels and types of data handled by the IT, verifying password policy (and frequency of change), reviewing audits to ensure compliance with security policies and procedures; identifying security violations and reporting security infractions.

· Conduct and document a site risk assessment and contingency plan.

· Participating in preparation of the organization’s customized IASOP.

· Implement safeguards required by directive.

· Ensure that network interfaces, hardware connections, at remote terminal areas are physically protected to the system-high level.

· Limit system access to authorized users.

· Verify that each user has the requisite need-to-know, proper clearance, and access authorizations for data they will access to do their job.

2.4  Site Systems Administrator, Information Assurance Officers, and Network Managers

Those users designated as Systems Administrators (SAs), Network Managers (NMs) or Information Assurance Officers (IAOs) are further charged with the responsibility of their piece of the 21st TSC network as well as all users connected to their piece of the network.  

The Site SA, IAO, and NM/administrator although not having “security” as part of their position title, are responsible for the secure configuration of each system under their care.  The SA is usually the first person the user should turn to when noticing a problem with the system or security.  They are responsible for maintaining system security configuration during operations after initial setup. They must maintain a close and cooperative working relationship with the site IAO.  Minimum baseline configurations must conform to standards outlined in UR supplement AR 25-2 (found on the RCERT-E home page, https://iassure.usareur.army.mil.  All host SAs shall be registered with the ANOSC, through the RCERT-E. See web site above.  They shall also follow conditions and restrictions outlined in AR 25-2, paragraph 4-5(t).
SAs, IMOs, and NM/Administrators will:

· Coordinate requests for new or upgraded information systems and networks with the unit IAO to ensure the new or upgraded system meets the security requirements.

· Ensure that all network hosts/servers and networks are registered with the RCERT-E at https://iassure.usareur.army.mil .

· Ensure the current authorized DOD warning banner is installed on all networked systems in a manner that a reasonable person will have the opportunity to view before beginning any processing, editing, or viewing of data on the network.

· Install and configure software and subsequent security patches.

· Ensure network/e-mail usage is maintained IAW USAREUR Policy,
      https://www.aeaim.hqusareur.army.mil/library/bul/aeb2004-10.htm#05
· Report any security incidents involving automated systems (e.g., external or internal intrusions, misuse of permissions or passwords, denial of service, etc.) to the IAM, the organization IAO and the RCERT-E.

· Be knowledgeable of common configuration vulnerabilities for each system and install patches and updates for hosts/servers in a timely fashion.

· Do not implement any network trusts or share with non-government networks that could give network access to non-government personnel.

· Establish and enforce appropriate user permissions. Violation or attempted violation of established permissions is a reportable security incident.

· Comply with RCERT-E IA vulnerability alerts (IAVA) or advisories that may direct the checking of systems, and work with the IAO to provide necessary feedback.

· Develop and implement a password policy that will ensure that all passwords are at least ten characters in length, contain at least two numbers, two special characters, two upper case and two lower case characters, and are changed every three months. 

· Maintain a continuity file as outlined in appendix C of this IASOP.

· Help enforce security.

· SAs and Network mangers are required to attend the following training:

· IACND Level I, II, and III

· USAREUR, Organizational Unit Administrator ( UATP )

· Microsoft 2151, Windows 2000 Network and Operating System Essentials

· Microsoft 2152, Supporting Win2000 Professional Server

· Microsoft 2153, Supporting Network Infrastructure Using Win2000

· Microsoft 2154, Implementing and Administering Win2000 Directory Services

· Microsoft 1571,1572 Exchange 2000

· Microsoft 2126 Managing Windows 2000

· Microsoft 827,828 Systems Management Server

2.5  Information Technology (IT) Users

Commanders, Information Assurance Managers / Officers, Systems Administrators, Division Chiefs, Team Leaders are all charged with the responsibility of ensuring all users under their control are properly trained and adhere to the training received.  Every member of 21st TSC is a user no matter what your official title/designation may be.  We all have a responsibility to protect the security of the 21st TSC network resources.  All of us must be dedicated to safeguard the information produced within 21st TSC.

The user is the first line of defense in USAREURs IA strategy. Users must be active participants in safeguarding information. Users will:

· Ensure the latest anti-virus software is installed on processors they use.

· Check disks for viruses prior to use.  Even pre-formatted disks may be contaminated.

· Not download a file without checking the file for viruses.

· Protect all passwords –

· The password must be ten characters in length, consisting of at least two numbers, two special characters, two uppercase and two lowercase alpha character, also contain no words found in the dictionary and must be changed at a minimum every three months for both unclassified systems and classified systems. 

· Do not allow anyone to have or use your password.  If you suspect that your password has been compromised, report the incident to your SA or IAO immediately.

· Do not store your password on any piece of computer hardware, on the surface area near your computer or on any magnetic or electronic media.

· Users are responsible for all activity that occurs on their individual account once logged on to the network.  Users should never leave a computer unattended and accessible if it is logged on.  All computers will use a “password protected” screensaver.

· Know the chain for reporting security incidents (e.g., Suspected intrusions, viruses and unexplained operating anomalies) and report these incidents to the IA chain.

· Not forward chain e-mail.  This includes virus warnings.  The Regional Computer Emergency Response Team, Europe (RCERT-E) will disseminate virus alerts and threat advisories that will be passed to the users through the IAM/IAO, SA or Network manager. Report all chain e-mail or warnings to your Information Assurance Officer (IAO) and delete the message.  The IAO should inform the IAM of chain email or warnings received from IT users.  IT users should never forward a chain email or warning even to report the message or to tell an individual that they should not have forwarded the information.

· Use a government computer only for official business.  Use of the Internet for personal use consumes network resources and hampers the conduct of official business.  The misuse of government property is a violation of law. (Reference USAREUR Computer User Test and policy information found at https://www.uatp.hqusareur.army.mil/).  This also refers to sending broadcast messages to e-mail distribution lists when the message sent is not official business.  Broadcast messages flood the e-mail servers and cause severe degradation of services provided.  Refer to the 21st TSC policy on “mass e-mails”.
· Not process, store or transmit classified information on non-secure telecommunications systems. Official DoD telecommunications systems, including telephones, facsimile machines, computer networks, and modems, are subject to monitoring for telecommunications security purposes at all times. Use of official DoD information systems constitutes consent to telecommunications monitoring.

· Inform the IA chain when access to a particular system is no longer required (e.g., Project completion, transfer, retirement, and resignation). This will insure that the account and associated passwords and permissions are eliminated and will minimize likelihood of unauthorized use.

· Not reconfigure an accredited system without permission of the system administrator and the IA chain. All changes impacting accreditation must be documented in an updated accreditation.

· Only process information on a system that has the same classification.  For example, do not process classified information on systems that are only accredited for unclassified processing.

System users must be integrated into the site’s security program. Users should be aware that the use of IT is a privilege that can be revoked. User responsibilities include:

· Comply with this security policy and applicable security regulations.

· Do not leave IT logged in and unattended without a control mechanism in place to prevent unauthorized use.

· Use government resources only for the performance of official duties.

· Protect data, software, and hardware.

· Access only the resources authorized.

· Complete IT security training IAW USAREUR IA policy.  

· Avoid fraud, waste, and abuse of IT resources and comply with DA Internet Policy 

· Protect proprietary and copyrighted material.

· Inform site security staff of the classes and types of information they process.

· Provide requested input to surveys and accreditation documentation.

· Upon departure from assigned units/staff sections, all users will out-process with their network systems administrator to ensure their e-mail account is deleted.

2.6  Contractor Employees

Contractor employees must be cleared to the highest level of data the IT is accredited to process.  This requirement must be clearly stated in all statements of work and final awarded contracts.  All systems provided by contracted vendors for their employees must conform to the standards outlined in this IASOP.  This includes the activation of screen savers, creating of passwords, maintenance of passwords, and software security baselines.  

2.7  Maintenance Personnel

Maintenance personnel must be cleared to the highest level of data the IT is accredited to process. Even if maintenance personnel might not access classified data during their maintenance operation, they still should be cleared for the highest level of data processed on the system. If this is not feasible, individuals with the technical expertise to detect unauthorized modifications will monitor maintenance personnel all times during their maintenance operation.
3.  Certification & Accreditation

Accreditation of automated information systems is covered in AR 25-2. Contact the 5th Signal Command’s Secure Data Network (SDN) security officer for assistance in accrediting SECRET systems connected to the SDN.  Contact the USAREUR Information Assurance Program Manager (IAPM) for assistance in accrediting TOP SECRET systems. For information on the accreditation process (with sample templates/documents) see USAREURs Information Assurance and Computer Security home page: https://iassure.usareur.army.mil or contact the 21st TSC Command Information Assurance Manager.

The network and connected systems must be certified and accredited in accordance with AR 25-2, Chapter 5 and DITSCAP.  Certification testing of centrally fielded systems is the responsibility of the system program manager, and must be identified in that system’s accreditation documentation. Generic accreditation does NOT preclude the need for individual user sites to accredit their fielded systems, documenting all deviations from the generic/baseline accreditation.  
Roles and responsibilities of the DAA are in AR 25-2, Chapter 3 or in paragraph 2.1 of this document.

Final approval to operate (while connected to the SDN) is a responsibility of the SDN DAA.  The Defense Information Systems Agency (DISA) issues final approval authority for all direct connections to the Army LWN (C), formerly known as SIPRNET.

3.1  DITSCAP

DOD Information Technology Security Certification and Accreditation Process (DITSCAP) is a four-phase process consisting of the definition, verification, validation, and finally post accreditation phases.  It consists of a comprehensive evaluation of the technical and non-technical features of an AIS and other safeguards, made in support of the accreditation process, to establish the extent to which a particular design and implementation meets a specified set of security requirements.  A standardized USAREUR DITSCAP template can be found at https://iassure.usareur.army.mil .
3.2  Risk Assessment

First, a risk assessment must be conducted to determine what kinds of controls are required to protect the organizational assets.  Risk assessment examines what you are trying to protect and how much is it worth to you, the organization, and how much to you, again the organization, depend on this asset.  Risk assessment also examines, from every angle, what could possibly threaten your assets and what weaknesses exist that would allow the threat to materialize.  This assessment also looks at the possibility of loss should the threat occur and what controls could have been put in place to negate or eliminate the threat’s occurrence.

Risk assessment is composed of two parts:  the vulnerability assessment and countermeasure assessment.  The vulnerability assessment dissects an existing system and evaluates the existing security, including how personnel are complying with current policies and guidelines.  The result of the vulnerability assessment will give a detailed picture of the existing weaknesses in the present system, as well as how widespread the problems are and which individuals identified the vulnerability.  Countermeasures are the fixes or acceptance of the risks associated with the vulnerabilities identified.

Risk assessment is the most cost-effective safeguard an organization can employ.  It provides a listing of the vulnerabilities as well as defensive measures to protect the organization’s assets.

3.3  Communications Security Management

The COMSEC Custodian provides keying material used on the classified LAN.  COMSEC key shall be protected IAW AR 380-40 (e.g., In personal possession of an appropriately cleared individual, or stored in an approved container).  Incidents involving COMSEC key shall be reported to the COMSEC custodian for action.

3.4  Employee Owned Information Systems including Software

Employee owned hardware is prohibited from accessing or connecting to a Government Owned Information System (this includes but not limited to PDAs, zip drives, stick drives, etc). The use of personally owned software is also prohibited (includes but not limited to music CDs, DVDs, data CDs, etc). For specific guidance see  https://www.aeaim.hqusareur.army.mil/library/ltr/ul2003-029.htm  and USAREUR 25-2 supplement.
4.  Information Assurance Training

Training is the cornerstone to a successful IA program.  An educated user is our greatest asset in protecting our networks.  Everyone should know what constitutes permissible uses of their system and what their role is in ensuring network security. Appendix A-1 is the USAREUR Computer Users Agreement form which all personnel are required to read and sign before being granted access to the network. This form outlines some of the user responsibilities as well as, permitted and prohibited activities.
4.1  User Training

Training all users in the proper, ethical use of their information systems equipment is paramount to ensuring a successful information assurance program.  USAREUR has published a Computer-User Guide for training and desktop use.  A copy of this guide and the online Computer Users Test can be found at https://www.uatp.hqusareur.army.mil. 

4.2  Systems Administrators / Network Managers / Information Assurance Managers 

Commanders will ensure that all Systems Administrators, Network Managers and Information Assurance Managers are trained to the same standard; the USAREUR standard.  USAREUR has mandated that all SAs, NMs and IAMs will complete at least the first of three information assurance courses.  SAs and NMs must be scheduled for the remaining two courses, prior to being granted elevated administrative privileges.  Cancellation of mandatory IA courses for other than mission essential support will result in not having applications processed or accepted for non-mandatory training.  These mandatory courses are:


a.  IACND Level I, II, and III.
4.3  Information Assurance Officer Training

The 21st TSC has three levels of IAOs:  Brigade, Battalion and Staff level.  Training requirements for all levels of IAO are outlined below.

4.3.1
Brigade and Battalion Level Information Assurance Officer

Brigade and Battalion Commanders will ensure that all Information Assurance Officers are trained to the same standard; the USAREUR standard.  USAREUR has mandated that all IAOs will complete at least the first of three information assurance courses.  IAOs may be scheduled for the remaining two courses on a space available basis.  Cancellation of mandatory IA courses for other than mission essential support will result in not having applications processed or accepted for non-mandatory training.  These mandatory courses are:


a.  IACND Level I, II, and III
4.3.2  Staff Level Information Assurance Officer
Staff level Information Assurance Officers are held to a different standard than their Battalion level counterparts.  Staff level IAOs normally perform functions not related to the IT industry and as such are not required to have the same technical level of IT training.  Non-technical training has been developed for the Staff IAOs to assist them in the performance of this extra duty.  This is a mandatory requirement for 21st TSC Staff IAOs.

4.4  21st Theater Support Command Systems Administrator / Network Manager Training

21st TSC has mandated that all SAs and NMs will complete four Microsoft courses, in addition to the three USAREUR courses.  These courses must be scheduled prior to SAs and NMs being granted elevated administrative privileges.  Cancellation of mandatory SA/NM courses for other than mission essential support will result in not having applications processed or accepted for non-mandatory training.  If space is available, IAMs may attend these courses.  These additional mandatory courses are:


a.  Microsoft 2151, Windows 2000 Network and Operating System Essentials


b.  Microsoft 2152, Supporting Windows 2000 Professional Server


c.  Microsoft 2153, Supporting a Network Infrastructure Using Windows 2000


d.  Microsoft 2154, Implementing and Administering Windows 2000 Directory Services

4.5 Security Awareness Training

All 21st TSC users will comply with paragraph 3(a) of the 21st Theater Support Command  Policy Letter # 20 (Information Assurance).
5.  Vulnerabilities

As technology and computer systems become more complex, they are more prone to have security holes.  At the same time, computer hackers are becoming more knowledgeable and sophisticated.  Highly available communication channels and networks are spreading knowledge of security holes and hacking techniques widely and quickly.  Networks also enable quicker spreading of problems such as computer viruses and undesirable messages, whether intentional or not.  These problems may cause certain mission-critical resources to be unavailable.

Vulnerability is defined as a condition, weakness or absence of security procedures, technical controls, physical controls, or other controls that could be exploited by a threat.  Vulnerabilities are often analyzed in terms of missing safeguards.  Vulnerabilities that are already known are the most common source for intrusions.  Hackers write tools to exploit these vulnerabilities.  Administrators must keep up to date by researching known vulnerabilities for all the systems in use to avoid loss.  Vulnerabilities contribute to risk because they may allow a threat to harm a system.  Vulnerabilities exist in hardware and software, in policies and procedures, and in people.

Systems Administrators will ensure that all automated systems under their control, e.g., LWN (U)/LWN (C) are maintained to the HQ, USAREUR/RCERT-E baseline.  In other words, the anti-virus software is kept updated and all applicable Information Assurance Vulnerability Alerts (IAVAs) are applied. 

5.1  Information Assurance Vulnerability Alerts

The Regional Computer Emergency Response Team – Europe (RCERT-E) transmits information assurance vulnerability alerts (IAVAs).  IAVAs are a means of quickly notifying commands of a specific threat(s) to our information systems.  IAVAs normally contain very specific, detailed information on how to install the necessary safeguards to counter the specific threat.  Commanders at all levels will ensure IAVAs are acted upon quickly.  Information systems with high or medium vulnerabilities that cannot be corrected to meet IAVA compliance standard within 24 hours of initial notification will be taken off of the network and will not be re-connected until a “patch” is successfully applied.  Systems that fall into this category will be reported through S3/S6/IMO channels to the HQ, 21st TSC G3/G6.

5.2  Network / Computer Intrusions

Breeches of information security procedures, “Hacking”, or other network/computer intrusions will be reported to this headquarters, using Commander’s Critical Information Requirements (CCIR) format, as soon as the incident is discovered.  Reports will be sent through operational channels to the G3 Emergency Operations Center, the command group, the G6, Information Assurance Manager, and G-6 Network Manager.

5.3  Virus Transmission via E-Mail

The computer virus is one of the most well known risks to network security.  Like a medical virus, a computer virus spreads by attaching itself to healthy programs.  After it infects a system, the computer virus attaches itself to every executable file, object file, or both, on the system where the virus resides. 

E-mail is one of the biggest concerns for systems administrators.  If the anti-virus software installed on the user’s computer does not contain the latest signature update, viruses are easily propagated.  RCERT-E publishes the dates for the latest anti-virus signature updates; users must ensure their systems are compliant.  Systems administrators should ensure the updates are pushed out to the users during the log in session. 

All e-mail services for battalion and below will be hosted on e-mail servers at the brigade or higher headquarters echelon.  No Exchange Servers will be maintained at the battalion or below levels.  The 21st TSC Network Manager, and his staff, is required access to all Exchange Servers within 21st TSC.  Local SAs will not place restrictions on their Exchange Servers to limit the access available to the 21st TSC Network Manager and his staff.

5.4  Exchange Server Virus Procedures

When a virus has been delivered via e-mail (denial of service), systems administrators will turn off the Message Transfer Agents (MTA) on their appropriate Exchange servers.  Turning off MTA limits the propagation of the infection.  SAs will then disinfect the MTA and return to normal operations.

The 21st TSC Network Manager will contact all System Administrators with specific guidance based on the below recommendations.

a.  When a virus is detected on the 21st TSC Local Area Network, all MTAs will be turned off as well as all Internet Mail Services (IMS).  At a minimum, Internet Mail services will be disabled until virus definitions are made available.  If necessary, the 21st TSC Network Manager can access all MTAs and remotely disable them.

b.  SAs will manually scan of each Exchange system to determine extent of infection.  

c.  MTA queues will be examined to determine infections and infected e-mails/ attachments to be removed.

d.  SAs will make a cumulative by name list of possible infected users including phone numbers and locations, by unit.  This list will be provided to the IAM and the 21st TSC Network Manager at close of business each day until the virus outbreak is contained and SAs are notified.

e.  As with all virus outbreaks, the vendor will post anti-virus definitions.  Once posted all SAs must first update the Exchange servers then proceed to notify all users of the upgrade.  All users will either receive directions to upgrade manually using live update functions or the SAs will initiate a mass upgrade of the anti-virus software.

f.  Once the latest anti-virus definitions have been installed on the Exchange servers, SAs will run an additional scan and delete infected attachments.  Revise list of infected users and organize technicians to visit each machine and clean/fix as directed by 21st TSC Network Manager.


g.  Users will not send computer virus warnings.  Report suspected chain mail or virus warnings to the 21st TSC IAM then delete the message.  The 21st TSC G6 will release official virus warnings.  Users will not disable anti-virus software and will check suspected e-mail attachments and all magnetic media for malicious software/viruses before opening it or loading it onto a system or network.  In addition, all users should run periodic anti-virus scans on their systems.

At a minimum, the latest edition of Norton anti-virus software will be used on each Exchange server as well as each computer users' system.

5.5  RCERT-E Virus Reporting 
Typically, RCERT-E will place a “block” on the IP address of a workstation suspected of being infected with a virus. The NSC will forward a copy of the incident report to the IAM and SA of the infected machine. RCERT-E will lift the block only after receiving a completed incident report https://iassure.usareur.army.mil/downloads/download_file.aspx?fileID=919   detailing the resolution. A copy of the report will be furnished to the Command Information Assurance Manager.
5.6  Incident Reporting

Commander, 21st TSC requires incidents involving information security breaches are reported.  Commander’s Critical Information Requirements (CCIR) and RCERT-E Virus Reports (see 5.5 above) will be provided to the Command Information Assurance Manager and the proponent agency within two hours of the incident occurrence.

5.7  Commander’s Critical Information Requirements

For the purposes of information assurance, Commander’s Critical Information Requirements (CCIRs) are required for any threat to 21st TSC automation resources.  Additional information regarding CCIRs can be found at HQ, 21st TSC Memorandum, subject:  21st Theater Support Command Policy Letter 17, Incident Reporting.  

5.8  RCERT-E Incident Worksheets

All other incidents should be reported to RCERT-E, with a courtesy copy furnished to the applicable IAO and the IAM.

5.9  Information Systems Security Scans

The G6, in concert with RCERT-E and brigade IMOs/S6s, will periodically monitor IAVA compliance by conducting random, unannounced, ISS scans of our networks.  Additionally, the G6 will conduct ISS scans as part of the Organizational Inspection Program (OIP).  Results of the scans will be made available to 21st TSC Command Group and the appropriate brigade commander(s).  Brigade commanders are responsible for ensuring any shortcomings identified during the scans are corrected.  

6.  Security Procedures

6.1 
 Security Operational Procedures

This section is the primary focus of the IASOP. It identifies and describes the site security operational procedures for:

· Account management.

· General security.

· Configuration management.

· Network security.

· Component security.

· Communications and transmission security.

6.2  Site Account Management Operational Procedures

An IT account permits an individual user to access the network.  For an unclassified account, the Network manager needs validation that the person is a valid 21st TSC employee.  The employee's supervisor should complete the "Request for Network Access Form" in appendix D. 

There are two prerequisites for a classified account:

· User must have the appropriate clearance validated by the security manager or the site G2/S2

· Requester’s supervisor or other approval official verifies the requester’s need for an account with the requested privileges.

6.3  Process Users

The IAO or SA shall assign an account based on management’s confirmation of need, and that the person has a valid clearance. The user shall receive a password; receive initial briefing; and protect the password accordingly. 

6.4  Account Change

The SA or the IAO (site dependent) shall manage user accounts, to include:

· Change in end-user information.

· Change or delete compromised passwords.

· Delete accounts and associated files.

· Renew an expired or about to be expired password.

· Revoke an account based on unauthorized use.

6.5  General Security Operational Procedures

Passwords shall be managed IAW procedures outlined in AR 25-2, paragraph 4-12. Passwords shall be a minimum of 10 characters in length, contain two numeric, two alpha, and two special characters, and two upper case and two lower case characters.

· Change passwords at least every three months for classified information systems and protect them at the SECRET level. Provide users with an initial security briefing (See Appendix B)

· Change passwords at least every three months for unclassified information systems and protect them at the SBU level. Provide users with an initial security briefing (See Appendix B)

· Load the latest DOD approved anti-virus software on all PC’s. Require users to scan all diskettes or software that is downloaded. Anti-virus software is available on the RCERT-E Home page https://iassure.usareur.army.mil. 

· Include a local idle lockout/screen saver feature that automatically locks the screen after 3-5 minutes on workstations and personal computers.  The individual must utilize their network access passwords.

· Prohibit the introduction of pirated software on U.S. Government hardware.

· Ensure the SA conducts audits at least once per week, on those systems that have the capability. The audit shall document:

· Identification of users accessing the information system.

· Date and time.

· Monitor user activities. Note: Restrictions are contained in AR 25-2, chapter 4, para (4-5(t)), and AR 380-53.

· Protect system and networks from accidental or deliberate destruction of data or denial of service. SA and users shall:

(
Ensure regular and periodic backup of critical files and systems. The interval for backups will be determined based on volume of transactions or information change.

(
Store backups in a location away from the original network or processor.

(
Prohibit the use of commercial electronic mail accounts (e.g., HOTMAIL) to pass official government information that includes electronic mail addressed to official “.mil” accounts.

6.6  Password Management

· Passwords shall be at least ten characters in length and contain at least two numbers, two special characters, two upper case and two lower case alpha characters.
· The network is subject to scanning by the RCERT-E to check password files to ensure that users are complying with the site security plan.

· Users will read and sign the Computer User Agreement form (Appendix A-1) to document that they are aware of password protection requirements.

· Change passwords at a minimum of every three months for both unclassified and classified systems.

· Do not share passwords with other users — regardless of same need to know, or same security clearance.

· Users may NOT store log-on passwords in any form on computers or magnetic/electronic media.

6.7  Malicious Logic Protection/Anti-viral Scanning

· Ensure current DOD anti-virus software is installed and operating on all IT, including personal computers. As a minimum, schedule anti-virus software to run daily or encourage IT users to run anti-virus scans/updates daily.  The DoD anti-virus programs are authorized for home use by all non-contractor employees and soldiers.  Non-contractor employees and soldiers are encouraged to use approved virus protection for home use as well.  Contractor personnel are also encouraged to use virus protection at home although they cannot use U.S. Government procured software.

· Check all disks, incoming mail, and file transfers for viruses before use. [Even pre-formatted disks may be contaminated.]

· Report viruses to the IAO.

6.8  Security Audit Management

The SA will conduct a routine review of security audit data no less than weekly. Depending on the volume of audit data, review may be conducted via automated audit reduction tools or random sampling techniques. Audit information indicating suspicious activity or potential security incident should be reviewed as soon as practical.

6.9  How to Respond to Suspicious Activity or a Security Incident

Report security incidents to the IAO, IMO or SA who will ensure notification to the appropriate elements of the security management hierarchy.  Security incident reporting procedures and responsibilities are in AR 25-2, paragraph 4-21.
Examples of reportable information assurance incidents are:

· 
Illegal or unauthorized access to computer systems/networks by any person

· Detection of a computer virus or malicious code

· Unauthorized root access

· Unsuccessful attempts to access

· Suspected or actual unauthorized probe or intrusion.

· Poor security practice

· Denial of service

· Malicious logic/virus

· Chain letters/E-mail hoaxes.

· Unexplained anomalies.

· Reconfiguration of a system without permission.

· Sharing of permissions or trust relationships with those other than the intended or authorized.

· Possible or actual password compromise

· A processor being operated without current DOD anti-virus software

NOTE: The following incidents are handled according to AR 380-5.

· Intentional, unintentional, or unlawful disclosure of sensitive or classified information

· Use of an unclassified system to process classified information

· Intentional or unintentional access to classified information beyond the level authorized by the personal security clearance

NOTE: These incidents are handled according to the Uniform Code of Military Justice and appropriate criminal statutes.

· Theft or destruction of computer assets or products.

· Unauthorized use of computer services

· Document forgery using computer imaging and scanning techniques

· Fraudulent offenses committed through manipulation of data

6.10  Chain Letter, Hoax and Virus Warning E-mail.

· Do not, under any circumstances, forward chain letter e-mail. Chain letters can cause e-mail hosts to “crash”, slow the speed of entire network, or cause the loss of productive work hours for system administrators and users who have to delete the chain letter. The Regional Computer Emergency Response Team — Europe (RCERT-E) WWW site (https://iassure.usareur.army.mil/) contains a link to a WWW site that lists documented chain letter hoaxes.

· Do not disseminate or respond to e-mail virus warnings. The only USAREUR organization authorized to disseminate virus warnings is the RCERT-E. The RCERT-E will disseminate virus warnings as RCERT-E Advisories through the IAM and network manager chain. A list of RCERT-E advisories and a database of documented viruses are available through the RCERT-E WWW site.

· There are numerous hoax e-mails. Users rarely question the validity of these hoaxes and often disseminate the hoax causing confusion. The RCERT-E WWW site contains a link to a hoax page that lists documented hoaxes.

· Delete, do not forward, nor respond to any warning or any type of message that directs further dissemination.  Report any suspected chain letter, hoax or virus warning to your SA and IAO.  The IAOs should also inform the IAM as well as RCERT-E.

6.11  Contingency Operations

One contingency procedure is system backup. Backup requirements for IT include:

· Safely store a copy of the original bootable media for each system. The original media is preferred since total recovery may not be possible from site-created bootable media.

· Perform a baseline backup every time a system is installed or upgraded. A baseline backup is a full backup that is performed after installation but prior to actual use of the system.

· Perform backups as needed. This includes backing up all files that change during operation of the component. Verify all backup operations to ensure that the backup was performed correctly.

6.12  Security Configuration Management Operational Procedures

Installations are responsible for establishing and maintaining configuration management controls for their information systems. Members of the security configuration management board are G6 (chairman), IAM, G2, and G3.

Minimum configuration requirements:

· DOD approved anti-virus software must be installed and operating in memory-resident and automatic (daily or weekly) mode. Software must be updated as it becomes available.

· System and media marking must indicate the level of authorized classification processing. A label will be visibly placed on the central processing unit (CPU) indicating the level of processing. It is also suggested that the monitor and the keyboard be similarly marked because they are the most evident components. Although these devices may not be classified, they are the devices most easily seen by users, and can best warn of classified processing.

· Monitoring and warning banner will be used according to current DA policy (AR 380-53). The current banner is located on the RCERT-E home page.

6.13  Network Interconnection and Security

Systems that operate on the LAN and offer network services to other computers must comply with the following configuration guidance:

· Register network hosts with the A-NOSC via the RCERT-E home page, https://iassure.usareur.army.mil. 

· Minimize network services on each server to reduce the system vulnerability.

· Disable services such as web or e-mail services, which are not required.

· Interconnection of networks under the security cognizance of different accrediting authorities, shall be documented in a memorandum of agreement (MOA) or similar document, and identified in respective accreditation documentation of each network.

6.14  Communication/Transmission Security

Communications Security (COMSEC) includes measures and controls taken to:

· Deny unauthorized persons information derived from telecommunications or data communications, and

· Ensure the authenticity of such communications.

6.15 Communications Security

All classified communications through unclassified or lower classification areas or media will be encrypted using NSA-approved Type I encryption products or protected by an approved protected distribution system (PDS). 

The COMSEC custodian shall issue COMSEC material (in either electronic or paper form), as well as providing instructions on the  protection and destruction of COMSEC material IAW TB 380-41, NAG-53B AE 380-40 and AR 380-40. Crypto-periods will conform to standards outlined IAW controlling authority of the COMSEC material and cryptonet.
6.16   TEMPEST

Maintain physical separation of components according to guidance contained in NSTISSAM TEMPEST/2-95.  User Organizations will prepare (and dispatch) a TEMPEST Countermeasures Review and will attach a copy to each request for accreditation. (Format is at USAREUR Information Assurance and Computer Security web site: https://iassure.usareur.army.mil/accreditations/nipr_sipr.aspx?type=sipr, appendix T. User organizations will update (and re-submit) the review when changes occur or annually IAW DITSCAP (30 December 1997). 

6.17    Personnel Security

Grant access to users of the LAN commensurate with their responsibilities.

Great harm to national security information comes from authorized individuals engaged in improper activities - intentional or accidental. That is why a number of technical, operational, and management controls are used to prevent and detect them. Controls include individual accountability, least privilege, separation of duties, and personal reliability management.

6.17.1
Individual Accountability and Reliability

Individual accountability means holding someone responsible for his or her actions. Accountability may be accomplished by identifying and authenticating users of the system and subsequently tracing actions on the system to the user who initiated them. Looking for patterns of behavior may do this by users through use of audit logs.

6.17.2
Least Privilege
Least privilege is the practice of restricting a user’s access (to data files, processing capability, or peripherals), or their type of access (e.g., Read, write, execute, delete) to the minimum necessary to perform the job.

6.17.3
Separation of Duties

Separation of duties is the practice of dividing responsibilities for a critical function among different individuals. For example, one system programmer can create a critical piece of operating system code, while another authorizes its implementation, or tests it. Separation of duties ensures that no one person could compromise an information system without collusion. This provides an internal check to ensure the integrity of the system and data and keeps a single individual from subverting a critical process.

Whenever a single individual performs an entire critical functionality (e.g., One person responsible for both system administration and system security) that poses a security risk, which must be addressed in risk management reviews.

Ideally, that situation should be avoided. However, if unavoidable, one control mechanism to use is “separation of roles” rather than “separation of duties”. If one individual must fill more than one critical role, (e.g., Both system administration as well as IAO) use a separate User-ID and password for each role. Also, additional screening of such individuals in these positions (where the risk and magnitude of harm is high) can mitigate risk (e.g., Assignment of ADP category). See AR 380-67).

6.17.4
Implementation

At a minimum, implement the following:

· Establish procedures to ensure screening of all individuals before they are allowed to participate in design, operation or maintenance of IT equipment, or are granted access to sensitive data. The level of screening required could vary from minimal checks to full background investigations, depending upon the sensitivity of the information to be handled, or the potential magnitude of loss or harm that might result.

· Establish a process to grant access privileges based on a legitimate need for system access. All privileges will be denied except those that are specifically granted. Individuals will be granted only the least possible privileges necessary for job performance.

· Where feasible, separate sensitive positions to preclude any one individual from gaining the opportunity to adversely affect the system. Procedural checks and balances must be defined and enforced so that accountability is established and security violations are detectable.

· Ensure all users are provided periodic security awareness briefings and a copy of system rules, and are trained to fulfill their IT security responsibilities.

· Establish a process to revoke access privileges in a timely manner when the requirement for access ceases (e.g., Transfer, change of job description, loss of access, or revocation of clearance etc.).

· Establish a process to revoke access privileges of individuals being separated for adverse reasons prior to notifying them of the pending action.

· Ensure that persons meeting the criteria of ADP category I receive background investigations (AR 380-67, paragraph 3-614 and appendix K). 
6.17.5  ADP Categories 

· The network manager is an ADP-I position and will be designated as such in writing.  ADP-I personnel will have an appropriate background investigation IAW AR 380-67. 

· The user-site IAO and system administrators are classified as ADP-II positions and will have the appropriate background investigation and clearance IAW AR 380-67.

· The IAM is responsible for maintaining the list of ADP-I personnel and ensuring appropriate background investigations are initiated/completed. 

· ADP Categories are described below:

a. Critical-sensitive positions. ADP-I positions. Those positions in which the incumbent is responsible for the planning, direction, and implementation of a computer security program; major responsibility for the direction, planning and design of a computer system, including the hardware and software; or, can access a system during the operation or maintenance in such a way, and with a relatively high risk for causing grave damage, or realize a significant personal gain.  These individuals can affect a change to the Army and enterprise configurations. 

b. Noncritical-sensitive positions. ADP-II positions. Those positions in which the incumbent is responsible for the direction, planning, design, operation, or maintenance of a computer system, and whose work is technically reviewed by a higher authority of the ADP-I category to ensure the integrity of the system. 

c. Nonsensitive positions. ADP-III positions. All other positions involved in computer activities. In establishing the categories of positions, other factors may enter into the determination, permitting placement in higher or lower categories based on the agency's judgment as to the unique characteristics of the system or the safeguards protecting the system. 

· Criteria for designating positions:  Three categories have been established for designating computer and computer-related positions-- ADP-I, ADP-II, and ADP-III. Specific criteria for assigning positions to one of these categories are as follows: 

a. ADP-I. 

   (1) Responsibility for the development and administration of agency computer security programs, including direction and control of risk analysis and/or threat assessment. 

(2) Significant involvement in life-critical or mission-critical systems. 

(3) Responsibility for the preparation or approval of data for input into a system which does not necessarily involve personal access to the system, but with relatively high risk for effecting grave damage or realizing significant personal gain. 

(4) Relatively high risk assignments associated with or directly involving the accounting, 

disbursement, or authorization for disbursement from systems of dollar amounts of $10 million  per year or greater, or lesser amounts if the activities of the individual are not subject to technical review by higher authority in the ADP-I category to ensure the integrity of the system. 

 (5) Positions involving major responsibility for the direction, planning, design, testing, maintenance, operation, monitoring, and/or management of systems hardware and software. 

 (6) Other positions as designated by the agency head that involve relatively high risk for effecting grave damage or realizing significant personal gain. 

  b. ADP-II. Responsibility for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in the ADP-I category, includes, but is not limited to- 

(1) access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974, and Government-developed privileged information involving the award of contracts; 

(2) accounting, disbursement, or authorization for disbursement from systems of dollar amounts less than $10 million per year. Other positions are designated by the agency head that involve a degree of access to a system that creates a significant potential for damage or personal gain less than that in ADP-I positions. 

e. ADP-III. All other positions involved in Federal computer activities. 

6.18  Internet Access and Controls

The 21st TSC automation systems, networks and networked resources should only be used for official government business.  Use of any government computer constitutes consent to monitoring.  

a.  Appropriate authorized personal use is permitted.  All 21st TSC computers can be used for morale and welfare (MW) communications between deployed soldiers and civilians and their immediate family members.  Additional personnel use must be approved by the commander/supervisor and must not overburden the network.  Personnel use must be of a reasonable duration and outside of duty hours when possible.  Non-MW personnel use should be limited to brief Internet searches and short emails to family members.

b.  Inappropriate use of 21st TSC network and automation systems is strictly prohibited and is defined as:

(1)  Accessing pornographic sites and/or downloading any pornographic material.

(2)  Use of an automation system for personnel gain or personnel business practices.

(3)  Sending chain e-mail, spam, junk email, letter bombs, malicious viruses; broadcasts of unnecessary advertisements, daily quotes, jokes; messages to large audiences and repeating messages as reminders to large audiences.

(4)  Use of bandwidth intensive programs such as streaming audio/visual programs or downloading MP3 files unless used for official government business. 

DO NOT DOWNLOAD ANY FILE-SHARING SOFTWARE PRODUCTS, i.e., Morpheus, KaZaA, AudioGalaxy, Gnutella, iMesh, Napster, pcAnywhere, or other unauthorized software.

If any of the above listed software is identified on your system, the system will be confiscated, the illegal software removed, and the hard drive will be reformatted.  No questions asked, no excuses accepted.

6.19  Physical and Personnel Security
The unclassified LAN site accesses the Common User Data Network (CUDN) or Non-secure IP Router Network (NIPERNET).  The classified LAN site accesses or connects to the Secure Data Network (SDN) or the Secret IP Router Network (SIPRNET) (either directly or indirectly). DOD requirements for physical and personnel security of classified systems are in AR 25-2, and DISAs SIPRNET Connection Approval Procedures. Sites must comply with established physical and personnel security policy and procedures for safeguarding and handling classified information.

6.20
Physical Security

Physical security considerations are essential elements in the planning, design, installation, utilization, and evaluation of a site location. Minimum physical security program address these basic considerations:

· Implementing a series of physical barriers and procedures including locking doors when offices are unoccupied and completing SF 701, Activity Security Checklist, where applicable. This includes continual monitoring of areas requiring controlled access. A multi-national environment requires vigilance on the part of all users to ensure that only appropriately cleared  personnel access information on IT. 

· Restrict physical access, as well as logical access to data files and media only to authorized individuals who need such access to perform official duties (need-to-know).

· Provide countermeasures for potential natural disasters (e.g., By fire extinguishing systems, flood control, and well-conceived and tested emergency plans).

6.21
Access Control

Controlled areas are those that permit unescorted access only to persons who possess the requisite U.S. clearance. Mere controls that limit access are not enough. The required factor is that unescorted access must be limited to those with a system-high level of clearance. Access controls must reasonably preclude inadvertent access by unauthorized persons.

The following shall be incorporated on all IT processing classified information:

· Physical security complies with AR 380-5.

· IT managers will, if warranted, request designation of the area as a “restricted area” IAW   AR 190-13.

· “Restricted areas” are those in which access is not permitted unless specifically authorized and is required for job performance. Access controls preclude access to persons that are not included on the area’s access control list unless specifically admitted. Restricted area access control lists should be limited to persons appropriately cleared under the provisions of        AR 380-67 (SECRET clearance). Escort all visitors (all others not on the access list) while in the Restricted Area.

· As a minimum, limit access to restricted areas to those individuals having an official need to be in the area.

· Contract maintenance personnel, and others not authorized unrestricted access but who are required to be in a Restricted Area, will be escorted by a knowledgeable, authorized person at all times they are within the area requiring controlled access.

· Externally mark (label) media used to record and store sensitive software or data using        SF 707 for SECRET and SF 710 for UNCLASSTFTED. (AR 380-5, paragraph 5-102).

6.22
Protected Distribution Systems (PDS)

A Protected Distribution System (PDS) is used to transmit unencrypted classified National Security Information (NSI) through an area of lesser classification or control. Inasmuch as the classified NSI is unencrypted, the PDS must provide adequate physical safeguards to deter exploitation.

Formal approval of a PDS is mandated IAW AR 25-2, chapter 6. System design must be approved by ODCSIM, USAREUR. 

PDS construction design and installation criteria are in National Security Telecommunications and Information Systems Security Instruction 7003, Protected Distribution Systems (PDS), dated 13 Dec 96.

The existence of an approved PDS must also be documented in the accreditation package. (Because PDS have a minimum required classification, inclusion of information identifying the presence and location of a PDS in the certification may require you to classify it, as well.)

6.23 Disposal/re-use of unclassified and classified hard drives 

The Army has developed a “Best Business Practice” on the disposal and re-use of computer hard 

drives and other portable magnetic media. This policy should be consulted prior to the disposal 

or re-use of unclassified or classified hard drives. The policy can be found at

https://iassure.usareur.army.mil. 
6.24
Environmental Protection

Install and implement adequate environmental safeguards to protect IT related resources based on sensitivity or criticality of the system (as determined by a risk analysis) and as defined in the Site Security Plan. As a minimum, consider the following:

· Fire prevention and protection.

· Water hazard prevention, detection and correction.

· Electric power-supply protection.

· Temperature control.

· Natural disaster protection (e.g., From earthquake, lightning, windstorm, etc.)

· Backup media should be kept in a secure and separate location.

· Good housekeeping for protection against dust and dirt.

7.  Organizational Inspection Program

Overall information assurance compliance will be inspected as part of the Organizational Inspection Program (OIP).  OIP is a tool.  A tool provided by the inspector to the commander assessing the level of information assurance compliance.  If used properly, OIP not only provides the unit assessment but can also assist the commander in re-enforcing any weak areas.  

The Information Assurance and Assist Team (I2AT) Checklist will be used throughout 21st TSC for the Headquarters staff sections and brigades and below, as applicable. The checklist can be found at  https://www.dcsim.hqusareur.army.mil/I2AT
8.  Conclusion

Members of the 21st TSC must realize having a computer at your desk and using the associated applications is a privilege not a right of employment.  It is the responsibility of all users, no matter what the position designation, to safeguard 21st TSC equipment, electronic data, files etc.  No one is exempt.  

APPENDIX A

Information System Security Training Briefing for Users

1.  You are involved in a war for control of information.  The outcome will determine if intended users or unauthorized intruders will have access to your information. Many information systems in the European Theater process classified and sensitive but unclassified information.  These systems are vulnerable to computer hackers, foreign intelligence services (FIS), terrorists, criminals, and disgruntled individuals and groups.  

2.  Unauthorized intruders have many techniques for breaking into our systems.  Once they gain entry they may even appear as trusted members.  These individuals use a computer to steal, modify or alter our information.   

3.  As a user you are the first level of security.  You help if you:

A.  Ensure the current DOD anti-virus software is installed and operating on your personal computer (PC).  Check all disks for viruses prior to use.  Even pre-formatted disks may be contaminated.  Don’t download a file onto your PC without first checking for viruses.

B.  Protect your password – don’t let others use the password.  An intruder can use your password quickly and easily to by-pass many security measures.  Your password must be eight characters long and contain an equal amount of upper and lower case characters/symbols.  It must be changed a minimum of every six months (or three months for classified).  

C.  Don’t let others have unsupervised access to your PC.  They can gain entry to the network appearing (or masquerading) as you and use your permissions and trust relations.    

D.  Know the chain for reporting suspected intrusions, viruses and unexplained operating anomalies on your systems.  Take time to report these incidents when they occur. 

E. Don’t forward chain email.  This includes virus warnings!  The Regional Computer Emergency Response Team – Europe (RCERT-E) disseminates virus alerts and threat advisories.  Report all chain e-mail or warnings to your IAO.  Then delete the message.  Never forward a chain email or warning even to report the message.  Don’t even respond to chain mail or virus warnings to tell the sender that they should not have done so. 

F.  Internet security is extremely important.  Ensure your Internet web browser is configured and used in the most secure manner.  Your government computer is provided for the conduct of  “official” business.  Use of the web for personal use consumes network resources and hampers the conduct of  “official” business.  

4.  Remember:  Don’t process, store or transmit classified information on non-secure or non-accredited telecommunications systems.  Official DOD telecommunications systems (including telephones, facsimile machines, computer networks, and modems) are subject to monitoring at all times.  Use of official DOD telecommunications systems constitutes consent to information system security monitoring.

5.  ACKNOWLEDGMENT:  By signing this I acknowledge that I have read and understand the above instructions.  

SIGNED:  ___________________DATE: _____________
 USER: ________________

          
       (Signature) 





   (Printed name/rank/grade)

APPENDIX A-1 COMPUTER USERS AGREEMENT FORM
This appendix is a copy of the Computer-User Agreement on the USAREUR Automation Training Program webpage at https://www.uatp.hqusareur.army.mil. Your system administrator (SA) or information assurance security officer (IASO) will ask you to sign a copy of this agreement before issuing you a password.

 

 

As a user of an automated information system in the Army in Europe, I will adhere to the following security rules:

 

1. I will use Army information systems (computers, systems, and networks) only for authorized purposes.

 

2. I will not import any Government-owned software or install hardware on any Government computer (GC) (for example, client-workstation, server) without first getting written approval from my commander, SA, or IASO.

 

3. I will not load any software onto my GC, Government information technology (IT) system, or network without the approval of my commander, SA or IASO.

 

4. I will not try to access data or use operating systems or programs, except as specifically authorized.

 

5. I know I will be issued a user identifier (user ID) and a password to authenticate my computer account. After receiving them--

 


a. I will not allow anyone else to have or use my password. If I know that my password is compromised, I will report to my SA for a new one.

 


b. If my account is on a classified network, I understand that my password is classified at the highest level of information on that network, and I will protect it in the same manner as that information.

 


c. I am responsible for all activity that occurs on my individual account once my password has been used to log on. If I am a member of a group account, I am responsible for all activity when I am logged on a system with that account.

 


d. If I have a classified account, I will ensure that my password is changed at least once every 90 days or if compromised, whichever is sooner.

 


e. If I have an unclassified account, I will ensure that my password is changed at least twice a year or if compromised, whichever is sooner.

 


f. I understand that if my password does not meet current Army in Europe standards, I am to inform my SA.

 


g. I will not store my password on any processor, microcomputer, personal digital assistant (PDA), personal electronic device (PED), or on any magnetic or electronic media unless approved in writing by the IASO.

 


h. I will not tamper with my GC to avoid adhering to Army in Europe password policy.

 


i. I will never leave my classified GC unattended while I am logged on unless the GC is protected by a “password protected” screensaver.

 

6. I know that it is a violation of policy for any computer user to try to mask or hide his or her identity, or to try to assume the identity of someone else.

 

7. I know that if connected to the Secret Internet Protocol Router Network (SIPRNET), my system operates at least in the U.S. Secret, “system-high” mode.

 


a. Any magnetic media used on the system must be immediately classified and protected at the system-high level, regardless of the implied classification of the data (until declassified or downgraded by an approved process). In other words, any disk going into a Secret system is now Secret and must be handled accordingly.

 


b. I must protect all material printed out from the SIPRNET at the system-high level until I or someone with the appropriate clearance personally reviews and properly classifies the material.


c. I will not enter information into a system if the information has a higher classification than that for which the system is rated. I will not enter information that is proprietary, contractor-excluded, or otherwise needs special protection or handling, unless approved in writing by the IASO.

 


d. If connected to the SIPRNET, only U.S. personnel with a security clearance are allowed unescorted access to the system.

 


e. Magnetic disks or compact disks will not be removed from the computer area without the approval of the local commander or head of the organization.

 

8. My local IASO has informed me of TEMPEST (Red/Black) separation requirements for system components, and I will ensure that those requirements are met. I will not move hardware or alter communications connections without first getting approval from the SA or IASO.

 

9. I will check all magnetic media (for example, disks, CDs, tapes) for malicious software (for example, viruses, worms) before using it on a GC, IT system, or network in the Army in Europe.

 

10. I will not “air gap” information using magnetic media from a classified system to an unclassified one.

 

11. I will not forward chain e-mail or virus warnings. I will report chain e-mail and virus warnings to my IASO and delete the message.

 

12. I will not run “sniffer” or any hacker-related software on my GC, Government IT system, or network.

 

13. I will not download file-sharing software (including MP3 music and video files) or games onto my GC, Government IT system, or network.

 

14. I will not connect any personal IT equipment (for example, PEDs and PDAs (such as Palm Pilots), personal computers, digitally enabled devices) to my GC or to any Government network without the written approval of my commander, SA, or IASO and IMO.

 

15. I will ensure that my anti-virus software on my GC is updated at least weekly.

 

16. I will not use Internet “chat” services (for example, America Online (AOL), Microsoft Network (MSN) Instant Messenger, Yahoo) from my GC. If chat service is needed, I will use my AKO account.

 

17. If I observe anything on the system I am using that indicates inadequate security, I will immediately notify the site IASO. I know what constitutes a security incident and know that I must immediately report such incidents to the IASO.

 

18. I will comply with security guidance issued by my SA and IASO.

 

19. If I have a public key infrastructure (PKI) certificate installed on my computer (for example, software token), I am responsible for ensuring that it is removed when no longer required. If the certificate is no longer needed, I will notify my SA and the issuing trusted agent of local registration authority.

 

20. I understand this agreement and will keep the system secure. If I am the site supervisor, group chief, SA, or IASO, I will ensure that all users in my area of responsibility sign this agreement.

 

21. I know I am subject to disciplinary action if I violate Army in Europe computer policy. For U.S. personnel, this means that if I fail to comply with this policy, I may be subject to adverse administrative action or punishment under Article 92 of the Uniform Code of Military Justice (UCMJ). If I am not subject to the UCMJ, I may be subject to adverse action under the United States Code or Code of Federal Regulations.

 

 

 

	Computer-User Name (Typed or Printed):
	 
	Security Officer Name (Typed or Printed):
	 

	 

Computer-User Signature:
	 
	 

Security Officer Signature:
	 

	 

Date:
	 
	 

Date:
	 


SIGNATURE: _____________________________ DATE: ____________

SIGNATURE: _____________________________ DATE: ____________

SIGNATURE: _____________________________ DATE: ____________

APPENDIX B

Password Creation Policy

These are password standards applicable to Army LWN (U)/(C) systems:

Ensure all accounts are either locked (or disabled) by the SA or have valid passwords assigned (i.e., Not blank, not default pw (as issued out of the box), or which meets standards below); Passwords not meeting these standards, must be changed immediately; passwords saved ("remembered") to users' computer files must be removed immediately.
Self/User-generated Passwords:

·  Must be at least ten characters in length.  Passwords must contain at least two numbers, two  special characters, two Upper and two lower case combination.

· Must be changed at least every three months for both Army LWN(C)/(U), or sooner, if compromised or directed.

· Must not be a password used within the previous eight password changes.

· Must not duplicate someone else’s password, nor duplicate a password from any other system.

· Must not be a word in a dictionary, nor a name, nor a geographic location - spelled forwards or backwards.

· Must not use sequential characters, or be a simple keyboard sequence, such as asdfghjkl.
· Must not be stored by users in any data processing file.  Data processing files include:  host or microcomputer applications and files, and any magnetic media - removable or fixed. If ever prompted to "remember password?" Respond with the equivalent of a "no" reply.

· Must not be divulged to anyone else, regardless of their like need-to-know or like security clearance.

APPENDIX C

Continuity Files

1.  PURPOSE.  Prescribe information, policies, and procedures for each IA Manager (IAM), IA Officer (IAO), System Administrator (SA), and Network Security Officer (NSO) to ensure continuity of these duties.

2.  SCOPE.  This SOP applies to HQ, 21st TSC, staff elements, subordinate units, assigned units, attached non-21st TSC units and tenant activities.

3.  OBJECTIVE.  This SOP standardizes the use of IA continuity files for IA managers, officers, system administrators, and network security officers within the 21st TSC.

4.  GENERAL INFORMATION.  Continuity files for part-time positions such as IAM, IAO, SA, and NSO positions are necessary in order for their chiefs and supervisors to ensure that these duties are performed when those on orders are absent or relocate.  This SOP applies only to the above part-time positions.

5.  POLICIES.

    A.  Continuity files for each IAM, IAO, SA, and NSO will be maintained. The following topics are suggested:
       TAB







SUBJECT

  REGULATION          

  21st TSC IA Program (IAM/IAO need: AR 25-2).

        MESSAGES/E-MAIL  
  IA messages and IA e-mails.

        MEMO



  IA memos and fact sheets.

        INSPECTION       
  IA checklists from previous inspections & blank checklist.

        IA PROGRAM  

Documentation and SOP that apply to the IA Program

        ANTI-VIRUS 

Anti-virus documentation and information.

        CONTACTS      

Phone/mail list of all IAMs/IASOs, SAs/NAs and other                 

                                                     frequently contacted personnel.

IA DUTIES  


Information on IA duties performed & location of document files, database/backup files, passwords, keys and lock combinations.
APPENDIX D
 


            

                         DEPARTMENT OF THE ARMY
HEADQUARTERS, 21ST THEATER SUPPORT COMMAND

UNIT 23203

APO, AE 09263 

AERIM 

MEMORANDUM FOR RECORD 

SUBJECT: Request for Access to the 21st Theater Support Command Network 

1. The undersigned hereby requests permission to access the 21st theater support command network. I understand that having an account on the 21st TSC network is a privilege and not a right of employment. As such, I understand that: 

a. My local area network (LAN) access account logon and password are considered privileged information and shall be safeguarded as such.  

b. I understand that I am responsible for the protection of this account and will not divulge it to any unauthorized person(s). 

c. I will report any problems I encounter in the use of this account and of any unauthorized use to the appropriate security officer. 

d. I will notify the G6 Network Administrators at least one week prior to my permanent departure to coordinate the removal of my account. 

e. I understand that I am required to change my password as directed and will re-sign the Computer User's Agreement every six months. 

2. The following information is provided to set up my network account: 

NAME: __________________________________________________ RANK: ______________________ DEROS: ___________/20____


(Printed LAST, FIRST, MI) 

Department of the Army Civilian (DAC):  _____  Local National (LN): _____  Contractor (CN): _________________________________

AKO Email Address: _____________________________________________@us.army.mil
ADDRESS: HQ 21st TSC, Unit 23203, APO AE 09263, Kaiserslautern, Germany 

TITLE: _____________________________________________________

Office Symbol: _____________________ Staff Section: ______________________ Office Phone: 484-

SIGNATURE: _________________________________________________________________ DATE: ___________
IASO SIGNATURE: ____________________________________________________________ DATE: 
Computer User Test Web Site: https://www.uatp.hqusareur.army.mil/
OL2000: (CW) How to Create a New Personal Folders (.pst) File

The information in this article applies to: Microsoft Outlook 2000

NOTE: These procedures only apply if you have installed Outlook with the Corporate Workgroup/Other option. This option allows you to use Messaging Application Programming Interface (MAPI) services. To determine your installation type, on the Help Menu click About Microsoft Outlook. In About Microsoft Outlook you should see "Corporate" if you have the Corporate Workgroup installation. 

  Summary

Occasionally, it may be necessary to create a new or an additional personal folders (.pst) file for use with Microsoft Outlook 2000. This article describes the steps necessary to create a new personal folders (.pst) file and to change new mail Delivery to Personal Folders (.pst)
How to Create a New Personal Folders (.pst) File

1. On the File menu, click Exit and Log Off. 

2. Click Start, point to Settings, and click Control Panel. 

3. Double-click the Mail (or Mail and Fax) icon. 

4. On the Services tab, click Show Profiles. 

5. Click to select the profile you want to add a new personal folders (.pst) file to and click Properties. 

6. On the Services tab, click Add. 

7. In the Available Information Services list, click Personal Folders, and then click OK. 

8. In Create/Open Personal Folders File type a name for your new personal folders (.pst) file with a .pst extension, and then click Open. 

9. In Create Microsoft Personal Folders you may change the name that will be listed in Outlook for this Personal Folders file, and click OK, OK, and then click Close. 

10. When you restart Outlook, you will see the name of the new personal folders (.pst) file in the Folders List. 

How to change new mail Delivery to Personal Folders (.pst) 

11. On the File menu, click Exit and Log Off. 

12. Click Start, point to Settings, and click Control Panel. 

13. Double-click the Mail (or Mail and Fax) icon. 

14. On the Services tab, click Show Profiles. 

15. Click to select the profile you want to change new Mail delivery to personal folders (.pst) file to and click Properties. 

16. On the Delivery tab, click Deliver new mail to the following location: (Drop Down Window). Change it to Personal Folders, and click OK, and then click Close. 

Instructions for Making Profiles

Right click on either Outlook, a pop-up menu will appear.  Select the “PROPERTIES” button then left-click on it.  You will see another screen. Left-click the item at the button of the screen called “SHOW PROFILES” and another screen will appear.  Left-click the “ADD” button.  This will bring up the Profile Wizard.  On the screen, you will be given a choice of what service to use, choose Microsoft Exchange Server (TSCEXCH__), then left-click the “NEXT” button.  The next screen that you see will ask you the Profile name; this is your USERNAME; i.e. pete.martin, then left-click “NEXT”.

The next screen that you will see will ask the exact name of the Exchange Server at the first blank line – you will type (TSCEXCH__).  At its second blank line you will type in your USERNAME.  The next screen that you will see will ask if you travel with the computer.  If the computer that you are setting the profile up on is a laptop then say YES otherwise say NO, then left-click ”NEXT”.  The final screen that you will see will congratulate you on completing the Profile setup Wizard.

Once you’ve clicked on the “FINISH” button, you will be taken back to the Mail Properties window where you will see the profile that you just made.****NOTE – If your USERNAME doesn’t appear in the window click copy and rename the highlighted profile to your USERNAME.

** If you are connected to the network, you may want to follow the next set of instructions.

Making Sure Your Profile is Resolved through the Network

You should still be at the Mail Properties window, looking at your new profile, which should be highlighted.  Left-click on the “PROPERTIES” button twice, then left-click on the “CHECK NAMES” button.

You should see your USERNAME turn into your full name, rank and section.  This will be all underlined.  The Underline indicates the successful resolution of you USERNAME with the Exchange Server.  If this does not happen, check to see if (TSCEXCH_) is in the Server space and your USERNAME is in the Mailbox space.

APPENDIX E
Communications Security (COMSEC) Standard Operating Procedures

REFERENCES

AR 15-6
Procedures for Investigating Officers and Boards of Officers

AR 66-5
Defense Courier Service (DCS) Administration and Operations

AR 66-6
Courier Service Charter

AR 190-13
The Army Physical Security Program

AR 25-55
Safeguarding "FOR OFFICIAL USE ONLY" Information

AR 380-5

Department of the Army Information Security Program Regulation (with  USAREUR Supplement)

AR 25-400-2
The Modern Army Record Keeping System (MARKS)

AR 380-40
Policy for Safeguarding and Controlling COMSEC Information 


(with UR 380-40)

AR 25-2
Information Assurance
AR 380-19-1 (C)
Control of Compromising Emanations

AR 380-67
Clearance of Personnel for Access to Classified Defense Information and 


Material

AR 710-2
Material Management for Using units, Support Units, and Installations

AR 735-11
Accounting for Lost, Damaged, and Destroyed Property

SB 700-20
Army Adopted/Other Items Selected for Authorization/List of Reportable 


Items

TB 380-41-series
Procedures for Safeguarding, Accounting, and Supply Control of COMSEC (Volume I, II, III, & V) Material

DA Pam 25-380-2
Security Standards for Controlled Cryptographic Items (CCI)

EKMS-702.01
STU-III Key Management Plan

NOTE:  The listing of basic documents above infers the inclusion of any/all changes and authorized supplements.  Refer to DA Pam 25-30 and USAREUR Pam 25-30 to check current publication dates and changes.  Check DA Pam 25-35 for information on COMSEC publications. 

Currently under revision
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(Exemption 5, AR 25-55 applies)

Controlled Unclassified Information (See DOD 5200.IR, Appendix C)

