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> SUBJ/SECURE TERMINAL EQUIPMENT (STE)/STU-III RETIREMENT GUIDANCE

> 

> RMKS/1. THIS MESSAGE SETS THE STAGE FOR TRANSITIONING FROM THE STU-

> III TO THE STE FOR SECURE VOICE REQUIREMENTS IN SUPPORT OF JOINT

> OPERATIONS. THE STE IS THE JOINT STANDARD FOR SECURE VOICE AND A KEY

> COMPONENT OF THE GLOBAL SECURE VOICE SYSTEM (GSVS) CONCEPT AS

> ENDORSED BY THE JULY 1997 MILITARY COMMUNICATIONS-ELECTRONICS BOARD.

> 

> 2. WITH THE STE AS THE JOINT STANDARD AND INSTRUMENT OF CHOICE FOR

> NEW SECURE VOICE REQUIREMENTS, OUR OBJECTIVE IS TO RETIRE AT LEAST

> 20% OF THE 250,000 STU-III "FLEET" EVERY YEAR FOR THE NEXT FIVE

> YEARS. THIS WILL ELIMINATE OUR STU-III INVENTORY WELL AHEAD OF THE

> SEP 2009 DEADLINE, AT WHICH TIME THE LAST STU-III MAINTENANCE SUPPORT

> CONTRACT EXPIRES (MOST STU-III MAINTENANCE CONTRACTS WILL END

> EARLIER, AND WE CAN ONLY SPECULATE THAT MAINTENANCE COSTS WILL

> CONTINUE TO INCREASE OVER TIME).

> 

> 3. IN THE LONG RUN, THE STE SHOULD NOT ONLY REPLACE MOST OF THE

> EXISTING 250K STU-III INSTRUMENTS, BUT THE 60,000 TACTICAL

> INSTRUMENTS (DIGITAL SECURE VOICE TERMINAL (DSVT)) AND SOME OR ALL OF

> THE 5,000 DEFENSE RED SWITCH (DRSN) TELEPHONES AS WELL. ADDITIONALLY,

> THE STE MIGHT REPLACE AN UNKNOWN NUMBER OF ANALOG INSTRUMENTS IN THE

> INTELLIGENCE AND SPECIAL OPERATIONS FORCES (SOF) COMMUNITIES.

> 

> 4. A STE PROCUREMENT PLAN STRETCHED OUT OVER SEVERAL YEARS SHOULD

> CONSIDER THE FOLLOWING:

> 

> A.  CONDUCT A THOROUGH REVIEW OF COMMAND SECURE VOICE

> REQUIREMENTS, FOLLOWED BY ADEQUATE PROGRAMMING OF FUNDS.

> B. INCREMENTALLY RETIRE AGING STU-III'S WITH STE'S AT A RATE OF

> AT LEAST 20% PER YEAR.

> C. EARLY INTRODUCTION OF STE'S INTO THOSE KEY POSITIONS OR

> OFFICES READY TO TAKE ADVANTAGE OF THE STE'S DIGITAL CAPABILITIES

> D. SATISFY NEW USER REQUIREMENTS WITH THE STE (STE CAN OPERATE

> IN STU-III MODE WITH A PUBLIC SWITCHED NETWORK ANALOG CONNECTION

> UNTIL ISDN ARRIVES)

> E. SATISFYING NEW ENCLAVE REQUIREMENTS (COMMAND CENTERS OR FIELD

> OFFICES) WITH A SMALL COTS DIGITAL SWITCH POPULATED WITH STE'S.

> F. USING STE TO SATISFY NEW DRSN REQUIREMENTS AND REPLACE STU-

> III'S THAT REGULARLY ACCESS DRSN.

> 

> 5. ALTHOUGH THE SERVICES HAVE LIMITED FUNDING PROGRAMMED FOR THE

> PROCUREMENT OF TACTICAL STE'S, IT MAY NOT BE ENOUGH TO KEEP OUR SOLE

> PRODUCER INTERESTED FOR THE LONG TERM. WE WILL ALSO BE PAYING A

> HIGHER PRICE PER UNIT GIVEN THE LOW NUMBER OF STE'S ON ORDER.

> CURRENTLY, THE ARMY PROGRAM PLANS TO BEGIN REPLACING TRI-TAC KY-68

> TELEPHONES. THE NAVAL PROGRAM INTENDS TO FIELD STE'S FOR SHIP-BOARD

> OPERATIONS, AND INCLUDES THE FUNDING FOR THE MARINES WHO INTEND TO

> REPLACE THEIR KY-68'S AND STU-III'S IN PHASES. THE AF PLANS ON

> FIELDING STE'S UNDER ITS THEATER DEPLOYABLE COMMUNICATIONS (TDC)

> PROGRAM.

> 

> 6. THE STE IS DESIGNED TO OPERATE WITH COTS DIGITAL SWITCHES,

> POSSESSING A DUAL PROCESSOR WITH PENTIUM EQUIVALENT PROCESSING POWER.

> ALTHOUGH IT IS THE SUCCESSOR TO THE STU-III, THE TWO SYSTEMS MUST CO-

> EXIST AND INTEROPERATE FOR SOME TIME YET, SO THE STE IS DESIGNED TO

> INTERFACE IN ANALOG MODE WITH STU-III'S AT 2.4/4.8 KBPS RATES.

> 

> 7. THE REAL STRENGTH OF THE STE IS REALIZED WHEN OPERATING IN A

> DIGITAL, ISDN VOICE MODE AT 64 KBPS OR A DATA MODE AT 128 KBPS. VOICE

> QUALITY IS CRYSTAL CLEAR AND IT CAN BRING SECURE MULTI-MEDIA

> APPLICATIONS SUCH AS VTC TO THE DESK-TOP.

> 

> 8. UNLIKE THE STU-III, THE STE WILL BE RELEASABLE TO FOREIGN ALLIED

> AND COALITION NATIONS BECAUSE OF THE COMBINED CHARACTERISTICS OF THE

> STE AND FORTEZZA DESIGNS. THE ENCRYPTION ENGINE IS THE SAME MISSI-

> COMPLIANT FORTEZZA-PLUS-KRYPTON CARD THAT WILL BE USED FOR DMS AND

> FOR CONDOR PROVIDING PROTECTION UP TO TOP SECRET.

> 

> 9. A TACTICAL VERSION OF THE STE WILL ALSO INTERFACE WITH THE TRI-

> TAC/MSE NETWORKS AND WITH MILSTAR. IT CAN BE PACKAGED WITH A SEPARATE

> PORTABLE UNINTERRUPTABLE POWER (PUP) SUPPLY IN A SUITCASE

> CONFIGURATION FOR FIELD OPERATION.

> 

> 10. BOTTOM LINE, WE NEED TO PLAN ON BUYING SOONER RATHER THAN LATER

> TO ENSURE WE ARE POSTURED TO TAKE ADVANTAGE OF EMERGING DIGITAL

> TECHNOLOGIES AND OUR ONE MANUFACTURER IS ABLE TO KEEP THE STE

> PRODUCTION LINE OPEN.  WE DO NOT WANT TO BE LEFT WITHOUT A SOURCE FOR

> STE'S. AN AGGRESSIVE APPROACH WILL ALLOW US TO METHODICALLY DISPLACE

> STU-III'S OVER TIME (BEFORE THEY BECOME NON-SUPPORTABLE), WHILE

> EQUIPPING COMMANDS WITH DIGITAL END INSTRUMENTS TO PROVIDE IMPROVED

> SUPPORT TO JOINT OPERATIONS AND FACILITATE DOD'S GOAL OF

> TRANSITIONING TO A FULLY DIGITAL ENVIRONMENT.

> 
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