INFORMATION ASSURANCE (IA)

INSPECTION CHECKLIST
DATE OF INSPECTION:
________________________________________

UNIT INSPECTED:

________________________________________




________________________________________




________________________________________




________________________________________

INFORMATION ASSURANCE 

MANAGER (IAM): 

________________________________________




________________________________________

INSPECTED BY:

________________________________________




________________________________________




________________________________________

INSPECTION GRADE:
_________

_________________________________________________________________

Grading System:  Each section is worth 100 points.  The total inspection grade is calculated by totaling the average grade of the inspected areas and divide by the number of areas inspected.

INSPECTION GRADE

       90 - 100  COMMENDABLE

       80 -  89  SATISFACTORY

       70 -  79  MARGINALLY SATISFACTORY

       00 -  69  UNSATISFACTORY - MUST CORRECT IN 90 DAYS

_________________________________________________________________

NOTE:  This checklist is used to assess the overall IA program and is not to be used for a risk assessment or accreditation checklist. (CIAM FORM, 21 Jun 2000)

GRADING WORKSHEET

SECTION
TOPIC         

PAGE   
 
I   LAWS/REGULATIONS/POLICIES
3    

____

II  INFORMATION ASSURANCE

MANAGEMENT


4    

____

III EQUIPMENT SECURITY/


6    

____

STORING INFORMATION

IV  ACCREDITATION


7     

____   





V   NETWORK SECURITY


10

____



VI  IT USER SECURITY


11

____


            TOTAL GRADE 



____

INSPECTION GRADING CRITERIA:

Each question is worth either 15, 20, 25, 30, 35, or 50 points.  The following criteria will be used to assign graded points to each question.

15 point questions

1-3 points      UNSATISFACTORY - MUST CORRECT 

4-7 points      MARGINALLY SATISFACTORY

8-13 points    SATISFACTORY

14-15 points  COMMENDABLE

20 point questions
1-5 points        UNSATISFACTORY - MUST CORRECT 

6-10 points      MARGINALLY SATISFACTORY

11-15 points    SATISFACTORY

16-20 points    COMMENDABLE

25 point questions

1-5 points        UNSATISFACTORY - MUST CORRECT 

6-15 points      MARGINALLY SATISFACTORY

16-20 points    SATISFACTORY

21-25 points    COMMENDABLE

30 point questions
1-8 points        UNSATISFACTORY - MUST CORRECT 

7-16 points      MARGINALLY SATISFACTORY

17-25 points    SATISFACTORY

26-30 points    COMMENDABLE

35 point questions

1-10 points        UNSATISFACTORY - MUST CORRECT 

11-20 points      MARGINALLY SATISFACTORY

21-29 points    SATISFACTORY

30-35 points    COMMENDABLE

50 point questions

1-15 points        UNSATISFACTORY - MUST CORRECT 

16-30 points      MARGINALLY SATISFACTORY

31-45 points    SATISFACTORY

45-50 points    COMMENDABLE

GRADE _____

SECTION I
  LAWS/REGULATIONS/POLICIES                  

 1.  Does the Information Assurance Manager (IAM) or Information Assurance Officer (IAO) have the latest:

     A.  AR 380-19, Information Systems Security, 27 Feb 98? 



25 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

b. AR 380-5, Department of the Army Information Security

     

Program, 25 Feb 88?








25 points 

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

     C.  USAREUR Reg. 380-19, Information Systems Security, 21 May 97? 

25 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

     D.  21st  Theater Support Command (TSC) (Provisional) Information Assurance Program (IAP) Site Standard Operating Procedure (SSOP) (Oct 99)?








    



  25 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

REMARKS:

GRADE _____

SECTION II    INFORMATION ASSURANCE MANAGEMENT 

 1.  Does the IAM, IAO, SA and/or NSO have a continuity file notebook that is current and complete?  (21st TSC (Prov) SSOP, appendix C).

                                             
10 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

 2.  Has the activity IAM or IAO inspected all units and HQ offices within their area of responsibility within the last 12 months? 
10 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

 3.  Have the IAMs and IAOs attended the USAREUR IM-10 Basic Information Warfare course or USAREUR Basic Networking I and Basic Networking II courses or are they currently slated to attend?  Have the SAs and/or NSOs attended the USAREUR IM-10 Basic Information Warfare course or USAREUR Basic Networking I, Basic Networking II, Advanced Networking I, and Advanced Networking II courses or are they currently slated to attend?  (NOTE: The USAREUR courses are a new requirement beginning 1 Oct 99.)  




20 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

4. Have the SAs and/or NSOs attended the required 21st TSC technical training (Networking Essentials, Windows NT (3 classes) and TCP/IP) or are they currently slated to attend?




20 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

5.  Verify if personnel security (ADP) standards have been met for all IA personnel within the last 12 months.  (AR 380-19 para 2-16)       


10 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

6. Do the IAMs, IAOs, and SAs/NSOs have appointment orders on file?  Do they receive adequate supervision to perform their duties? (AR 380-19, para 1-6(2), USAREUR 380-19, section 3-5(3) and 21st TSC (Prov) SSOP, 2.4.2)                                 

15 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

7.  Has each IT user read the USAREUR computer-user guide and taken the USAREUR User Certification Test?  Has each IT user read and signed the computer user agreement within the last 6-12 months? (21st TSC (Prov) SSOP, 2.4.2, 2.4.3 and 2.4.4 and USAREUR Policy on Computer User Training (15 Jan 00))

15 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

REMARKS:

GRADE _____

SECTION III   EQUIPMENT SECURITY/STORING INFORMAION
Instructions:  Randomly inspect three divisions or departments having Information Technology (IT).  Complete the following sections for those areas inspected:

List  the IAM/IAO and location of the IT.  Include Make, Model and Serial number for each machine inspected.  List all the commercial and shareware software found.  To find the commercial software, review all directories and .EXE files. Randomly verify that the users are authorized to use the commercial and shareware software (have official copies of original manual and diskettes, site license, hand receipt/proof of purchase, etc.)  Circle or highlight the software that is unofficial and note the items that are missing.  Identify any hardware attached to the IT and verify that the users are authorized to use the hardware (hand receipt, etc.)  Use additional paper as needed.
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 1.  Do the NSO/SA and IAOs have access to a copy of the latest Anti-Virus software and do they know how to update virus signatures? Is the latest version of McAfee or Norton anti-virus software installed on all ITs?  Is it working in DOS and in Windows?  (USAREUR 380-19, section 7-2, 21st TSC (Prov) SSOP, 4.6)            


25 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

2.  Do the NSO/SA and IAO follow procedures for labeling, storing, clearing, purging and destroying magnetic media?  (AR 380-19, para 2-18 thru 2-21, 21st TSC (Prov) SSOP 4.6)



25 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

3.  Do the SAs and NSOs/SAs control and manage the generation and issuance of passwords in accordance with USAREUR and the 21st TSC (Prov) SSOP?  

      a. If SAs and NSOs do not control and manage the generation and issuance of passwords, do they control and manage the generation and issuance of passwords for screensavers and/or CMOS? Does the local supervisor know how to find passwords in case of an emergency? 

      FINDING: _____________________________________________

      ______________________________________________________

      _______________________________________

      b.  Are share points password controlled?

      FINDING: _____________________________________________

      ______________________________________________________

      _______________________________________

(USAREUR 380-19, section 7-4, 21st TSC (Prov) SSOP, Appendix B)     
25 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

4.  Randomly check the proper storage and use of transformers, wires/plug-ins, and check the cleanliness of equipment.  Are there any potential safety hazards or maintenance/repair problems?   (21st TSC (Prov) SSOP, 3.4)                  

25 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

REMARKS:

GRADE _____

SECTION IV   ACCREDITATION                              

Instructions:  Request the accreditation documents for the IT listed in Section IV HARDWARE/ACCESS CONTROL.

1. Are the accreditation documents current and complete and in accordance with Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP)?  (DOD Instruction 5200.40, "Department of Defense Information Technology Security Certification and Accreditation Process", 30 December 1997)



50 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

 2.  Can the IAM or IAO produce a current and accurate inventory database file for their area of responsibility?  (AR 380-19, para 1-6, USAREUR 380-19, section 3-7 and 21st TSC SSOP, 2.4.3)

                                             

25 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

3. Randomly select several ITs that were inspected and have the IAM or IAO produce the risk management reviews and/or the generic security plan.  Is the information current, complete, and accurate?  (USAREUR 380-19, section 11-3)



25 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

REMARKS:

GRADE _____ 

SECTION V    NETWORK SECURITY                            

1.  Is the SA/NSO using USAREUR/RCERTE baselines to provide the minimum C2 protection (passwords, file protection, and use of audit trails)?  (USAREUR 380-19, section 7, 21st TSC (Prov) SSOP, section 4)   
20 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

2.  Check with users and IAMs/IAOs to see if ITs linked with the Internet or E-Mail have been used for processing, storing, or transmitting classified information.  Has any IT connected to an unclassified network been used to process classified information? (USAREUR 380-19, section 4-3(b-2), 21st TSC SSOP, 2.4.5)   
20 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

3.  Have the critical information files been identified? Have they been backed up within the last 5 working days?  Have the other files been backed-up within the last 30 days? Are the critical files stored in a safe place? (USAREUR 380-19, section 9, 21st TSC (Prov) SSOP, 4.5)                               

20 points
FINDING: _____________________________________________

______________________________________________________                                            

_______________________________________ GRADE ________

4.  Is the SA/NSO maintaining audit trails of sufficient detail to reconstruct events in determining the cause or magnitude of compromise or damage should a security violation or malfunction occur?  (AR 380-19, 2-3)



20 points
FINDING: _____________________________________________

______________________________________________________                                            

_______________________________________ GRADE ________

5.  Are audit trails being reviewed daily or at a minimum weekly? Are the audit trails being properly documented/stored? (AR 380-19, 2-3)



20 points
FINDING: _____________________________________________

______________________________________________________                                            

_______________________________________ GRADE ________

REMARKS:

GRADE _____ 

SECTION VI   IT USER SECURITY
1.  Randomly check ITs in the area being inspected.  Are there any illegal or unethical problems (i.e., Access of pornographic sites, use of Internet or excessive use of E-Mail for personal reasons or gain, games on IT, use of IT for personal gain/business)? (21st TSC (Prov) SSOP 2.4.5 and  Appendix A)             
35 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

2.  Are IT users following proper logon guidelines, (i.e. Passwords memorized, not taped to side of computer or table)? (21st TSC (Prov) SSOP 2.4.5 and  Appendix A)             
35 points

FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________

3.  Check around, are any users logged on but not at the IT?  Are their systems protected using a screen saver password or like protection against access? (USAREUR 380-19, section 3-11 (b-6), 21st TSC (Prov) SSOP, 2.4.5)  

30 points
FINDING: _____________________________________________

______________________________________________________

_______________________________________ GRADE ________
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